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Abstract. The recent le storageapplicationsbuilt on top of peerto-peerdis-
tributedhashtableslack searchcapabilitiesWe believe thatsearchis animportant
partof ary documentpublicationsystem.To thatend,we have designecandana-
lyzeda distributedsearchenginebasedbn a distributedhashtable.Our simulation
resultspredictthat our searchenginecanansweran averagequeryin underone
secondusingunderonekilobyte of bandwidth.
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1 Intr oduction

Recentwork on distributedhashtables(DHTs) suchasChord[19], CAN [16], andPas-

try [17] hasaddressedomeof thescalabilityandreliability problemshatplaguedearlier

peerto-peeroverlaynetworkssuchasNapste14] andGnutella[8]. However, theuseful

keyword searchingoresenin NapsterandGnutellais absenin the DHTs thatendeaor

to replacethem.In this paperwe present symmetricallydistributedpeerto-peersearch

enginebasednaDHT andintendedo sene DHT-basedle storagesystems.
Applicationsbuilt usingthe currentgeneration

of DHTs requestdocumentausing an opaquekey.

Themeandor choosinghekey is left for theappli- pwﬁg%

cationbuilt ontop of the DHT to determineFor ex- hash

ample the ChordFile SystemCFSJ[6], useshashes range‘ |

of contentblocks as keys. Freenet[5, 9], which

sharessomecharacteristicof DHTs, useshashes

of lenamesaskeys. In eachcaseusersmusthave

a single,uniqguenameto retrieve content.No func-

tionality is providedfor keyword searches.
Thesystendescribedn thispaperprovideskey- Fig. 1. Distributing aninvertedindex

word searctfunctionalityfor aDHT-basedle sys- acrossapeerto-peemetwork.

tem or archial storagesystem,to map keyword

queriesto the uniquerouting keys describedabove. It doesso by mappingeachkey-

word to anodein the DHT thatwill storea list of documentsontainingthatkeyword.

Figurel shovs how keywordsin theindex mapinto thehashrangeand,in turn,to nodes

in the DHT.
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We believe that end-userlateny is the
most important performance metric for a
searchengine.Most end-usettateng in a dis-
tributed searchengine comesfrom network
transfertimes. Thus, minimizing the number
of bytessentandthe numberof timesthey are
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sentis crucial. Both bytesand hopsare easy .
to minimize for queriesthat canbe answered . ‘ ﬂ e
by a single host. Most querieshowever, con- ° 2 4 6 8 10

Words per search

tain several keywords and must be answered
by several cooperatinghosts.Usinga traceof Fig. 2. Numberof keywordspersearchop-

99,405queriessentthroughthelRCacheproxy erationin the IRCachefor a ten-dayperiod
systemto Web searchenginesduring a ten- in January2002.

dayperiodin January2002,wedeterminedhat

71.5% of queriescontaintwo or more keywords. The entire distribution of keywords
perqueryis shavn in Figure2. Becausenultiple-keyword queriesdominatethe search
workload,optimizingthemis importantfor end-useperformanceThis paperfocusesn

minimizing network traf ¢ for multiple-keyword queries.

1.1 Non-goals

One extremely useful feature of distributed hashtablesis that they provide a simple
servicemodelthathidesrequestouting, churncostsJoad balancingandunavailability.
Most DHTSs route requestgo nodesthat cansene themin expectedO(Ign) steps,for
networks of n hosts.They keepchurncosts[11] — the costsassociatedvith managing
nodejoins and departures- logarithmicwith the size of the network. Using consistent
hashind10] they divideloadroughlyevenlyamongavailablehosts Finally, they perform
replicationto ensureavailability evenwhenindividualnodedail. Ourdesignusesa DHT
asits basethus,it doesnotdirectly addressheseissues.

1.2 Overview

This paperdescribeur searchmodel, design,and simulationexperimentsasfollows.
In Section2 we describeseveralaspect®f the peerto-peersearctproblemspacealong
with the partsof the problemspacewe choseto explore. Section3 describesour ap-
proachto performingpeerto-peersearchef ciently . Section4 detailsour simulation
ernvironment,and Section5 describeghe simulationresults.We presentelatedwork in
Section6 andconcluden Section?.

2 SystemModel

Fundamentallysearchs thetaskof associatingeywordswith documentdenti ers and
later retrieving documentidenti ers that match combinationsof keywords. Most text

searchingsystemsauseinvertedindices,which map eachword found in ary document
to alist of the documentsn which the word appearsBeyond this simple description,
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Fig. 3. A horizontallypartitionedindex storegpartof every keyword match-liston eachnode often
divided by documenidenti ers. Herewe divide theindex into documenidenti ers 1-3, 4-6, and
7-9. A vertically partitionedindex assigneachkeyword to a singlenode.

mary designtrade-ofs exist. How will the index be partitioned,if at all? Shouldit be
distributed,or would acentralizedndex sufce? In whatorderwill matchingdocuments
belisted?How aredocumenthangese ectedin theindex? We addresshesequestions
below.

2.1 Partitioning

Althougha sufciently smallindex neednot be partitionedat all, our targetapplication
is a datasetlarge enoughto overwhelmthe storageand processingcapacitiesof arny
singlenode.Thus,somepartitioningschemes required.Therearetwo straightforward
partitioningschemeshorizontalandvertical.

For eachkeyword an index stores,it must storea match-listof identi ers for all
of the documentscontainingthe keyword. A horizontallypartitionedindex dividesthis
list amongseveral nodes either sequentiallyor by partitioningthe documentidenti er
space Google[3] operatedn this manner A vertically partitionedindex assighseach
keyword, undivided, to a singlenode.Figure 3 shavs a small sampleindex partitioned
horizontallyandvertically, with K1 throughK5 representingteywordsanddoclthrough
doc9representinglocumentshatcontainthosekeywords.

A vertically partitionedindex minimizesthe costof searchedy ensuringthat no
morethank senersmustparticipatein answeringaquerycontainingk keywords.A hor-
izontally partitionedindex requiresthatall nodeshe contactedregardlessf the number
of keywordsin thequery However, horizontalindicespartitionedby documentdenti er
caninsertor updatea documentt a singlenode,while vertically partitionedindicesre-
quirethatup to k senersparticipateto insertor updatea documentith k keywords.As
long asmoresenersparticipatein the overlay thantherearekeywordsassociateavith
an averagedocumentthesecostsfavor vertical partitioning. Furthermorejn le sys-
tems,most les changerarely, andthosethatchangeoften changen burstsandmay be
removedshortly after creation,allowing usto optimizeupdatedy propagatingchanges
lazily. In archival storagesystems,les changerarely if at all. Thus, we believe that
querieswill outnumbemupdatedor our proposedisesfurtherincreasinghe costadvan-
tagefor vertically partitionedsystems.

Vertically partitionedindicessendqueriesto a constanthumberof hosts,while hor-
izontally partitionedindicesmustbroadcastjueriesto all nodes.Thus,the throughput
of a vertically partitionedindex theoreticallygrows linearly as more nodesare added.



Querythroughputin a horizontally partitionedindex doesnot bene t at all from addi-
tional nodes.Thus,we chosevertical partitioningfor our searcrengine.

2.2 Centralized or Distrib uted Organization

Googlehashadgreatsuccesgroviding centralizedsearctservicegor theWeh However,

we believe thatfor peerto-peerle systemsandarchial storagenetworks,a distributed
searctserviceis betterthana centralizecne.First, centralizedsystemgprovide asingle
point of failure. Failuresmay be network outagesgenial-of-serviceattacks asplagued
severalWeb sitesin Februaryof 2000;0r censorshifgy domesticor foreign authorities.
In all suchcasesareplicateddistributedsystemmaybemorerobust. Secondmary uses
of peerto-peerdistributed systemsdependon usersvoluntarily contributing computing
resourcesA centralizedsearchenginewould concentratdothload andtruston a small

numberof hosts,which is impracticalif thosehostsare voluntarily contributedby end
users.

Both centralizedand distributed searchsystemsbene t from replication. Replica-
tion improvesavailability andthroughputin exchangefor additionalhardwareand up-
datecosts.A distributedsearchenginebene tsmorefrom replication,however, because
replicasare lesssusceptibleo correlatedfailuressuchas attacksor network outages.
Distributedreplicasmay alsoallow nodescloserto eachotheror to theclientto respond
to queriesreducinglatengy andnetwork traf c.

2.3 Ranking of Results

Oneimportantfeatureof searchengineds theorderin whichresultsarepresentedo the
user Many documentsnay matcha givensetof keywords,but somemaybemoreuseful
to theenduserthanothers. Googles PageRanlklgorithm[15] hassuccessfullyexploited
the hyperlinked natureof the Webto give high scoresto pagedinkedto by otherpages
with highscoresSeveralsearcrenginehave successfulljusedwords' proximity to each
otheror to thebeginningof thepageto rankresults Peerto-peersystemgack thelinking
structurenecessaryor PageRankut may be ableto take advantageof word positionor
proximity heuristics.We will discussspeci ¢ interactionsbetweenrankingtechniques
andourdesignin Section3.5afterwe have presentedhe design.

2.4 Update Discovery

A searchenginemustdiscover new, removed, or modi ed documentsWeb searchen-
gineshave traditionally relied on enumeratinghe entire Web using crawlers, which re-
sultsin eitherlag or inef ciency if the frequeng of crawling differsfrom the frequeng
of updatesfor a given page.Popular le-sharing systemsusea “push” modelfor up-
datesnsteadclientsthathave new or modi ed contentnotify senersdirectly. Evenwith
pushedipdatestheproces®of determiningkeywordsandreportingthemto senershould
occurautomaticallyto ensureuniformity.

The Web could supporteithercravled or pushedupdatesCrawled updatesarecur-
rently the norm. Peerto-peerservicesmay lack hyperlinksor arny othermechanisnfor
enumerationleaving themdependentn pushedipdatesWe believe thatpushedupdates
aresuperiobecausehey promotebothef ciency andcurreny of index information.



2.5 Placement

All storagesystemaeedtechniquedor placingand nding content.Distributedsearch
systemsadditionallyneedtechniquedor placingindex partitions.We usea DHT to map
keywordsto nodedor theindex, andwe claimthatthe placemenbf contentis anorthog-
onalproblem.Thereis little or nobene t to placingdocumentsandtheir keywordsin the
sameplace First,veryfew documenténdicatedasresultsfor asearcharelaterretrieved;
thus,mostlocality would be wasted Secondthereis no overlapbetweeranindex entry
andthe documenit indicates;both still mustbe retrieved andsentover the network. A

searchengineis alayerof indirection.It is expectedthatdocument@ndtheir keywords
may appeaitin unrelatedocations.

3 Efcient Support for Peerto-Peer Search

In the previous section,we discussedhe architectureand potentialbene ts of a fully
distributedpeerto-peersearctinfrastructureThe primary contribution of thiswork is to
demonstraté¢he feasibility of this approachwith respecto individual enduserrequests.
Conductinga searchor a singlekeyword consistsof looking up the keyword's mapping
in theindex to reveal all of the documentsontainingthat keyword. This involvescon-
tactinga singleremotesener, anoperatiorwith network costscomparabldéo accessing
a traditional searchservice.A boolean“AND” searchconsistsof looking up the sets
for eachkeyword andreturningthe intersection As with traditionalsearchengineswe
returnasmallsubsebf thematchingdocumentsThis operatiorrequirescontactingnul-
tiple peersacrossthe wide area,andthe requisiteintersectionoperationacrossthe sets
returnedby eachpeercanbecomeprohibitively expensve, bothin termsof consumed
network bandwidthandthe lateng incurredfrom transmittingthis dataacrosshe wide
area.

Considerthe examplein Figure4(a), which shavs a simplenetwork with senerssa
andsg. Sener sy containsthe setof documentdA for a givenkeyword ka, andsener sg
containsthe setof documentsB for anotherkeyword kg. jAj andjBj arethe numberof
documentgontainingka andkg, respectiely. A\ B isthesetof all documentgontaining
bothka andksg.

The primary challengen performingef cient keyword searchesn a distributedin-
vertedindex is limiting the amountof bandwidthusedfor multiple-keyword searches.
The naive approachshownn in Figure 4(a), consistsof the rst sener, sa, sendingits
entire setof matchingdocumentiDs, A, to the secondsener, sg, sothatsg cancalcu-
late A\ B andsendthe resultsto the client. This is wastefulbecausehe intersection,
A\ B, is likely to be far smallerthan A, resultingin mostof the informationin A get-
ting discardedat sg. Furthermorethe sizeof A (i.e., the numberof occurrence®f the
keyword ka) scalesoughlywith the numberof documentsn the systemThus,the cost
of naive searchoperationggrows linearly with the numberof documentsn the system.
We proposehreetechniquego limit wastedbandwidth,to ensurescalability andto re-
duceend-clientlateng: Bloom lters, cachesandincrementaresults.We discussach
of theseapproache turn andpresentanalyticalresultsshaving the potentialbene ts
of eachtechniqueundera variety of conditionsbeforeexploring thesetradeofs in more
detailthroughsimulationin Section5.
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Fig. 4. Network architectureandprotocoloverview

3.1 Bloom lters

A Bloom lter [2,7,13] is a hash-basedatastructurethat summarizesnembershign
a set.By sendinga Bloom Iter basedon A insteadof sendingA itself, we reducethe
amountof communicatiorrequiredfor sg to determineA\ B. The membershigestre-
turnsfalsepositiveswith atunable predictableprobability andnever returnsfalsenega-
tives.Thus,theintersectioncalculatedby sg will containall of thetrueintersectionas
well asa few hits that containonly kg and not ka. The numberof falsepositivesfalls
exponentiallyasthe sizeof the Bloom lter increases.
Givenoptimalchoiceof hashfunctions,the probability of afalsepositiveis

pfp = :6185™", (1)

wherem is the numberof bits in the Bloom Iter andn is the numberof elementsn the
set[7]. Thus,to maintaina x edprobabilityof falsepositives,thesizeof theBloom lIter
mustbe proportionalto the numberof elementsepresented.

Our methodfor usingBloom lters to determineremotesetintersectionds shavn
in Figure4(b) andproceedsasfollows. A andB arethe documenssetsto intersecteach
containinga large numberof documentiDs for the keywordska andkg, respectiely.
Theclientwishesto retrieve theintersectionA\ B. Senersa sendsaBloom Iter F(A)
of setA to sener sg. Sener sz testseachmemberof setB for membershign F(A).
Sener sg sendsthe matchingelementsB\ F(A), backto sener sy, alongwith some
textual context for eachmatch.Sener sa removesthefalsepositivesfrom sg'sresultsby
calculatingA\ (B\ F(A)), whichis equivalentto A\ B.



Falsepositivesin B\ F(A) do not affect the correctnessf the nal intersectiorbut
do wastebandwidth.They areeliminatedin the nal step,whensy intersect8\ F(A)
againstA.

It is alsopossibleto sendB\ F(A) directly from sg to the client ratherthan rst
sendingt to s, andremoving thefalsepositives.Doing soeliminateghesmallertransfer
andits associatetateny atthe expenseof correctnessGivenreasonablealuesfor jAj,
iBj, the sizeof eachdocumentecord,andthe cachehit rate(seeSection3.2), thefalse-
positive ratemaybeashigh as0:05 or aslow as0:00003.ThismeanghatB\ F(A) will
havefrom 0:00003Bj to 0:05)Bj extraelementshatdonotcontainka. For example,if 5%
of theelementsf B actuallycontainka, thenreturningthe roughintersectiorB\ F(A)

to the client resultsin between(0:00$O%%EégjBj = O:OG%and% = 50% of the
resultsbeingincorrectandnot actually containingka, whereeachexpressiorrepresents
theratio of thenumberof falsepositivesto thetotal numberof elementsn B\ F(A). The
decisionto usethis optimizationis madeatruntime, whentheparameterareknown and
pfp canbe predicted.Sener sy, may choosean m valueslightly larger than optimal to
reducepsp andimprovethelikelihoodthatsg canreturnB\ F(A) directly to theclient.

The total numberof bits sentduring the exchangeshown in Figure 4(b) is m+
PtpiBjj+ JA\ Bjj, wherej is the numberof bits in eachdocumentidenti er. For this
paper we assumethat documentidenti ers are 128-bit hashesof documentcontents;
thus,j is 128.The nal term,jA\ Bjj, is thesizeof theintersectionitself. It canbeig-
noredin ouroptimization becausét representtheresultingintersectionywhich mustbe
sentregardles®of our choiceof algorithm.

Theresultingtotal numberof excesshits sent(i.e., excludingthe intersectioritself)
is

m+ ppiBjj:
Substitutingfor psp from Equationl yieldsthetotal numberof excesshits as
m+ :6185™4jBjj: 2)

Takingthe rst derivativewith respecto mandsolvingfor zeroyieldsanoptimalBloom
Iter sizeof
m= jAjl0g.1g5 2:081& : 3
Bjj

Figure5(a) shavs the minimum numberof excessbits sentfor threesetsof values
for jAj, jBj, and j. The optimal m for ary givenjAj, jBj, and j is uniqueand directly
determineshe minimum numberof excessbits sent.For example,whenjAj and |B;
are10;000and j is 128, mis 85; 734, andthe minimum numberof excessbits sentis
106,544, representind.2:01: 1 compressiowhencomparedo the costof sendingall
1,280, 000bits (10;000documentseachwith a 128-bitID) of eitherA or B.

As alsoshawn in Figure5(a), performances not symmetricwhenA andB differ in
size.With j constantat 128, the minimum numberof excessbits for jAj = 2;000 and
jBj = 10;000is 28,008, lower thanthe minimum numberfor jAj = 10;000 andjBj =
2;000, which is 73;046. 28;008 bits represent®:14: 1 compressiorwhen compared
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Fig. 5. Effectsof Bloom lter sizeandcachehit rate

with the 256,000 bits neededo sendall of A. The sener with the smallersetshould
alwaysinitiate thetransfer

OurBloom lter intersectiortechniquecanbeexpandedo arbitrarynumbersof key-
words. Sener sy sendsF(A) to sener sz, which sendsF(B\ F(A)) to sc, andsoon.
The nal sener, sz, sendsts intersectiorbackto sy. Eachsener thatencodedts trans-
missionusing a Bloom lter must processthe intersectiononce more to remove ary
falsepositivesintroducedby its lter. Thus,the intersectionis sentto eachsener ex-
ceptsz asecondime. As above, the expectednumberof excesshits is minimizedwhen
A B G ).

3.2 Caches

Cachingcaneliminatetheneedfor sa to sendA or F(A) if senersg alreadyhasA or F(A)
storedlocally. We derive morebene t from cachingBloom Iters thanfrom cachingen-
tire documentmatchlists becausdhe smallersize of the Bloom representatiomeans
thata cacheof x edsizecanstoredatafor morekeywords.The bene t of cachingde-
pendson the presencef locality in the list of wordssearchedor by a userpopulation
atary giventime. To quantifythis intuition, we usethe sameten-daylRCachetracede-
scribedin Sectionl to determineword searchpopularity Therewereatotal of 251,768
wordssearchedor acrosshe 99,405searches45,3440f themunique.Keyword popu-
larity roughlyfolloweda Zipf distribution, with the mostcommonkeyword searchedor
4,365times. The dominanceof popularkeywords suggestghat even a small cacheof
eithertheBloom lter ortheactualdocumentist on Ais likely to producehigh hit rates.

Whensener sg alreadyhastheBloom Iter F(A) in its cacheasearchoperatiorfor
thekeywordska andks mayskip the rst step,in which sener sy sendsts Bloom Iter
to ss. OnaverageaBloom lter will bein anothersener'scachewith probabilityr equal
to thecachehit rate.



The excessbits formulain Equation(2) canbe adaptedo considercachehit rate,r,
asfollows:

(1 r)m+ :6185™4jBj] (4)
Settingthe derivative of this with respecto mto zeroyieldsthe optimalm as
_ i aaJA
m= jAjlog.g1g5 (1 r)2.081ﬁ : (5)

Figure 5(b) shawvs the effect of cachehit rateson the excessbits curves,assuming
jA andjBj areboth 10;000and j is 128. Eachcurve still hasa uniqueminimum. For
example,whenthe hit rate,r, is 0:5, the minimum excessnumberof bits sentis 60; 486,
representin@1:16: 1 compressiowhencomparedvith sendingA or B. Improvements
in the cachehit rate always reducethe minimum expectednumberof excessbits and
increaseheoptimalm. Thereductionin theexpectechumberof excesdits sentis nearly
linearwith improvementsn thehit rate. The optimalmincreased®ecaus@aswe become
lesslikely to sendthe Bloom lter , we canincreasats sizeslightly to reducethe false-
positive rate.Evenwith theseincreasesn m, we canstorehundredf cacheentriesper
megabyteof availablelocal storageWe expectsuchcachingto yield high hit ratesgiven
evenmoderatdocality in therequesstream.

Cacheconsisteng is handledwith asimpletime-to-live eld. Updatesonly occurata
keyword's primarylocation,andslightly stalematchlist informationis acceptablegspe-
cially giventhe currentstateof Internetsearchserviceswheresomedegreeof staleness
is unavoidable.Thus,morecomplex consisteng protocolsshouldnot be necessary

3.3 Incrementalresults

Clientsrarely needall of the resultsof a keyword search By usingstreamingrransfers
andreturningonly the desirednumberof results,we cangreatlyreducethe amountof
information that needsto be sent.This is, in fact, critical for scalability: the number
of resultsfor any given queryis roughly proportionalto the numberof documentsn
the network. Thus, the bandwidthcostof returningall resultsto the client will grow
linearly with the size of the network. Bloom lters and cachescanyield a substantial
constant-fictorimprovementbut neithertechniqueeliminatesthe lineargrowth in cost.
Truncatingtheresultsis theonly way to achieve constantostindependentf thenumber
of documentsn the network.

Whenaclientsearchefor a x ednumberof results,senerssa andss communicate
incrementallyuntil thatnumberis reachedSenersa sendsts Bloom Iter in chunksand
sener s sendsa block of results(true intersectionsandfalsepositives)for eachchunk
until sener sy hasenoughresultsto returnto the client. Becausea single Bloom lter
cannotbedividedandstill retainany meaningwe divide the setA into chunksandsend
afull Bloom Iter of eachchunk.The chunksize canbe setadaptvely basedon how
mary elementsof A arelikely to be neededo producethe desirednumberof results.
This protocolis shavn in Figure6. Notethatsa andsg overlaptheir communicationsa
sendd-(Ay) assg sendB\ F(A;1). Thisprotocolcanbeextendedogically to morethan
two participantsChunksarestreamedn parallelfrom sener sa to sg, from sg to sc, and
soon. The protocolis anincrementalversionof the multi-sener protocoldescribedat
theendof Section3.1.



Whenthe systemstreamsdatain chunks,

cachescan storeseveral fractional Bloom |- (A

tersfor eachkeyword ratherthan storing the A F(A)

entireBloom lter for eachkeyword. This al- As ) F(A2)

lows seners to retain or discard partial en- — F(As)

tries in the cache.A sener may get a partial —

cachenit for agivenkeywordif it needseveral m” B\ F(A1)

chunksbut alreadyhas someof them stored A gt EEZ;

locally. Storing only a fraction of eachkey- Senersa

word's Bloom Iter alsoreducesthe amount

of spacein the cachethat eachkeyword con- \N\ B

sumeswhichincreaseshe expectedhit rate. reques
SendingBloom lters incrementallysub-

stantiallyincreaseshe CPU costsinvolvedin -

processinga search.The cost for sener sg

to calculateeachintersectionB\ F(A;) is the client

sameasthe costto calculatethe entire inter-

sectionB\ F(A) atoncebecauseachelement Fig. 6. Seners sy and s sendtheir data
of B mustbe testedagainsteachchunk. This  gne chunkat a time until the desiredinter-

addedcostcanbeavoidedby sendingcontigu-  sectionsizeis reached.

ous portionsof the hashspacein eachchunk

andindicatingto sz which fraction of B (describedas a portion of the hashspace)it

needdo testagainst-(A).

3.4 Virtual hosts

One key concernin a peerto-peersystemis the inherentheterogeneityof suchsys-
tems.Randomlydistributing functionality (e.g., keywords) acrossthe systemrunsthe
risk of assigninga popularkeyword to a relatively underprovisionedmachinein terms
of memory CPU,or network capacity Further nohashfunctionwill uniformly distribute
functionalityacrossa hashrange.Thus,individual machinesnaybeassignedlispropor
tionatenumbersof keywords(recallthatkeywordsareassignedo the hostwhoselD is
closesto it in the hashrange).Virtual hosts[6] areonetechniqueto addresshis poten-
tial limitation. Usingthis approachanodeparticipatesn apeerto-peersystenasseveral
logical hosts,proportionalto its requesiprocessingapacity A nodethatparticipatesas
severalvirtual hostss assignegbroportionallymoreload,addressingpeterogeneousode
capabilities.Thus,a nodewith tentimesthe capacityof somebaselinemeasurevould
be assigneden virtual IDs (which meansthatit is mappedto ten differentIDs in the
hashrange).An optional system-widescalingfactorfor eachnodes numberof virtual
hostsfurtherreduceghe probabilitythatany singlenodeis assigneddisproportionately
large portion of the hashrange.This effectis quanti ed in Section5, but considerthe
following example:with 100hostsof equalpower, it is likely thatoneor morehostswill
beassignedigni cantly morethan1% of the hashrange However, with a scalingfactor
of 100, it is muchlesslikely thatany hostwill be assignednuchmorethan1% of the
rangebecausan“unlucky” hash(largeportionof the hashregion) for onevirtual hostis



likely to becanceledutby a“lucky” hash(smallportionof thehashregion) for another
virtual hoston the samephysicalnode.

3.5 Discussion

Two of the techniquesiescribechere,Bloom lters andcaching,yield constant-ctor
improvementsin termsof the numberof bytessentandthe end-to-endquery lateng.
Bloom Iters compresslocumentD setsby aboutoneorderof magnitudejn exchange
for eitheraddedateng or acon gurableprobability of falsepositives.Cachingexploits
re-referencingand sharingin the queryworkloadto reducethe probability that docu-
mentID setsneedto be sent.However, eventogetherthesetechniquedeave both bytes
sentandend-to-endjuerytime roughly proportionalto the numberof documentsn the
system.

The third techniquejncrementalresults,reducesthe numberof bytessentandthe
end-to-endquerylateng to a constanin mostcasesAs long asthe userwantsonly a
constantnumberof results,only a constantamountof work will be done,regardlesof
how mary possibleresultsexist in the systemlncrementatesultsyield noimprovement
in someunusualcaseshowever. If the usersearchesor severalkeywordsthatareindi-
vidually popularbut mostly uncorrelatedn the documentspace theremay be a small
but nonzeranumberof valid results! If thenumberof resultsis nonzerdout smallerthan
the numberthat the client requeststhe systemmust considerthe entire searchspace,
renderingincrementalesultsuselessin casesuchasthis, the entiresearchspacemust
be consideredandincrementatesultswill increaseratherthandecreasethe numberof
bytessentandtheend-to-endjuerylateng. However, cachingmayalleviatetheproblem
if thewordsusedarepopularin searchgqueriesandBloom lters still yield approximately
aten-to-onecompressioriactot

We expectthatsearchesontainingpopularbut uncorrelatedeywordswill berare.In
ourIRCachesearchrace,mostof the querieswith smallnumberf resultshaduncom-
mon (oftenmisspelledkeywords.Uncommorkeywords—i.e. thosewith few matching
documents—areasyto handle,asdiscussedn Section3.1. The systemconsidershe
leastcommonkeyword rst, boundingthe maximumsizeof ary intersectiorsetsentfor
theremaindernf the query

3.6 Ranking of Results

Two of our optimizationtechniquesBloom lIters andincrementalresults,complicate
problemof rankingresults.Bloom lters roughly corvey membershipn a set,but they
do not provide the ability to ordersetmembersor to corvey additionaldatawith each
membey suchas a word's positionin a document.The uncompressedesponseames-
sagecontainingB\ F(A) cancontaindocument-rankingr word-positioninformation,
whichwould give sener sy enoughinformationto generategankingsbasedn bothkey-
words,ka andkg. However, in Section3.1, we suggeste@liminatingthis uncompressed

1 Oneexampleof adif cult searctis “OpenBSDbirthdaypory,” suggestethy David Mazieresat
New York University In recentGooglesearcheghesethreekeywordsmatchtwo million, eight
million, andtwo million documentstespectiely. Only fteen documentgontainall three.



responsemessageDoing so eliminatesthe ability to considerka in ary rankingtech-
nigues.

Incrementatesultscanalleviate the problemswith Bloom lters. If eachchunksent
containsdocumentiDs with strictly lower rankingsthanin previous chunks,thenthe
rst resultsreturnedto the client will bethe best,thoughorderwithin a chunkwill not
be presered.However, in Section3.3 we suggestedendingcontiguousportionsof the
hashspacén eachchunkto save processindime on sener sg. Thesetwo techniquesre
mutually exclusive.

We believe thatrankingdocumentss moreimportantthaneliminatingoneadditional
messager saving processingime. However, thistrade-of canbedeterminedatruntime
accordingto userpreference.

3.7 Load balancing

A vertically partitionedindex distributes keywords randomly resultingin a binomial
(roughly normal) distribution of the numberof keywordson eachnode.However, key-

word appearancpopularity(i.e., the size of the keyword's match-listjandsearchpopu-
larity arebothroughly Zipf-distributed.Keyword appearanceopularitydetermineghe
storagerequired,andkeyword searctpopularitydetermineprocessindoads.Both con-
tribute to network loads. The resultingstorage processingand network loadsare less
evenly distributedthanwith a horizontally partitionedindex. Virtual hostsalleviate the
problemby assignindargerloadsto morecapablenodes put they do not make loadary

morebalancedincreasinghesizeof thenetwork andthenumberof documentsesultsin

somavhatmorebalancedoad.As long asthe network is over-provisioned which mary

peerto-peemetworksare,we believe thatload balancingwill notbeaproblem.

4 Simulation Infrastructur e

Thesimpleanalysisdescribedborein Section3 providessomeinsightinto the potential
bene tsof ourthreeapproachetowardef ciently supportingpeerto-peersearchHow-
ever, theactualbene tsandtradeofs dependheaily upontargetsystemcharacteristics
andaccesgatternsTo testthevalidity of ourapproachunderarangeof realisticcircum-
stanceswe developeda simulationinfrastructuramplementingour threetechniquesin
this sectionwe discusghe detailsof this simulationinfrastructurebeforepresentinghe
resultsof our evaluationin Section5.

4.1 Goals

Our goal in writing the simulatorwasto testthe systemwith a realisticworkloadand
to testthe effects of parametersand featuresthat did not lend themselesto tractable
analysis.In particular we testedthe effects of the numberof hostsin the network, the
useof virtual hosts,the Bloom lIter threshold,Bloom lIter sizes,cachingtechniques,
and the use of incrementalresults.We also testedthe systems$ sensitvity to varying
network characteristics.



TheBloom lIter thresholdrefersto the documensetsizebelon which a hosttrans-
mits afull list ratherthana Bloom-compresseslet.For smalldocumentsthetotal band-
width consumedor transmissioro aremotehost(for setintersectionymaybe sosmall
thatit may not be worth the CPU time requiredto compresghe set. Eliminating the
Bloom stepfurther eliminatesthe needto returnto the transmittinghostto eliminate
falsepositivesfrom theintersectionTypically, we nd thatthe extra CPU overheadand
network overheadf returningtheresultis worth the substantiasaving in network band-
width realizedby usingBloom lters. In Section5, we quantify this effect for a variety
of Bloomthresholds.

Bloom lter sizesaffectthe numberof falsepositivestransmittedduring the search
processlf theclientis willing to acceptsomeprobability of falsepositives(a returned
documentontainingonly a subsebf therequestedkeywords),sufciently large Bloom

Iters canmeetthe client's acceptedalse-positie rateandeliminatethe needto revisit
nodesto remove falsepositives,asdescribedn Section3.1. Thatis, smallBloom Iters
resultin signi cant compressiorof a keyword-setsize at the costof eithergenerating
morefalsepositivesin the resultreturnedto the client or requiringthe transmissiorof
theintersectiorbackto the originatinghostfor falsepositive elimination.

4.2 Design

The simulatorruns as a single-threadedasa application.We implementthe inverted
index, word-to-hostmappingandhostmeasuremer(in this caseyandomgeneration)n
separatelasseso that muchof the simulatorcould be reusedn afull implementation
of our protocol.Our simulationsusea realdocumensetandsearchrace.Thedocument
settotals 1.85 GB of HTML data,comprising1.17 million uniquewordsin 105,593
documentsretrieved by crawling to a recursiondepthof ve from 100 seedURLs [4].
Thesearcheperformedarereadfrom alist of 95,409searchesontainingd5,344unique
keywords.The searchraceis theIRCachelog le describedn Sectionl. Notethatthe
resultspresentedn this paperarerestrictedto theseparticulartraces.However, we do
notexpectthe bene tsof our techniquedo differ signi cantly for otherworkloads.

Hostsin the network aregeneratedtrandombasedn con gurabledistributionsfor
uploadspeeddownloadspeedCPU speedandlocal storagecapacity We usethreedis-
tributions for network speedspnewith all modems,onewith all backbondinks, and
onebasedon the measurementsf the Gnutellanetwork performedby Saroiuetal [18].
This lastheterogeneousetcontainsa mixture of modemsproadband:onnectiongca-
ble/DSL) and high-speed_AN connectionsOur CPU speeddistribution is roughly a
bell curve,with ameanof 750MIPS, andour local storagedistribution is a heary-tailed
piece-wisdunctionrangingfrom 1 MB to 100MB. We experimentedvith abroadrange
of hostcharacteristicandpresenthe resultsfor this representatie subsein this paper
To generatgandomlatencieswe placehostsat randomin a 2,500-milesquaregrid and
assumehatnetwork pacletstravel anaverageof 100,000milespersecond.

Thetime requiredto senda network messagés the propagatiortime, asdetermined
by the distancebetweenthe hostsinvolved, plus the transmissiortime, as determined
by the minimum of the senders uploadspeedandthe recipients downloadspeedand
the size of the paclet. The total network time for a searchis the sum of the lateny
andtransmissiorime for all pacletssentamongsener nodesprocessinghe query We



ignore the time spentby the client sendingthe initial query and receving the results
becausdhesetimes are constantand independenbdf ary searcharchitecturewhether
centralizedbr distributed.

DocumentiDs areassumedo be 128 bits. The time requiredto look up wordsin a
localindex or performintersection®r Bloom Iter operationss basednthe CPUspeed
andthefollowing assumptionfor operatiorcosts:1,500simpleoperationgerhit to look
up wordsin anindex, 500simpleoperationgerelemento intersectwo resultsets,and
10,000simpleoperationgperdocumentD insertednto aBloom lIter or checledagainst
aBloom Iter recevedfrom anothemost.We believe thatin generaltheseassumptions
placeanupperboundonthe CPU costof theseoperationsEvenwith theseassumptions,
we nd thatnetwork time typically dominatesCPUtime for ourtargetscenarios.

We determinethe numberof virtual hoststo assigneachsimulatednodebasedon
its network and CPU speedsvhencomparedo a baselinehost. The baselinehosthasa
57.5MIPS CPUand30Kbit/s network links. Thesespeedsverechoserasthoserequired
to computeandtransmit5,000Bloom operationgersecond Eachnodeis comparedo
the baselinehostin three cateyories: upload speed,dovnload speed,and CPU speed.
Thenodess minimummaurgin over the baselinehostin thesethreecatayoriesis rounded
down andtakento beits numberof virtual hosts.

To performeachquery the simulatorlooks up eachkeyword in the invertedindex,
obtainingup to M resultsfor each,whereM is the incrementalresult size. Eachhost
intersectdts setwith the datafrom the previous hostandforwardsit to the subsequent
host,asdescribedn Section3.1. Eachnodeforwardsits currentintersectedetaseither
aBloom Iter orafull set,dependingon whetheror notthe setis largerthanthe Bloom
threshold After eachpeerperformsits partof theintersectionarny nodethatsentaBloom

Iter in the rst passis potentiallyrevisited to remove falsepositives.If the numberof
resultingdocumentds at leastas large as the the desirednumber the searchis over.
OtherwiseM is increasedhdaptiely to twice whatappeardo be neededo producethe
desirednumberof results,andthe searchs rerun.

At eachstep,a hostchecksits cacheto seeif it hasdatafor the subsequentost's
documentlist in its local cache If so,it performsthe subsequenhost's portion of the
intersectioriocally andskipsthathostin thesendingsequence.

4.3 Validation

We validatedour simulatorin two ways. First, we calculatedthe behaior and perfor

manceof short, arti cial tracesby handand con rmed that the simulatorreturnsthe

sameresults.Secondwe variedthe Bloom Iter size,m, in the simulatorandcompared
theresultsto theanalyticalresultspresentedn Section3.1. Theanalyticalresultsshovn

in Figure5(b) closelyresemblahe simulatedresultsshovn in Figure9(a).

5 Experimental Results

The goal of this sectionis to understandhe performanceeffectsof our proposedech-
nigueson a peerto-peersearchinfrastructureldeally, we wish to demonstratéhat our
proposegeerto-peersearchsystenscalesvith systenmsize(total resourceconsumption
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ber of virtual hostsreducesthe numberof
bytessentby anadditional18%.

Fig. 7. Network scalingandvirtual hosts

persearchgrows sub-linearlywith thenumberof participatinghosts)andthattechniques
suchasBloom Iters andcachingimprove the performancef individual requestsPri-
marily, we focuson the metricof bytessentperrequestTechniquesuchascachingand
the useof Bloom lters largely sene to reducethis metric. Reducingbytesper request
hasthe addedbene t of reducingtotal time spentin the network andhenceend-to-end
clientpercevedlateng. We alsostudytheeffectsof thedistribution of network andCPU
characteristicon overall systemperformanceOnechallengewith peerto-peersystems
is addressinghe subsebf hoststhathave signi cantly lesscomputatiorpower andnet-
work bandwidththanis requiredto supporta high-performancsearchinfrastructure.
Finally, althoughwe implementedncrementaresults,we do not presentesultsfor
this techniqueherebecauseur target documentsetis not large enoughto returnlarge
numbersof hits for mostqueries.For our workload, this optimizationreducesetwork
utilization by at most30% in the bestcase However, we believe this techniquewill be
increasinglyvaluableasthe documenspacdncreasedn size.

5.1 Scalability and Virtual Hosts

A key goalof ourwork is to demonstrat¢hata peerto-peersearchinfrastructurescales
with the numberof participatinghosts.Unlessotherwisespeci ed, the resultspresented
in this sectionall assumehe heterogeneoudistribution [18] of perpeernetwork con-
nectvity andthedefault distribution of CPU power describedn Section4. Cachingand
Bloom lters arebothinitially turnedoff. As shavnin Figure7(a),increasinghenumber
of hostsin the simulationhaslittle effect on the total numberof bytessent.With very
smallnetworks,severalkeywordsfrom aquerymaybelocatedon a singlehost,resulting
in entirelylocalhandlingof partsof thequery However, beyond100hosts this probabil-



ity becomesnsigni cant, andeachn-keyword querymustcontactn hosts,independent
of thesizeof thesystem.

In additionto demonstratinghe scalabilityof the system Figures7(a)and7(b) also
quantify the bene ts of the useof virtual hostsin the system.Recallthat whenvirtual
hostsareturnedon, eachnodeis assigne@numberof hostshasednits capacityrelative
to the prede nedbaselinedescribedn Section4. Thevirtual hostscalingfactorfurther
multipliesthis numberof hostsby someconstantwalueto ensurghateachphysicalhost
is assignea uniformportionof theoverallhashrangeasdiscussedh Sectiord. Overall,
virtual hostshave a small effect on the numberof total bytessentper query This is
becauseenablingvirtual hostsconcentrateslatamostly on powerful hosts,increasing
the probability that partsof a querycanbe handledentirelylocally. Virtual hostscaling
resultsin betterexpectedioad balancing,which very slightly decreasethe amountof
datathatmustbe senton average.

Although virtual hostshave little effect on how much datamustbe sent,they can
signi cantly decreas¢heamouniof time spentsendinghedata,asshovnin Figure7(b).
By assigningnoreloadto morecapabléhoststhevirtual hoststechniquecancutnetwork
timesby nearly60%.Usingvirtual hostscalingfurtherdecreaseexpectechetwork times
by reducingthe probability that a bottleneckhostwill be assigneda disproportionate
amountof load by mistale. Thus, while total bytessentdecreasesnly slightly asa
resultof betterload balancingtotal network time decreasesigni cantly becausenore
capablenosts(with fastemetwork connectionspecomeesponsibldor alargerfraction
of requests.

5.2 Bloom Filters and Caching

Having establishedhe scalability of our
general approach,we now turn our at-
tentionto the additionalbene ts available
from theuseof Bloom lIters to reducenet-
work utilization. In particular we focuson
how large the Bloom lIter shouldbe and
for what minimum datasetsizeit should
be invoked. Using Bloom lters for every
transferresultsin substantialunnecessary
datatransmissionsAny time a Bloom |-
ter is used,the hostusingit mustlater re-

Traffic per query (KB)

100 1000 10000 100000

Bloom filter threshhold

10

visit the samequeryto eliminateary false
positives. Thus, Bloom lters shouldonly
beusedwhenthetime savedwill outweigh

Fig. 8. Using Bloom lters lessoften signi -
cantlyreduceghe amountof datasentby elim-
inating the needto revisit nodesto eliminate

the time spentsendingthe clean-upmes- falseposities.

sage.Figure8 shows the total bytestrans-

mitted perqueryasafunctionof theBloom Iter thresholdassuminghedefaultvalueof

6 bits perBloom entry. We nd thatthe optimalBloom Iter thresholdfor ourtracewas
approximately300. Any setbelow this sizeshouldbe sentin its entiretyasthe saszings

from usingBloom lters do notoutweighthenetwork (notto mentionlateng) overhead
of revisiting the hostto eliminatefalsepositives.
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Next, we considerthe effects of varying the numberof bits perentryin the Bloom
Iter andof cachingon total network trafc. Figure9(a) plotsthetotal numberof bytes

transmittedas a function of the Bloom lter size.The two setsof curvesrepresenthe
casewhenwe enableanddisablecaching.Within eachset,we seta maximumrate of
allowablefalsepositivesin thesetof documentseturnedo theuserfor aparticularquery
at 0%, 1%, and 10%. Whenthe client allows 1% or 10% falsepositives,false-positie
removal stepsmay sometimese eliminated;increasingthe Bloom Iter sizeenhances
this effect. Figure 9(b) shaws thatallowing falsepositveshassigni cantly moreeffect
onvaryingtotal network time thanit doeson bytestransferredhsit eliminatesa number
of requiredmessagéransmissions.

Theeffectsof cachingshavn in Figure9(a) aresimilar to thosederived analytically
in Figure5(b). Cachingdecreasethetotal amountof datasentandincreasesheoptimal
Bloom lIter size:in this case,from 18 bits per entry to 24 bits per entry For optimal
Bloom lter sizesof 18and24bits perentryin theno-cachingandcachingcasesespec-
tively, our cachingtechniquantroducesmorethana 50% reductionin the total number
of bytestransmittecperquery

5.3 Putting It All Together

We now presenthe end-to-endaveragequerytimesconsideringall of our optimizations
underavarietyof assumechetwork conditionsWe breakdown this end-to-endime into
the three principal componentghat contritute to end-to-endateng/: CPU processing
time, network transmissiortime (bytestransferreddivided by the speedof the slower
network connectionspeedof the two communicatingpeers),and lateng (determined
by the distancebetweencommunicatingpeers).Recall from Section4 that we do not
measurdéhetime associateavith eithertheclientrequesbr the nal responsasthesize
of thesemessages independenof our optimizationtechniques.

Figure10 shows threebarchartsthatbreakdown total end-to-endsearchtime under
the three network conditionsdescribedin Section4: WAN, Heterogeneousand Mo-
dem.For eachnetwork settingtherearefour individual bars,representinghe effectsof
virtual hostson or off and of cachingon or off. Eachbar is further broken down into



network transmissionime, CPU processindime, andnetwork lateng. In the caseof an
all-modemnetwork, end-to-endquerytime is dominatedoy network transmissiortime.
The useof virtual hostshasno effect on querytimesbecausehe network setis homo-
geneousCachingdoesreducethe network transmissiorportion by roughly 30%. All
queriesstill manageio completein 1 secondor lessbecauseasshowvn in Figure 9(a)
theuseof all our optimizationsreduceghetotal bytestransferrecper queryto lessthan
1,000bytesfor ourtargetworkload;a 56K modemcantransfer6 KB/secin thebestcase.
However, our resultsarelimited by the factthat our simulatordoesnot modelnetwork
contention.In general,we expectthe perqueryaverageto be worsethanour reported
resultsif ary individual nodes network connectiorbecomesaturatedThis limitation is
signi cantly mitigatedunderdifferentnetwork conditionsasindividual nodesaremore
likely to have additionalbandwidthavailableandthe useof virtual hostswill spreadhe
loadto avoid underpraisionedhosts.

In the homogeneousWAN case,
network time is negligible in all
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nouncedeffect on the heterogeneous
network, togethereducingaverageper
query responsdimes by 59%. In par
ticular, the useof virtual hostsreduces
thenetwork transmissiorportion of av-
eragequeryresponsdimeshby 48% by
concentratindkeywordson the subsebf nodeswith more network bandwidth.Caching
uniformly reducesall aspectsof the averagequerytime, in particularreducingthe la-
teng/ componentdy 47%in eachcaseby eliminatingthe needfor a signi cant portion
of network communication.

Fig. 10. Isolating the effects of caching, virtual
hosts,anddifferentnetwork characteristic$or op-
timal Bloom threshold(300) andBloom lter sizes
(18/24for cachingon or off).

6 RelatedWork

Work relatedto ourscanbe dividedinto four categories:the rst generatiorof peerto-
peersystemsthe second-generatiofasedon distributed hashtables;Web searchen-



gines;anddatabassemijoinreductionsWe dealtwith DHT-basedsystemsn Sectionl.
Theotherswe describehere.

The rst generatiorof peerto-peersystemsconsistsof Napster[14], Gnutella[8],
andFreenef5, 9]. NapsterandGnutellabothusesearchesstheir corelocationdetermi-
nationtechnique Napstermperformssearchegentrallyon well-known senersthat store
the metadatajocation, and keywords for eachdocument.Gnutellabroadcastsearch
queriesto all nodesandallows eachnodeto performthe searchin animplementation-
speci ¢ manner Yang and Garcia-Molinasuggestechniquego reducethe numberof
nodescontactedn aGnutellasearchwhile preservingheimplementation-speci Gearch
semanticanda satishctorynumberof responsef20]. Freeneprovidesno searchmech-
anismanddependsnsteadon well-knawn namesandwell-known directoriesof names.

Web searchenginessuchas Google[3] operatein a centralizedmanner A farm of
senersretrievesall reachableontenton the Web andbuilds aninvertedindex. Another
farmof senersperformslookupsin this invertedindex. Whentheinvertedindex is all in
onelocation,multiple-keyword searchesanbe performedwith entirelylocal-areacom-
munication,andthe optimizationspresentedherearenot neededDistributing the index
overawide areaprovidesgreateravailability thanthe centralizedapproachBecauseur
systemcantake advantageof the explicit insertoperationsn peerto-peersystemswe
alsoprovide moreup-to-dateresultsthanary crawler-basedapproactcan.

Thegeneraproblemof remotelyintersectingwo setsof documentDs is equivalent
to the databaseroblemof performinga remotenaturaljoin. We are usingtwo ideas
from the databasditerature.Sendingonly the datanecessaryor the intersection(i.e.,
join) comesfrom work on semijoinreductiong1]. Using a Bloom Iter to summarize
thesetof documentDs comesfrom work on Bloomjoins[12,13].

7 Conclusions

This paperpresentshe designandevaluationof a peerto-peersearchinfrastructureln
this context we make the following contributions. First, we shov that our architecture
is scalable;global network stateand messagerafc grows sub-linearlywith increas-
ing network size.Next, relative to a centralizedsearchinfrastructure pur approactcan
maintainhigh performancendavailability in the faceof individual failuresandperfor
mance uctuations throughreplication.Finally, throughexplicit documentpublishing,
our distributed keyword index deliversimproved completenesandaccuray relative to
traditionalspideringtechniques.

Oneimportantconsideratiorin our architectures reducingthe overheadof multi-
keyword conjunctve searchesWe describeand evaluate a number of cooperating
techniqgues—Bloomiters, virtual hosts,caching,and incrementalresults—thattaken
together reduceboth consumednetwork resourcesand end-to-endperceved client
searchateng by anorderof magnitudefor our targetworkload.
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