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Abstract. The recent�le storageapplicationsbuilt on top of peer-to-peerdis-
tributedhashtableslacksearchcapabilities.Webelieve thatsearchis animportant
partof any documentpublicationsystem.To thatend,we have designedandana-
lyzeda distributedsearchenginebasedona distributedhashtable.Oursimulation
resultspredict that our searchenginecanansweran averagequery in underone
second,usingunderonekilobyte of bandwidth.
Keywords:search,distributedhashtable,peer-to-peer, Bloom�lter , caching

1 Intr oduction

Recentwork on distributedhashtables(DHTs) suchasChord[19], CAN [16], andPas-
try [17] hasaddressedsomeof thescalabilityandreliability problemsthatplaguedearlier
peer-to-peeroverlaynetworkssuchasNapster[14] andGnutella[8]. However, theuseful
keyword searchingpresentin NapsterandGnutellais absentin theDHTs thatendeavor
to replacethem.In thispaper, wepresentasymmetricallydistributedpeer-to-peersearch
enginebasedonaDHT andintendedto serveDHT-based�le storagesystems.
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Fig.1. Distributing aninvertedindex
acrossa peer-to-peernetwork.

Applicationsbuilt using the currentgeneration
of DHTs requestdocumentsusingan opaquekey.
Themeansfor choosingthekey is left for theappli-
cationbuilt ontopof theDHT to determine.For ex-
ample,theChordFile System,CFS[6], useshashes
of content blocks as keys. Freenet[5, 9], which
sharessomecharacteristicsof DHTs, useshashes
of �lenamesaskeys. In eachcase,usersmusthave
a single,uniquenameto retrieve content.No func-
tionality is providedfor keywordsearches.

Thesystemdescribedin thispaperprovideskey-
word searchfunctionalityfor a DHT-based�le sys-
tem or archival storagesystem,to map keyword
queriesto the uniquerouting keys describedabove. It doesso by mappingeachkey-
word to a nodein theDHT thatwill storea list of documentscontainingthatkeyword.
Figure1 showshow keywordsin theindex mapinto thehashrangeand,in turn,to nodes
in theDHT.
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Words per search

Fig.2. Numberof keywordspersearchop-
erationin theIRCachefor a ten-dayperiod
in January2002.

We believe that end-userlatency is the
most important performance metric for a
searchengine.Most end-userlatency in a dis-
tributed searchengine comesfrom network
transfertimes. Thus, minimizing the number
of bytessentandthenumberof timesthey are
sent is crucial. Both bytesand hopsare easy
to minimize for queriesthat canbe answered
by a singlehost.Most queries,however, con-
tain several keywords and must be answered
by several cooperatinghosts.Using a traceof
99,405queriessentthroughtheIRCacheproxy
systemto Web searchenginesduring a ten-
dayperiodin January2002,wedeterminedthat
71.5%of queriescontaintwo or more keywords.The entiredistribution of keywords
perqueryis shown in Figure2. Becausemultiple-keyword queriesdominatethesearch
workload,optimizingthemis importantfor end-userperformance.Thispaperfocuseson
minimizingnetwork traf�c for multiple-keywordqueries.

1.1 Non-goals

One extremely useful featureof distributed hashtablesis that they provide a simple
servicemodelthathidesrequestrouting,churncosts,loadbalancing,andunavailability.
Most DHTs routerequeststo nodesthat canserve themin expectedO(lgn) steps,for
networks of n hosts.They keepchurncosts[11] – the costsassociatedwith managing
nodejoins anddepartures– logarithmicwith the sizeof the network. Using consistent
hashing[10] they divideloadroughlyevenlyamongavailablehosts.Finally, they perform
replicationto ensureavailability evenwhenindividualnodesfail. OurdesignusesaDHT
asits base;thus,it doesnotdirectly addresstheseissues.

1.2 Overview

This paperdescribesour searchmodel,design,andsimulationexperimentsasfollows.
In Section2 we describeseveralaspectsof thepeer-to-peersearchproblemspace,along
with the partsof the problemspacewe choseto explore. Section3 describesour ap-
proachto performingpeer-to-peersearchesef�ciently . Section4 detailsour simulation
environment,andSection5 describesthesimulationresults.We presentrelatedwork in
Section6 andconcludein Section7.

2 SystemModel

Fundamentally, searchis thetaskof associatingkeywordswith documentidenti�ers and
later retrieving documentidenti�ers that matchcombinationsof keywords.Most text
searchingsystemsuseinvertedindices,which mapeachword found in any document
to a list of the documentsin which the word appears.Beyond this simpledescription,
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Fig.3. A horizontallypartitionedindex storespartof everykeywordmatch-listoneachnode,often
dividedby documentidenti�ers. Herewe divide theindex into documentidenti�ers 1-3,4-6,and
7-9.A verticallypartitionedindex assignseachkeyword to a singlenode.

many designtrade-offs exist. How will the index be partitioned,if at all? Shouldit be
distributed,or wouldacentralizedindex suf�ce? In whatorderwill matchingdocuments
belisted?How aredocumentchangesre�ectedin theindex?We addressthesequestions
below.

2.1 Partitioning

Althougha suf�ciently small index neednot bepartitionedat all, our targetapplication
is a dataset large enoughto overwhelmthe storageand processingcapacitiesof any
singlenode.Thus,somepartitioningschemeis required.Therearetwo straightforward
partitioningschemes:horizontalandvertical.

For eachkeyword an index stores,it must storea match-listof identi�ers for all
of thedocumentscontainingthekeyword. A horizontallypartitionedindex dividesthis
list amongseveral nodes,eithersequentiallyor by partitioningthe documentidenti�er
space.Google[3] operatesin this manner. A vertically partitionedindex assignseach
keyword, undivided,to a singlenode.Figure3 shows a small sampleindex partitioned
horizontallyandvertically, with K1 throughK5 representingkeywordsanddoc1through
doc9representingdocumentsthatcontainthosekeywords.

A vertically partitionedindex minimizesthe cost of searchesby ensuringthat no
morethank serversmustparticipatein answeringaquerycontainingk keywords.A hor-
izontallypartitionedindex requiresthatall nodesbecontacted,regardlessof thenumber
of keywordsin thequery. However, horizontalindicespartitionedby documentidenti�er
caninsertor updatea documentat a singlenode,while verticallypartitionedindicesre-
quirethatup to k serversparticipateto insertor updatea documentwith k keywords.As
long asmoreserversparticipatein theoverlay thantherearekeywordsassociatedwith
an averagedocument,thesecostsfavor vertical partitioning.Furthermore,in �le sys-
tems,most�les changerarely, andthosethatchangeoftenchangein burstsandmaybe
removedshortlyaftercreation,allowing usto optimizeupdatesby propagatingchanges
lazily. In archival storagesystems,�les changerarely if at all. Thus,we believe that
querieswill outnumberupdatesfor ourproposeduses,furtherincreasingthecostadvan-
tagefor verticallypartitionedsystems.

Vertically partitionedindicessendqueriesto a constantnumberof hosts,while hor-
izontally partitionedindicesmustbroadcastqueriesto all nodes.Thus,the throughput
of a vertically partitionedindex theoreticallygrows linearly asmorenodesareadded.



Querythroughputin a horizontallypartitionedindex doesnot bene�t at all from addi-
tionalnodes.Thus,wechoseverticalpartitioningfor our searchengine.

2.2 Centralized or Distrib uted Organization

Googlehashadgreatsuccessprovidingcentralizedsearchservicesfor theWeb. However,
we believe thatfor peer-to-peer�le systemsandarchival storagenetworks,a distributed
searchserviceis betterthanacentralizedone.First,centralizedsystemsprovideasingle
point of failure.Failuresmaybenetwork outages;denial-of-serviceattacks,asplagued
severalWebsitesin Februaryof 2000;or censorshipby domesticor foreignauthorities.
In all suchcases,areplicateddistributedsystemmaybemorerobust.Second,many uses
of peer-to-peerdistributedsystemsdependon usersvoluntarily contributing computing
resources.A centralizedsearchenginewould concentratebothloadandtruston a small
numberof hosts,which is impracticalif thosehostsarevoluntarily contributedby end
users.

Both centralizedand distributed searchsystemsbene�t from replication.Replica-
tion improvesavailability andthroughputin exchangefor additionalhardwareandup-
datecosts.A distributedsearchenginebene�tsmorefrom replication,however, because
replicasare lesssusceptibleto correlatedfailuressuchas attacksor network outages.
Distributedreplicasmayalsoallow nodescloserto eachotheror to theclient to respond
to queries,reducinglatency andnetwork traf�c.

2.3 Ranking of Results

Oneimportantfeatureof searchenginesis theorderin which resultsarepresentedto the
user. Many documentsmaymatchagivensetof keywords,but somemaybemoreuseful
to theenduserthanothers.Google'sPageRankalgorithm[15] hassuccessfullyexploited
thehyperlinkednatureof theWebto give high scoresto pageslinkedto by otherpages
with highscores.Severalsearchengineshavesuccessfullyusedwords'proximity to each
otheror to thebeginningof thepageto rankresults.Peer-to-peersystemslackthelinking
structurenecessaryfor PageRankbut maybeableto take advantageof word positionor
proximity heuristics.We will discussspeci�c interactionsbetweenrankingtechniques
andourdesignin Section3.5afterwe havepresentedthedesign.

2.4 UpdateDiscovery

A searchenginemustdiscover new, removed,or modi�ed documents.Web searchen-
gineshave traditionally reliedon enumeratingtheentireWeb usingcrawlers,which re-
sultsin eitherlag or inef�ciency if thefrequency of crawling differsfrom thefrequency
of updatesfor a given page.Popular�le-sharing systemsusea “push” model for up-
datesinstead:clientsthathavenew or modi�ed contentnotify serversdirectly. Evenwith
pushedupdates,theprocessof determiningkeywordsandreportingthemto servershould
occurautomaticallyto ensureuniformity.

TheWeb couldsupporteithercrawled or pushedupdates.Crawled updatesarecur-
rently thenorm.Peer-to-peerservicesmay lack hyperlinksor any othermechanismfor
enumeration,leaving themdependentonpushedupdates.Webelievethatpushedupdates
aresuperiorbecausethey promotebothef�ciency andcurrency of index information.



2.5 Placement

All storagesystemsneedtechniquesfor placingand�nding content.Distributedsearch
systemsadditionallyneedtechniquesfor placingindex partitions.We useaDHT to map
keywordsto nodesfor theindex, andweclaimthattheplacementof contentis anorthog-
onalproblem.Thereis little or nobene�t to placingdocumentsandtheirkeywordsin the
sameplace.First,veryfew documentsindicatedasresultsfor asearcharelaterretrieved;
thus,mostlocality would bewasted.Second,thereis nooverlapbetweenanindex entry
andthedocumentit indicates;bothstill mustberetrievedandsentover thenetwork. A
searchengineis a layerof indirection.It is expectedthatdocumentsandtheir keywords
mayappearin unrelatedlocations.

3 Ef�cient Support for Peer-to-Peer Search

In the previous section,we discussedthe architectureandpotentialbene�ts of a fully
distributedpeer-to-peersearchinfrastructure.Theprimarycontributionof thiswork is to
demonstratethefeasibility of this approachwith respectto individualenduserrequests.
Conductinga searchfor a singlekeywordconsistsof lookingup thekeyword'smapping
in the index to revealall of thedocumentscontainingthat keyword. This involvescon-
tactinga singleremoteserver, anoperationwith network costscomparableto accessing
a traditional searchservice.A boolean“AND” searchconsistsof looking up the sets
for eachkeyword andreturningthe intersection.As with traditionalsearchengines,we
returnasmallsubsetof thematchingdocuments.Thisoperationrequirescontactingmul-
tiple peersacrossthewide area,andthe requisiteintersectionoperationacrossthe sets
returnedby eachpeercanbecomeprohibitively expensive, both in termsof consumed
network bandwidthandthelatency incurredfrom transmittingthis dataacrossthewide
area.

Considertheexamplein Figure4(a),which shows a simplenetwork with serverssA
andsB. Server sA containsthesetof documentsA for a givenkeyword kA, andserver sB
containsthesetof documentsB for anotherkeyword kB. jAj andjBj arethenumberof
documentscontainingkA andkB, respectively. A\ B is thesetof all documentscontaining
bothkA andkB.

Theprimarychallengein performingef�cient keyword searchesin a distributedin-
vertedindex is limiting the amountof bandwidthusedfor multiple-keyword searches.
The naive approach,shown in Figure 4(a), consistsof the �rst server, sA, sendingits
entiresetof matchingdocumentIDs, A, to the secondserver, sB, so that sB cancalcu-
late A\ B andsendthe resultsto the client. This is wastefulbecausethe intersection,
A\ B, is likely to be far smallerthanA, resultingin mostof the informationin A get-
ting discardedat sB. Furthermore,the sizeof A (i.e., the numberof occurrencesof the
keyword kA) scalesroughlywith thenumberof documentsin thesystem.Thus,thecost
of naive searchoperationsgrows linearly with thenumberof documentsin thesystem.
We proposethreetechniquesto limit wastedbandwidth,to ensurescalability, andto re-
duceend-clientlatency: Bloom �lters, caches,andincrementalresults.We discusseach
of theseapproachesin turn andpresentanalyticalresultsshowing thepotentialbene�ts
of eachtechniqueundera varietyof conditionsbeforeexploring thesetradeoffs in more
detailthroughsimulationin Section5.
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(a) A simple approach to “AND”
queries.Eachserver storesa list of doc-
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word.
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(b) Bloom �lters help reducethe band-
width requirementof “AND” queries.
ThegrayboxrepresentstheBloom�lter
F(A) of thesetA. Notethefalsepositive
in the setB\ F(A) that server sB sends
backto server sA.

Fig.4. Network architectureandprotocoloverview

3.1 Bloom �lters

A Bloom �lter [2, 7,13] is a hash-baseddatastructurethat summarizesmembershipin
a set.By sendinga Bloom �lter basedon A insteadof sendingA itself, we reducethe
amountof communicationrequiredfor sB to determineA\ B. Themembershiptestre-
turnsfalsepositiveswith a tunable,predictableprobabilityandnever returnsfalsenega-
tives.Thus,the intersectioncalculatedby sB will containall of the true intersection,as
well asa few hits that containonly kB andnot kA. The numberof falsepositivesfalls
exponentiallyasthesizeof theBloom�lter increases.

Givenoptimalchoiceof hashfunctions,theprobabilityof a falsepositive is

pf p = :6185m=n; (1)

wherem is thenumberof bits in theBloom �lter andn is thenumberof elementsin the
set[7]. Thus,to maintaina�x edprobabilityof falsepositives,thesizeof theBloom�lter
mustbeproportionalto thenumberof elementsrepresented.

Our methodfor usingBloom �lters to determineremoteset intersectionsis shown
in Figure4(b) andproceedsasfollows.A andB arethedocumentsetsto intersect,each
containinga large numberof documentIDs for the keywordskA andkB, respectively.
Theclient wishesto retrieve theintersectionA\ B. Server sA sendsa Bloom �lter F(A)
of setA to server sB. Server sB testseachmemberof setB for membershipin F(A).
Server sB sendsthe matchingelements,B \ F(A), back to server sA, alongwith some
textualcontext for eachmatch.ServersA removesthefalsepositivesfrom sB's resultsby
calculatingA\ (B\ F(A)) , which is equivalentto A\ B.



Falsepositivesin B\ F(A) do not affect thecorrectnessof the �nal intersectionbut
do wastebandwidth.They areeliminatedin the �nal step,whensA intersectsB\ F(A)
againstA.

It is also possibleto sendB\ F(A) directly from sB to the client ratherthan �rst
sendingit to sA andremoving thefalsepositives.Doingsoeliminatesthesmallertransfer
andits associatedlatency at theexpenseof correctness.Givenreasonablevaluesfor jAj,
jBj, thesizeof eachdocumentrecord,andthecachehit rate(seeSection3.2), thefalse-
positiveratemaybeashigh as0:05or aslow as0:00003.ThismeansthatB\ F(A) will
havefrom 0:00003jBj to0:05jBj extraelementsthatdonotcontainkA. For example,if 5%
of theelementsof B actuallycontainkA, thenreturningtheroughintersectionB\ F(A)
to theclient resultsin between 0:00003jBj

(0:05+ 0:00003)jBj = 0:06%and 0:05jBj
(0:05+ 0:05)jBj = 50%of the

resultsbeingincorrectandnot actuallycontainingkA, whereeachexpressionrepresents
theratioof thenumberof falsepositivesto thetotalnumberof elementsin B\ F(A). The
decisionto usethisoptimizationis madeatruntime,whentheparametersareknown and
pf p canbe predicted.Server sA may choosean m valueslightly larger thanoptimal to
reducep f p andimprovethelikelihoodthatsB canreturnB\ F(A) directly to theclient.

The total numberof bits sent during the exchangeshown in Figure 4(b) is m+
pf pjBj j + jA\ Bj j, where j is the numberof bits in eachdocumentidenti�er. For this
paper, we assumethat documentidenti�ers are 128-bit hashesof documentcontents;
thus, j is 128.The�nal term,jA\ Bj j, is thesizeof the intersectionitself. It canbeig-
noredin ouroptimization,becauseit representstheresultingintersection,whichmustbe
sentregardlessof our choiceof algorithm.

Theresultingtotal numberof excessbits sent(i.e., excludingthe intersectionitself)
is

m+ pf pjBj j:

Substitutingfor p f p from Equation1 yieldsthetotal numberof excessbits as

m+ :6185m=jAjjBj j: (2)

Takingthe�rst derivativewith respectto mandsolvingfor zeroyieldsanoptimalBloom
�lter sizeof

m= jAj log:6185

�
2:081

jAj
jBj j

�
: (3)

Figure5(a) shows theminimum numberof excessbits sentfor threesetsof values
for jAj, jBj, and j. The optimal m for any given jAj, jBj, and j is uniqueanddirectly
determinesthe minimum numberof excessbits sent.For example,when jAj and jBj
are10;000 and j is 128,m is 85;734,andthe minimum numberof excessbits sentis
106;544,representing12:01 : 1 compressionwhencomparedto the costof sendingall
1;280;000bits (10;000documents,eachwith a 128-bitID) of eitherA or B.

As alsoshown in Figure5(a),performanceis not symmetricwhenA andB differ in
size.With j constantat 128, the minimum numberof excessbits for jAj = 2;000 and
jBj = 10;000 is 28;008, lower thanthe minimum numberfor jAj = 10;000 andjBj =
2;000, which is 73;046. 28;008 bits represents9:14 : 1 compressionwhen compared
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Fig.5. Effectsof Bloom�lter sizeandcachehit rate

with the 256;000 bits neededto sendall of A. The server with the smallerset should
alwaysinitiate thetransfer.

OurBloom�lter intersectiontechniquecanbeexpandedto arbitrarynumbersof key-
words.Server sA sendsF(A) to server sB, which sendsF(B\ F(A)) to sC, andso on.
The�nal server, sZ, sendsits intersectionbackto sA. Eachserver thatencodedits trans-
missionusing a Bloom �lter must processthe intersectiononcemore to remove any
falsepositives introducedby its �lter . Thus,the intersectionis sentto eachserver ex-
ceptsZ a secondtime.As above,theexpectednumberof excessbits is minimizedwhen
jAj � jBj � jCj � : : : � jZj.

3.2 Caches

Cachingcaneliminatetheneedfor sA to sendA orF(A) if serversB alreadyhasA orF(A)
storedlocally. We derivemorebene�t from cachingBloom�lters thanfrom cachingen-
tire documentmatchlists becausethe smallersizeof the Bloom representationmeans
thata cacheof �x edsizecanstoredatafor morekeywords.Thebene�t of cachingde-
pendson thepresenceof locality in the list of wordssearchedfor by a userpopulation
at any giventime.To quantifythis intuition, we usethesameten-dayIRCachetracede-
scribedin Section1 to determineword searchpopularity. Therewerea total of 251,768
wordssearchedfor acrossthe99,405searches,45,344of themunique.Keyword popu-
larity roughlyfollowedaZipf distribution,with themostcommonkeywordsearchedfor
4,365times.The dominanceof popularkeywordssuggeststhat even a small cacheof
eithertheBloom�lter or theactualdocumentlist onA is likely to producehighhit rates.

WhenserversB alreadyhastheBloom�lter F(A) in its cache,asearchoperationfor
thekeywordskA andkB mayskip the�rst step,in which server sA sendsits Bloom �lter
to sB. Onaverage,aBloom�lter will bein anotherserver'scachewith probabilityr equal
to thecachehit rate.



Theexcessbits formula in Equation(2) canbeadaptedto considercachehit rate,r,
asfollows:

(1� r)m+ :6185m=jAjjBj j (4)

Settingthederivativeof this with respectto mto zeroyieldstheoptimalm as

m= jAj log:6185

�
(1� r)2:081

jAj
jBj j

�
: (5)

Figure5(b) shows the effect of cachehit rateson the excessbits curves,assuming
jAj andjBj areboth 10;000 and j is 128.Eachcurve still hasa uniqueminimum.For
example,whenthehit rate,r, is 0:5, theminimumexcessnumberof bits sentis 60;486,
representing21:16: 1 compressionwhencomparedwith sendingA or B. Improvements
in the cachehit rate always reducethe minimum expectednumberof excessbits and
increasetheoptimalm. Thereductionin theexpectednumberof excessbitssentis nearly
linearwith improvementsin thehit rate.Theoptimalm increasesbecauseaswebecome
lesslikely to sendtheBloom �lter , we canincreaseits sizeslightly to reducethe false-
positive rate.Evenwith theseincreasesin m, we canstorehundredsof cacheentriesper
megabyteof availablelocalstorage.We expectsuchcachingto yield highhit ratesgiven
evenmoderatelocality in therequeststream.

Cacheconsistency is handledwith asimpletime-to-live�eld. Updatesonly occurata
keyword'sprimarylocation,andslightly stalematchlist informationis acceptable,espe-
cially giventhecurrentstateof Internetsearchservices,wheresomedegreeof staleness
is unavoidable.Thus,morecomplex consistency protocolsshouldnotbenecessary.

3.3 Incr ementalresults

Clientsrarelyneedall of the resultsof a keyword search.By usingstreamingtransfers
andreturningonly the desirednumberof results,we cangreatlyreducethe amountof
information that needsto be sent.This is, in fact, critical for scalability: the number
of resultsfor any given query is roughly proportionalto the numberof documentsin
the network. Thus, the bandwidthcost of returningall resultsto the client will grow
linearly with the sizeof the network. Bloom �lters andcachescanyield a substantial
constant-factorimprovement,but neithertechniqueeliminatesthelineargrowth in cost.
Truncatingtheresultsis theonly wayto achieveconstantcostindependentof thenumber
of documentsin thenetwork.

Whena client searchesfor a �x ednumberof results,serverssA andsB communicate
incrementallyuntil thatnumberis reached.ServersA sendsits Bloom�lter in chunksand
server sB sendsa block of results(true intersectionsandfalsepositives)for eachchunk
until server sA hasenoughresultsto returnto the client. Becausea singleBloom �lter
cannotbedividedandstill retainany meaning,we divide thesetA into chunksandsend
a full Bloom �lter of eachchunk.The chunksizecanbe setadaptively basedon how
many elementsof A are likely to be neededto producethe desirednumberof results.
This protocolis shown in Figure6. NotethatsA andsB overlaptheir communication:sA
sendsF(A2) assB sendsB\ F(A1). Thisprotocolcanbeextendedlogically to morethan
two participants.Chunksarestreamedin parallelfrom serversA to sB, from sB to sC, and
so on. The protocolis an incrementalversionof the multi-server protocoldescribedat
theendof Section3.1.
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Fig.6. Servers sA and sB sendtheir data
onechunkat a time until thedesiredinter-
sectionsizeis reached.

Whenthe systemstreamsdatain chunks,
cachescanstoreseveral fractionalBloom �l-
ters for eachkeyword ratherthan storing the
entireBloom �lter for eachkeyword. This al-
lows servers to retain or discardpartial en-
tries in the cache.A server may get a partial
cachehit for agivenkeywordif it needsseveral
chunksbut alreadyhassomeof them stored
locally. Storing only a fraction of eachkey-
word's Bloom �lter also reducesthe amount
of spacein the cachethat eachkeyword con-
sumes,which increasestheexpectedhit rate.

SendingBloom �lters incrementallysub-
stantially increasesthe CPU costsinvolved in
processinga search.The cost for server sB
to calculateeachintersectionB\ F(Ai ) is the
sameas the cost to calculatethe entire inter-
sectionB\ F(A) atoncebecauseeachelement
of B mustbe testedagainsteachchunk.This
addedcostcanbeavoidedby sendingcontigu-
ousportionsof the hashspacein eachchunk
and indicating to sB which fraction of B (describedas a portion of the hashspace)it
needsto testagainstF(A).

3.4 Virtual hosts

One key concernin a peer-to-peersystemis the inherentheterogeneityof suchsys-
tems.Randomlydistributing functionality (e.g.,keywords)acrossthe systemruns the
risk of assigninga popularkeyword to a relatively under-provisionedmachinein terms
of memory, CPU,or network capacity. Further, nohashfunctionwill uniformly distribute
functionalityacrossahashrange.Thus,individualmachinesmaybeassigneddispropor-
tionatenumbersof keywords(recall thatkeywordsareassignedto thehostwhoseID is
closestto it in thehashrange).Virtual hosts[6] areonetechniqueto addressthis poten-
tial limitation.Usingthisapproach,anodeparticipatesin apeer-to-peersystemasseveral
logical hosts,proportionalto its requestprocessingcapacity. A nodethatparticipatesas
severalvirtualhostsis assignedproportionallymoreload,addressingheterogeneousnode
capabilities.Thus,a nodewith ten timesthe capacityof somebaselinemeasurewould
be assignedten virtual IDs (which meansthat it is mappedto ten different IDs in the
hashrange).An optionalsystem-widescalingfactorfor eachnode's numberof virtual
hostsfurtherreducestheprobabilitythatany singlenodeis assignedadisproportionately
large portion of the hashrange.This effect is quanti�ed in Section5, but considerthe
following example:with 100hostsof equalpower, it is likely thatoneor morehostswill
beassignedsigni�cantly morethan1%of thehashrange.However, with ascalingfactor
of 100, it is muchlesslikely thatany hostwill be assignedmuchmorethan1% of the
rangebecausean“unlucky” hash(largeportionof thehashregion) for onevirtual hostis



likely to becanceledoutby a “lucky” hash(smallportionof thehashregion) for another
virtual hoston thesamephysicalnode.

3.5 Discussion

Two of the techniquesdescribedhere,Bloom �lters andcaching,yield constant-factor
improvementsin termsof the numberof bytessentand the end-to-endquery latency.
Bloom �lters compressdocumentID setsby aboutoneorderof magnitude,in exchange
for eitheraddedlatency or acon�gurableprobabilityof falsepositives.Cachingexploits
re-referencingandsharingin the queryworkload to reducethe probability that docu-
mentID setsneedto besent.However, eventogether, thesetechniquesleave bothbytes
sentandend-to-endquerytime roughlyproportionalto thenumberof documentsin the
system.

The third technique,incrementalresults,reducesthe numberof bytessentandthe
end-to-endquerylatency to a constantin mostcases.As long asthe userwantsonly a
constantnumberof results,only a constantamountof work will bedone,regardlessof
how many possibleresultsexist in thesystem.Incrementalresultsyield no improvement
in someunusualcases,however. If theusersearchesfor severalkeywordsthatareindi-
vidually popularbut mostly uncorrelatedin the documentspace,theremay be a small
but nonzeronumberof valid results.1 If thenumberof resultsis nonzerobut smallerthan
the numberthat the client requests,the systemmust considerthe entiresearchspace,
renderingincrementalresultsuseless.In casessuchasthis, theentiresearchspacemust
beconsidered,andincrementalresultswill increase,ratherthandecrease,thenumberof
bytessentandtheend-to-endquerylatency. However, cachingmayalleviatetheproblem
if thewordsusedarepopularin searchqueries,andBloom�lters still yield approximately
a ten-to-onecompressionfactor.

Weexpectthatsearchescontainingpopularbut uncorrelatedkeywordswill berare.In
our IRCachesearchtrace,mostof thequerieswith smallnumbersof resultshaduncom-
mon(oftenmisspelled)keywords.Uncommonkeywords—i.e.,thosewith few matching
documents—areeasyto handle,asdiscussedin Section3.1. The systemconsidersthe
leastcommonkeyword �rst, boundingthemaximumsizeof any intersectionsetsentfor
theremainderof thequery.

3.6 Ranking of Results

Two of our optimizationtechniques,Bloom �lters andincrementalresults,complicate
problemof rankingresults.Bloom �lters roughlyconvey membershipin a set,but they
do not provide the ability to ordersetmembersor to convey additionaldatawith each
member, suchas a word's position in a document.The uncompressedresponsemes-
sagecontainingB\ F(A) cancontaindocument-rankingor word-positioninformation,
whichwouldgiveserversA enoughinformationto generaterankingsbasedonbothkey-
words,kA andkB. However, in Section3.1,we suggestedeliminatingthis uncompressed

1 Oneexampleof adif�cult searchis “OpenBSDbirthdaypony,” suggestedby David Mazi�eresat
New York University. In recentGooglesearches,thesethreekeywordsmatchtwo million, eight
million, andtwo million documents,respectively. Only �fteen documentscontainall three.



responsemessage.Doing so eliminatesthe ability to considerkA in any rankingtech-
niques.

Incrementalresultscanalleviatetheproblemswith Bloom �lters. If eachchunksent
containsdocumentIDs with strictly lower rankingsthan in previous chunks,then the
�rst resultsreturnedto theclient will be thebest,thoughorderwithin a chunkwill not
bepreserved.However, in Section3.3 we suggestedsendingcontiguousportionsof the
hashspacein eachchunkto saveprocessingtimeonserversB. Thesetwo techniquesare
mutuallyexclusive.

Webelievethatrankingdocumentsis moreimportantthaneliminatingoneadditional
messageor saving processingtime.However, thistrade-off canbedeterminedatruntime
accordingto userpreference.

3.7 Load balancing

A vertically partitionedindex distributeskeywords randomly, resulting in a binomial
(roughly normal)distribution of thenumberof keywordson eachnode.However, key-
word appearancepopularity(i.e., thesizeof thekeyword'smatch-list)andsearchpopu-
larity arebothroughlyZipf-distributed.Keyword appearancepopularitydeterminesthe
storagerequired,andkeywordsearchpopularitydeterminesprocessingloads.Both con-
tribute to network loads.The resultingstorage,processing,andnetwork loadsare less
evenly distributedthanwith a horizontallypartitionedindex. Virtual hostsalleviate the
problemby assigninglargerloadsto morecapablenodes,but they donotmake loadany
morebalanced.Increasingthesizeof thenetworkandthenumberof documentsresultsin
somewhatmorebalancedload.As long asthenetwork is over-provisioned,which many
peer-to-peernetworksare,webelieve thatloadbalancingwill notbea problem.

4 Simulation Infrastructur e

Thesimpleanalysisdescribedabovein Section3 providessomeinsightinto thepotential
bene�tsof our threeapproachestowardef�ciently supportingpeer-to-peersearch.How-
ever, theactualbene�tsandtradeoffs dependheavily upontargetsystemcharacteristics
andaccesspatterns.To testthevalidity of ourapproachunderarangeof realisticcircum-
stances,we developeda simulationinfrastructureimplementingour threetechniques.In
this section,we discussthedetailsof this simulationinfrastructurebeforepresentingthe
resultsof our evaluationin Section5.

4.1 Goals

Our goal in writing the simulatorwasto test the systemwith a realisticworkloadand
to test the effectsof parametersand featuresthat did not lend themselvesto tractable
analysis.In particular, we testedthe effectsof the numberof hostsin the network, the
useof virtual hosts,the Bloom �lter threshold,Bloom �lter sizes,cachingtechniques,
and the useof incrementalresults.We also testedthe system's sensitivity to varying
network characteristics.



TheBloom �lter thresholdrefersto thedocumentsetsizebelow which a hosttrans-
mits a full list ratherthanaBloom-compressedset.For smalldocuments,thetotalband-
width consumedfor transmissionto a remotehost(for setintersection)maybesosmall
that it may not be worth the CPU time requiredto compressthe set.Eliminating the
Bloom stepfurther eliminatesthe needto return to the transmittinghost to eliminate
falsepositivesfrom theintersection.Typically, we �nd thattheextraCPUoverheadand
network overheadof returningtheresultis worth thesubstantialsaving in network band-
width realizedby usingBloom �lters. In Section5, we quantify this effect for a variety
of Bloomthresholds.

Bloom �lter sizesaffect thenumberof falsepositivestransmittedduring thesearch
process.If theclient is willing to acceptsomeprobabilityof falsepositives(a returned
documentcontainingonly a subsetof therequestedkeywords),suf�ciently largeBloom
�lters canmeettheclient's acceptedfalse-positive rateandeliminatetheneedto revisit
nodesto remove falsepositives,asdescribedin Section3.1.Thatis, smallBloom �lters
result in signi�cant compressionof a keyword-setsizeat the costof eithergenerating
morefalsepositivesin the resultreturnedto the client or requiringthe transmissionof
theintersectionbackto theoriginatinghostfor falsepositiveelimination.

4.2 Design

The simulatorruns as a single-threadedJava application.We implementthe inverted
index, word-to-hostmapping,andhostmeasurement(in thiscase,randomgeneration)in
separateclassesso thatmuchof thesimulatorcouldbereusedin a full implementation
of ourprotocol.Oursimulationsusearealdocumentsetandsearchtrace.Thedocument
set totals 1.85 GB of HTML data,comprising1.17 million uniquewords in 105,593
documents,retrievedby crawling to a recursiondepthof � ve from 100seedURLs [4].
Thesearchesperformedarereadfrom alist of 95,409searchescontaining45,344unique
keywords.Thesearchtraceis theIRCachelog �le describedin Section1. Notethat the
resultspresentedin this paperarerestrictedto theseparticulartraces.However, we do
notexpectthebene�tsof our techniquesto differ signi�cantly for otherworkloads.

Hostsin thenetwork aregeneratedat randombasedoncon�gurabledistributionsfor
uploadspeed,downloadspeed,CPUspeed,andlocal storagecapacity. We usethreedis-
tributions for network speeds:onewith all modems,onewith all backbonelinks, and
onebasedon themeasurementsof theGnutellanetwork performedby Saroiuet al [18].
This lastheterogeneoussetcontainsa mixture of modems,broadbandconnections(ca-
ble/DSL) andhigh-speedLAN connections.Our CPU speeddistribution is roughly a
bell curve,with a meanof 750MIPS,andour local storagedistribution is aheavy-tailed
piece-wisefunctionrangingfrom 1 MB to 100MB. Weexperimentedwith abroadrange
of hostcharacteristicsandpresenttheresultsfor this representativesubsetin this paper.
To generaterandomlatencies,we placehostsat randomin a 2,500-milesquaregrid and
assumethatnetwork packetstravel anaverageof 100,000milespersecond.

Thetime requiredto senda network messageis thepropagationtime,asdetermined
by the distancebetweenthe hostsinvolved,plus the transmissiontime, asdetermined
by the minimum of the sender's uploadspeedandthe recipient's downloadspeed,and
the size of the packet. The total network time for a searchis the sum of the latency
andtransmissiontime for all packetssentamongserver nodesprocessingthequery. We



ignore the time spentby the client sendingthe initial query and receiving the results
becausethesetimesareconstantand independentof any searcharchitecture,whether
centralizedor distributed.

DocumentIDs areassumedto be128bits. The time requiredto look up wordsin a
local index or performintersectionsor Bloom�lter operationsis basedontheCPUspeed
andthefollowingassumptionsfor operationcosts:1,500simpleoperationsperhit to look
upwordsin anindex, 500simpleoperationsperelementto intersecttwo resultsets,and
10,000simpleoperationsperdocumentID insertedinto aBloom�lter or checkedagainst
a Bloom�lter receivedfrom anotherhost.We believe thatin general,theseassumptions
placeanupperboundon theCPUcostof theseoperations.Evenwith theseassumptions,
we �nd thatnetwork time typically dominatesCPUtime for our targetscenarios.

We determinethe numberof virtual hoststo assigneachsimulatednodebasedon
its network andCPUspeedswhencomparedto a baselinehost.Thebaselinehosthasa
57.5MIPSCPUand30Kbit/s network links.Thesespeedswerechosenasthoserequired
to computeandtransmit5,000Bloom operationspersecond.Eachnodeis comparedto
the baselinehost in threecategories:uploadspeed,downloadspeed,andCPU speed.
Thenodes'sminimummargin over thebaselinehostin thesethreecategoriesis rounded
down andtakento beits numberof virtual hosts.

To performeachquery, thesimulatorlooks up eachkeyword in the invertedindex,
obtainingup to M resultsfor each,whereM is the incrementalresult size.Eachhost
intersectsits setwith thedatafrom theprevioushostandforwardsit to thesubsequent
host,asdescribedin Section3.1.Eachnodeforwardsits currentintersectedsetaseither
a Bloom �lter or a full set,dependingon whetheror not thesetis largerthantheBloom
threshold.After eachpeerperformsits partof theintersection,any nodethatsentaBloom
�lter in the �rst passis potentiallyrevisited to remove falsepositives.If thenumberof
resultingdocumentsis at leastas large as the the desirednumber, the searchis over.
Otherwise,M is increasedadaptively to twice whatappearsto beneededto producethe
desirednumberof results,andthesearchis rerun.

At eachstep,a hostchecksits cacheto seeif it hasdatafor the subsequenthost's
documentlist in its local cache.If so, it performsthe subsequenthost's portion of the
intersectionlocally andskipsthathostin thesendingsequence.

4.3 Validation

We validatedour simulatorin two ways.First, we calculatedthe behavior andperfor-
manceof short,arti�cial tracesby handand con�rmed that the simulatorreturnsthe
sameresults.Second,we variedtheBloom �lter size,m, in thesimulatorandcompared
theresultsto theanalyticalresultspresentedin Section3.1.Theanalyticalresultsshown
in Figure5(b)closelyresemblethesimulatedresultsshown in Figure9(a).

5 Experimental Results

The goalof this sectionis to understandtheperformanceeffectsof our proposedtech-
niqueson a peer-to-peersearchinfrastructure.Ideally, we wish to demonstratethatour
proposedpeer-to-peersearchsystemscaleswith systemsize(total resourceconsumption
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persearchgrowssub-linearlywith thenumberof participatinghosts)andthattechniques
suchasBloom �lters andcachingimprove theperformanceof individual requests.Pri-
marily, we focuson themetricof bytessentperrequest.Techniquessuchascachingand
theuseof Bloom �lters largely serve to reducethis metric.Reducingbytesper request
hastheaddedbene�t of reducingtotal time spentin thenetwork andhenceend-to-end
clientperceivedlatency. Wealsostudytheeffectsof thedistributionof network andCPU
characteristicson overall systemperformance.Onechallengewith peer-to-peersystems
is addressingthesubsetof hoststhathave signi�cantly lesscomputationpowerandnet-
work bandwidththanis requiredto supporta high-performancesearchinfrastructure.

Finally, althoughwe implementedincrementalresults,we do not presentresultsfor
this techniqueherebecauseour targetdocumentsetis not largeenoughto returnlarge
numbersof hits for mostqueries.For our workload,this optimizationreducesnetwork
utilization by at most30%in thebestcase.However, we believe this techniquewill be
increasinglyvaluableasthedocumentspaceincreasesin size.

5.1 Scalability and Virtual Hosts

A key goalof our work is to demonstratethata peer-to-peersearchinfrastructurescales
with thenumberof participatinghosts.Unlessotherwisespeci�ed,theresultspresented
in this sectionall assumethe heterogeneousdistribution [18] of per-peernetwork con-
nectivity andthedefault distribution of CPUpowerdescribedin Section4. Cachingand
Bloom�lters arebothinitially turnedoff. As shown in Figure7(a),increasingthenumber
of hostsin the simulationhaslittle effect on the total numberof bytessent.With very
smallnetworks,severalkeywordsfrom aquerymaybelocatedonasinglehost,resulting
in entirelylocalhandlingof partsof thequery. However, beyond100hosts,thisprobabil-



ity becomesinsigni�cant, andeachn-keyword querymustcontactn hosts,independent
of thesizeof thesystem.

In additionto demonstratingthescalabilityof thesystem,Figures7(a)and7(b) also
quantify the bene�ts of the useof virtual hostsin the system.Recall that whenvirtual
hostsareturnedon,eachnodeis assignedanumberof hostsbasedonits capacityrelative
to theprede�nedbaselinedescribedin Section4. Thevirtual hostscalingfactorfurther
multipliesthis numberof hostsby someconstantvalueto ensurethateachphysicalhost
is assignedauniformportionof theoverallhashrangeasdiscussedin Section4. Overall,
virtual hostshave a small effect on the numberof total bytessentper query. This is
becauseenablingvirtual hostsconcentratesdatamostly on powerful hosts,increasing
theprobability thatpartsof a querycanbehandledentirely locally. Virtual hostscaling
resultsin betterexpectedload balancing,which very slightly decreasesthe amountof
datathatmustbesentonaverage.

Although virtual hostshave little effect on how muchdatamustbe sent,they can
signi�cantly decreasetheamountof timespentsendingthedata,asshown in Figure7(b).
By assigningmoreloadto morecapablehosts,thevirtualhoststechniquecancutnetwork
timesby nearly60%.Usingvirtual hostscalingfurtherdecreasesexpectednetwork times
by reducingthe probability that a bottleneckhost will be assigneda disproportionate
amountof load by mistake. Thus, while total bytessentdecreasesonly slightly as a
resultof betterloadbalancing,total network time decreasessigni�cantly becausemore
capablehosts(with fasternetwork connections)becomeresponsiblefor a largerfraction
of requests.

5.2 Bloom Filters and Caching
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Having establishedthe scalability of our
general approach,we now turn our at-
tention to the additionalbene�ts available
from theuseof Bloom�lters to reducenet-
work utilization. In particular, we focuson
how large the Bloom �lter shouldbe and
for what minimum dataset size it should
be invoked.Using Bloom �lters for every
transferresultsin substantialunnecessary
datatransmissions.Any time a Bloom �l-
ter is used,the hostusing it must later re-
visit thesamequeryto eliminateany false
positives.Thus,Bloom �lters shouldonly
beusedwhenthetimesavedwill outweigh
the time spentsendingthe clean-upmes-
sage.Figure8 shows the total bytestrans-
mittedperqueryasafunctionof theBloom�lter threshold,assumingthedefaultvalueof
6 bits perBloomentry. We �nd thattheoptimalBloom�lter thresholdfor our tracewas
approximately300.Any setbelow this sizeshouldbesentin its entiretyasthesavings
from usingBloom�lters donotoutweighthenetwork (not to mentionlatency) overhead
of revisiting thehostto eliminatefalsepositives.
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Next, we considertheeffectsof varying thenumberof bits per entry in theBloom
�lter andof cachingon total network traf�c. Figure9(a)plotsthetotal numberof bytes
transmittedasa function of the Bloom �lter size.The two setsof curvesrepresentthe
casewhenwe enableanddisablecaching.Within eachset,we seta maximumrateof
allowablefalsepositivesin thesetof documentsreturnedto theuserfor aparticularquery,
at 0%, 1%, and10%.Whenthe client allows 1% or 10% falsepositives,false-positive
removal stepsmay sometimesbe eliminated;increasingtheBloom �lter sizeenhances
this effect. Figure9(b) shows thatallowing falsepositiveshassigni�cantly moreeffect
on varyingtotal network time thanit doeson bytestransferredasit eliminatesa number
of requiredmessagetransmissions.

Theeffectsof cachingshown in Figure9(a)aresimilar to thosederivedanalytically
in Figure5(b).Cachingdecreasesthetotalamountof datasentandincreasestheoptimal
Bloom �lter size: in this case,from 18 bits per entry to 24 bits per entry. For optimal
Bloom�lter sizesof 18and24bitsperentryin theno-cachingandcachingcasesrespec-
tively, our cachingtechniqueintroducesmorethana 50%reductionin thetotal number
of bytestransmittedperquery.

5.3 Putting It All Together

We now presenttheend-to-endaveragequerytimesconsideringall of our optimizations
underavarietyof assumednetwork conditions.Webreakdown thisend-to-endtime into
the threeprincipal componentsthat contribute to end-to-endlatency: CPU processing
time, network transmissiontime (bytestransferreddivided by the speedof the slower
network connectionspeedof the two communicatingpeers),and latency (determined
by the distancebetweencommunicatingpeers).Recall from Section4 that we do not
measurethetimeassociatedwith eithertheclient requestor the�nal responseasthesize
of thesemessagesis independentof our optimizationtechniques.

Figure10 shows threebarchartsthatbreakdown total end-to-endsearchtime under
the threenetwork conditionsdescribedin Section4: WAN, Heterogeneous,and Mo-
dem.For eachnetwork settingtherearefour individual bars,representingtheeffectsof
virtual hostson or off andof cachingon or off. Eachbar is further broken down into



network transmissiontime,CPUprocessingtime,andnetwork latency. In thecaseof an
all-modemnetwork, end-to-endquerytime is dominatedby network transmissiontime.
Theuseof virtual hostshasno effect on querytimesbecausethenetwork setis homo-
geneous.Cachingdoesreducethe network transmissionportion by roughly 30%. All
queriesstill manageto completein 1 secondor lessbecause,asshown in Figure9(a)
theuseof all our optimizationsreducesthetotal bytestransferredperqueryto lessthan
1,000bytesfor our targetworkload;a56K modemcantransfer6 KB/secin thebestcase.
However, our resultsarelimited by the fact thatour simulatordoesnot modelnetwork
contention.In general,we expectthe per-queryaverageto be worsethanour reported
resultsif any individualnode'snetwork connectionbecomessaturated.This limitation is
signi�cantly mitigatedunderdifferentnetwork conditionsasindividual nodesaremore
likely to have additionalbandwidthavailableandtheuseof virtual hostswill spreadthe
loadto avoid underprovisionedhosts.
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Fig.10. Isolating the effects of caching,virtual
hosts,anddifferentnetwork characteristicsfor op-
timal Bloom threshold(300)andBloom �lter sizes
(18/24for cachingon or off).

In the homogeneousWAN case,
network time is negligible in all
casesgiven the very high transmission
speeds.The useof cachingreducesla-
tency andCPUtime by 48%and30%,
respectively, by avoiding the need to
calculateand transmitBloom �lters in
the caseof a cachehit. Enablingvir-
tual hosts reducesthe CPU time by
concentratingrequestson thesubsetof
WAN nodeswith moreCPUprocessing
power. Recallthatalthoughthenetwork
is homogeneousin this casewe still
have heterogeneityin CPU processing
powerasdescribedin Section4.

Finally, the use of virtual hosts
andcachingtogetherhasthemostpro-
nouncedeffect on the heterogeneous
network, togetherreducingaverageper-
query responsetimes by 59%. In par-
ticular, the useof virtual hostsreduces
thenetwork transmissionportionof av-
eragequeryresponsetimesby 48% by
concentratingkeywordson thesubsetof nodeswith morenetwork bandwidth.Caching
uniformly reducesall aspectsof the averagequery time, in particularreducingthe la-
tency componentsby 47%in eachcaseby eliminatingtheneedfor a signi�cant portion
of network communication.

6 RelatedWork

Work relatedto ourscanbedividedinto four categories:the �rst generationof peer-to-
peersystems;the second-generation,basedon distributedhashtables;Web searchen-



gines;anddatabasesemijoinreductions.Wedealtwith DHT-basedsystemsin Section1.
Theothers,we describehere.

The �rst generationof peer-to-peersystemsconsistsof Napster[14], Gnutella[8],
andFreenet[5, 9]. NapsterandGnutellabothusesearchesastheircorelocationdetermi-
nationtechnique.Napsterperformssearchescentrallyon well-known serversthat store
the metadata,location,and keywords for eachdocument.Gnutellabroadcastssearch
queriesto all nodesandallows eachnodeto performthe searchin an implementation-
speci�c manner. YangandGarcia-Molinasuggesttechniquesto reducethe numberof
nodescontactedin aGnutellasearchwhile preservingtheimplementation-speci�csearch
semanticsandasatisfactorynumberof responses[20]. Freenetprovidesnosearchmech-
anismanddependsinsteadonwell-known namesandwell-known directoriesof names.

Web searchenginessuchasGoogle[3] operatein a centralizedmanner. A farm of
serversretrievesall reachablecontenton theWebandbuilds aninvertedindex. Another
farmof serversperformslookupsin this invertedindex. Whentheinvertedindex is all in
onelocation,multiple-keywordsearchescanbeperformedwith entirelylocal-areacom-
munication,andtheoptimizationspresentedherearenot needed.Distributing theindex
overawideareaprovidesgreateravailability thanthecentralizedapproach.Becauseour
systemcantake advantageof theexplicit insertoperationsin peer-to-peersystems,we
alsoprovidemoreup-to-dateresultsthanany crawler-basedapproachcan.

Thegeneralproblemof remotelyintersectingtwo setsof documentIDs is equivalent
to the databaseproblemof performinga remotenaturaljoin. We are using two ideas
from the databaseliterature.Sendingonly the datanecessaryfor the intersection(i.e.,
join) comesfrom work on semijoinreductions[1]. Using a Bloom �lter to summarize
thesetof documentIDs comesfrom work onBloom joins [12,13].

7 Conclusions

This paperpresentsthedesignandevaluationof a peer-to-peersearchinfrastructure.In
this context we make the following contributions.First, we show that our architecture
is scalable;global network stateand messagetraf�c grows sub-linearlywith increas-
ing network size.Next, relative to a centralizedsearchinfrastructure,our approachcan
maintainhigh performanceandavailability in thefaceof individual failuresandperfor-
mance�uctuations throughreplication.Finally, throughexplicit documentpublishing,
our distributedkeyword index deliversimprovedcompletenessandaccuracy relative to
traditionalspideringtechniques.

Oneimportantconsiderationin our architectureis reducingthe overheadof multi-
keyword conjunctive searches.We describeand evaluate a number of cooperating
techniques—Bloom�lters, virtual hosts,caching,and incrementalresults—that,taken
together, reduceboth consumednetwork resourcesand end-to-endperceived client
searchlatency by anorderof magnitudefor our targetworkload.
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