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ABSTRACT

Periodic orderof-magnitudejumps in Ethernetbandwidthregu-
larly reavaken interestin TCP/IPtransportprotocolof oad. This
timethejumpto 10-GigabitEthernetoincideswith theemegence
of new network storageprotocols(iSCSlandDAFS), andvendors
are combiningthesewith of oad NICs to positionIP asa com-
petitor to FibreChannelnd other SAN interconnects.But what
bene tswill of oad shaw for applicationperformance?

Several recentstudieshave presentecton icting datato argue
that of oad eitherdoesor doesnot bene t applications. But the
evidencefrom empiricalstudiess oftenlittle betterthananecdotal.
Theprinciplesthatdetermingheresultsarenotwidely understood,
exceptfor the rst principle: Your MileageMay Vary.

Thispapemnutlinesfundamentaperformanceropertieof trans-
port of oad andothertechniquegor low-overhead/O in termsof
four key ratios that capturethe CPU-intensityof the application
andtherelative speed®of the host,NIC device, andnetwork path.
The studyalsore ects therole of of oad asan enablerfor direct
dataplacementwhich eliminatessomecommunicatioroverheads
ratherthanmerelyshiftingthemto theNIC. Theanalysisappliesto
Internetservicesstreaminglata,andotherscenariosn whichend-
to-endthroughputis limited by network bandwidthor processing
overheadratherthanlateng.
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1. INTRODUCTION

Advancingnetwork speedsandthe rise of IP storagehave re-
newed the debateover TCP/IP protocolof oad. Storagesystems
and cluster servicesgeneratehigh datarates, motivating use of
SAN networks suchasFibreChanneto improve performance As
the bandwidthgap betweenEthernetand non-IP SANs continues
to decline,commodityEthernet/IPnetworks offer a cost-efective
andstandards-baseglternatve for network storageand otherde-
mandingapplications A frequentlyciteddravbackof IP networks
is that datacopying and TCP/IP protocol overheadscan consume
a signi cant shareof hostCPU cyclesandmemorysystemband-
width, siphoningoff end-systentesourceseededor application
processing. This overheadcan increaselateny and limit appli-
cation throughputrelative to a non-IP SAN with equivalentwire
speedProtocolof oad to thenetwork device (NIC) is anattractive
solutionto reducethis communicatioroverhead.

IP transportof oad hasbeenhighly controversialfor morethan
adecadd11, 2]. TCP/IPprotocolprocessings notitself the fun-
damentabottleneckthatit is oftenpercevedto be: several studies
shaw that protocol costsare small relative to data-touchingover
headsandthe costto interfacethe TCP/IPstackto the NIC device
andoperatingsystem[4, 9, 8, 3]. The populartextbook by Patter
sonandHennessy7] notesthe“pitfall” thatalongtime-to-marlet
for complex of oad NICs learesthemat risk of beingoutstripped
by advancesn hostCPU speeds.of oad maydo moreharmthan
goodif theNIC becomes bottleneci{13]. A compensatin@actor
is thattransporbf oad is astructurakchangehatexposesnforma-
tion usefulfor directdataplacementrom the NIC into hostmem-
ory. Thusof oad maymaleit possibleto eliminatesomeportionof
overheacentirely, ratherthanmerelyshifting it to the NIC. Exam-
plesof TCP/IPof oad asabasisfor directdataplacemeninclude
iSCSINICs andemeging IP standardgor RemoteDirect Mem-
ory Access(RDMA). This trendis a key reasorwhy IP transport
of oad maybe“a dumbideawhosetime hascome”[11].

Severalrecentempirical studieshave presentedton icting data
to arguethatof oad doesor doesnot bene t applicationg13, 12,
6, 10]. While thesestudiesoffer valuablereal-world comparisons,
their resultsdependon the speci ¢ technologiesand applications
studied. This paperidenti es key systemparametersor protocol
of oad andlow-overheaccommunicationandusesbasicalgebrao
analyzetheir effectsindependentlyandin combination. Our pur
poseis to illustrateinteractionsacrossthe entire parametespace
independenbf ary speci ¢ technologypoint or application. An
improvedunderstandingf thefundamentaperformancerinciples
will helpto guidethe debateaboutof oad andtheinterpretatiorof
point studies.

Ourstudycharacterizethepotentialbene tsof transporof oad



Table 1: Four LAWS ratios determine the potential bene t from protocol of oad. Higher ratio valuesdiminish the bene t.

without of oad.

Lagratio Ratioof hostprocessingpeedo NIC processingpeed.
Applicationratio Ratioof normalizedapplicationprocessingo communicatiorprocessingCPU-intensityof theapplication.
Wire ratio Ratioof hostsaturatiorbandwidthto raw network bandwidth;portionof network bandwidththe hostcandeliver

Structuralratio

Ratio of the normalizedprocessingoverheadfor communicationwith of oad to the overheadwithout of oad;
portionof normalizedoverheadhatremainsn the system(eitherNIC or host)afterof oad.

for applicationthroughputas a function of four key ratios. The
ratios—Lag( ), Application( ), Wire ( ), and Structural( ) or

LAWS—capturespeeddifferencesbetweenthe hostand the net-
work, the CPU-intensityof the application,and structuralfactors
thatmay eliminatework in the of oad case.We hold constantary

otherfactorsthat may affect communicatiorprocessingvork. Ta-

ble 1 summarizeshe LAWS ratiosandSection2 describeshemin

detail.

Theacrorym LAWS suggestshattheseratiosexposefundamen-
tal propertiesof transportof oad andrelatedtechniquego reduce
1/0 overhead. Although other factorsmay further limit the ben-
e ts in practice,thesepropertiesare “laws” in the samesenseas
Amdahl's Law, ratherthanapproximationgrom a modelthatone
may chooseto acceptor rejectbasedon empiricalvalidation. The
chief limitation of this studyis thatit appliesonly whenapplica-
tions are throughput-limited,i.e., they arefully pipelined. Since
overheadaffectslateng, lateng-sensitve applicationanaybene t
from of oad in waysthat are not capturedhere. Thus our study
complementé ogP[5] andrelatedanalyseshatfocuson lateng.

Ourmetricof meritis maiginal improvementn peakapplication
throughput Thekey conclusionf our analysisareasfollows:

Of oad is worthwhileprimarily for applicationswith modest
processingoad (low ); thebene t for more CPU-intensie
applicationds boundedby 1= anddiminishego zero.

Thebene t of of oad maybearbitrarily largefor a hostthat
is notfastenoughto communicatatwire speed << 1)—

next years network connectedo lastyears computer—but

in this casethe large bene ts apply to a vanishingly small
rangeof low- applications At the otherextreme,slow net-
works ( >> 1) shaw little or no bene t from of oad be-
causethe host handlesthe processingeasily without assis-
tance.In all caseshebene tis boundeddy 1= .

For “realistic” caseswith 1 thebene tsareboundedby
afactorof two. Of oad is mostbene cial whenthe hostis
evenly balancedbetweencommunicationoverheadand ap-
plicationprocessindgeforeofoad ( = =1).

If the NIC technologylagsbehindthehost( > 1), thenthe
bene tis boundedby 1= andof oad may damageperfor
manceif (but only if) the NIC saturatedbeforethe network
path( > ). However, structuralimprovementy < 1)
expandthe rangeof systemghat bene t from a given NIC
technology This quanti es how direct dataplacementan
improve the engineeringeconomicsfor TCP/IP of oad by
easingtime-to-marlet pressure.

2. LAWS PARAMETERS AND MEASURES

Table2 summarizesheinput parameter$or our analysis.Con-
sideranapplicationexecutingonareferencénostwith asingleCPU

Table 2: Input parametersfor the LAWS ratios.
o | CPUoccupang for communicatioroverheacdper unit
of bandwidthnormalizedto areferencehost
a | CPUoccupanyg for applicationprocessingper unit of
bandwidth,normalizedo a referencehost
X | Occupang scalefactorfor hostprocessing
Y | Occupanyg scalefactorfor NIC processing
p | Portion of communicationoverheado of oaded to
NIC
B | Bandwidthof the network path

attachedo anetwork of bandwidthB . Applicationprocessingien-
eratesCPUwork a perunit of bandwidthon averageover somein-

terval; communicatiorprocessinggenerateCPU work o per unit

of bandwidth.The parameteo encapsulatesll factorsthatmayaf-

fectcommunicatiorprocessingvork (e.g.,cyclesperbyte),suchas
paclet size,the speci ¢ transportprotocolused,paclet lossrates,
implementationtricks to streamlineprotocol processingand the
ratio of transmitsto receves.

Sincethe units of bandwidthandtime arearbitrary we canex-
pressa ando in units of CPU occupang (utilization) normalized
for the referencehost. We introducea scalingparameterX on
occupang to capturevariationsin processingower relative to the
referencénost.If theapplicationrmovesdataat network speedthen
the CPUspends portionaX B of its time on applicationprocess-
ing anda portionoX B on communicatioroverhead.If thesepro-
cessingcostssaturatehe CPU (aX B + oX B > 1), thenthesys-
temis host-limitedandthemaximumthroughpuis 1=(aX + 0X).
Thuspeakthroughputdoubleq1=X) on a hostthatis twice asfast
asthereferencehost(X = 0:5). ChoosingX = 1=P represents
the maximumpotentialbene t from a multiprocessowith P ref-
erenceprocessorsindertheassumptiorthatary unit of work may
executeon ary CPUwith no additionaloverhead.

Supposaow thatthe systemof oads aportionp of thecommu-
nicationoverheado theNIC. Thenraw communicatiorat network
speed consumesnly (1 p)oX B of hostprocessingowver and
the hostcanreachhigherspeeddeforeit saturatesLAWS holds
o x edwhetherthe work runson the hostor the NIC, but we in-
troducean occupang scalingparametery to representhe NIC
processingpower relative to the referencehost; thuscommunica-
tion at network speedconsumes sharepoYB of NIC processing
capacity andthe NIC canmove dataatarate 1=poY beforesatu-
rating.

We cannow expressthe key ratiosfrom Tablel as:

Lag ratio( = Y=X) is theratio of hostCPUspeedo NIC
processingpeedWe mayview thelagin termsof NIC time
to market: assumingthat both hostsand NICs adwanceat
equivalentratesfollowing Moore's Law—adoublingof pro-
cessingpower every 18 months—then = 2 corresponds
to a NIC lagging hosttechnologyby 18 months. Higher
meangheNIC lagsfurtherbehindthe host.



Table 3: Someuseful valuesderived from the parameters.

(1 p)oX Hostoccupang for network processing
1=(1 p)oX Raw hostthroughput{ = 0)
1=((1 p)oX +aX) | Peakthroughputwhenhost-limited
poY NIC occupang perunit bandwidth
1=poY PeakthroughputwhenNIC-limited
B Peakthroughputwhennetwork-limited
Application ratio ( = a=0) capturesthe CPU-intensity

or compute/communicatioratio of an application: higher
meansthe applicationis more CPU-intensie. For exam-
ple, = 2 meanghattheapplicationprocessingerunit of
bandwidthis doublethe fundamentacommunicationover
head,i.e., overheadaccountdor 1/3 of the processingvork
for the application. We may view in termsof Amdahl's
Law, which tells us that the bene t of of oad or ary other
techniquefor low-overhead/O declinesas increasesand
theapplicationitself becomeshe primarybottleneck.

Wireratio( = 1=0XB) istheratioof hostsaturatiorband-
width to peaknetwork bandwidth.Much of our analysisfo-
cuseson the casewherethe hostcanprocessaw communi-
cationat network speedout saturateshe hostCPU in doing
so( = 1). Thisis thebestcasefor transporiof oad thatis
still “realistic” in the sensethatthe hostis powerful enough
to drive its network fully without ofoad. If < 1, then

givesthe peakpercentag®f wire speedhatthe hostcan
deliverwithout of oad assist.

Structural ratio ( ) captureghe effect of of oad asanen-
ablerfor directdataplacementandothertechniquego elim-
inate overheadratherthan merely shifting it to the NIC.
representshe portion of overheadthatis unavoidable. For
example, = 0:6 couldindicatethatanof oad NIC cande-
multiplex receved dataearlierandplaceit correctlyin host
memory(e.g.,usingRDMA), saving 40%of theoverheadby
eliminatingacopy. For simplicity, weconsider only for the
full of oad casej.e.,wetake = 1wheneerp< 1. Com-
municationconsume®nly aportionoY of NIC processing
capacityperunit of bandwidth ratherthanoY .

Table 3 summarizessomemeasureslerived from the parame-
ters. We canseethat peakthroughputin all scenarioss given by
min (B, 1=poY ,1=((1 p)oX +aX)). Higherthroughpuhum-
bersarebetter sothe marginal improvemenin peakthroughputor
“benet” isde nedas(af ter before)=before. We may mul-
tiply by 100to expressthe maiginal improvementvalue asa per
centageThebasgbefoe) caseusesnoof oad (p = 0), soits peak
throughpuis givenby min (B, 1=(0X + aX)).

Severalunaccountedactorsmayleadto throughputdower than
theseidealvalues.Contentionwithin the systemmay causea or o
to increasewith load, particularlyin multiprocessorslf the system
is bursty or suffers from limited concurreng thenit may fail to
utilize its resourcedully, solateny mayaffectthroughput.in these
caseghe expressionsn Table3 give upperboundson throughput.
It is possiblethat unaccountedactors(particularlylateng) could
impactthroughputfor non-ofoad casesanorethanfor the of oad
casesif so,the resultscould understate¢he bene t from of oad.
However, theresultsarereliablefor fully pipelinedsystemswvhen
theparameterin Table2 canbegivenaccurately

LAWS is similar to the LogP [5] modelwith somedifferences
and extensionsre ecting their complementangoals. LogP pro-
vides a framework to analyzescalableparallel programs,which
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Figure 1: Benet of of oad asa function of application CPU-
intensity ( ) for varying degreesof of oad (p), holding other
ratios at 1 (seeSection3.1). The benet is bounded by a fac-
tor of two in this ideal realistic case( = 1), and is bounded
by 1= asapplications becomemore CPU-intensive. Amdahl's
Law dictatesthat the bene t approacheszeroas increases.

tendto be lateng-sensitve. ThusLogP focuseson lateny asa
primary parameterandits o andg (NIC overhead)arameterse-

ect a x eddivision of communication-relatedverheaddetween
the hostandthe NIC. LAWS, on theotherhand,is a framevork to

analyzethe effect of shifting andvarying theseoverheadsaccord-
ing to the structureof the communicatiorsystem,andto quantify
theirimpacton peakapplicationthroughput. This impactis inde-
pendentof the numberof processorsn the system,in contrastto

the perprocessocommunicatiorbandwidthin LogP.

3. ANALYSIS

This sectionexploresthe parametespaceoutlinedin the previ-
oussection. The entire analysisassumeshat the systemis host-
limited beforeof oad, sinceof oad alwaysyieldszerobene t oth-
erwise. Sections3.1 and 3.2 vary the application( ) andlag ( )
ratios to illustrate effects on the mamginal improvementin peak
throughpufrom varyingdegreedp) of protocolof oad. Next, Sec-
tion 3.3 variesthe structural( ) ratio for the full ofoad (p = 1)
caseto shav the effect of directdataplacemenbr RDMA on the
rangeof applicationgcharacterizethy ) thatcanbene t from of-

oad for agivenlagratio. All of theseresultsassumahat = 1,

i.e., the hostis just powerful enoughto processaw communica-
tion atwire speed—thébestrealisticcasefor of oad. Section3.4
shavstheeffectof varying valuesbhasednageneraformulation
of theLAWS analysis.

3.1 Effect of Application Ratio ( )

Figure 1 shavs the peakmaminal bene t of of oad for arange
of applicationscharacterizedby their CPU-intensity(the ratio),
holding the otherthreeratiosequalto 1. It assumeshatthe NIC
doesnotlag thehost( = 1), sotheofoad NIC cannever limit
throughput.

We malke thefollowing obserationsfrom Figurel:

Of oad canimprove applicationthroughpuby atmostafac-
tor of two (100%). The peakbene t is obtainedat = 1,
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Figure 2: Effect of of oad asa function of application CPU-
intensity () for varying degreesof of oad (p). This graph
is similar to Figure 1 exceptthat the lag ratio is = 2
the NIC technology lags the host by 18 months. The slower
NIC diminishes the benet of of oad when it saturates for
communication-intensive (low- ) applications; the maximum
benet is reducedto 1= , and of oad doesmore harm than
goodin the shadedregion(seeSection3.2).

whenthe hostCPU s exactly balancedetweenapplication
processing@andcommunicatioroverheadwithout of oad.

The bene t diminishesrapidly for more CPU-intensie ap-

plications. It is easyto derive thatthe bene t is boundedby

1= ; morespeci cally it isboundedoy p=(  p+1). Thus

of oad canimprove throughputy at most33%for asystem
that spendsonly 25% of its CPU time in communication-
relatedoverhead = 3).

When < pthebenetisequalto independentfthede-
greeof of oad p. Thisoccurshecaus¢hesystems network-

limited afterof oad, soincreasinghedegreeof of oad pro-

videsnofurtherbene t. Thebene treachezerowhen =

0; at = 1 the the hostcanhandleraw communication
(= 0) atwire speedwithout NIC assistanceso of oad

provideszerobene t.

3.2 Effect of Lag Ratio ( )

Figure2 shavs how thepotentialbene tsof of oad declinefor a
NIC thatis slowerthanthehost( > 1). Thisis awell-known pit-
fall discussedh theclassicPattersorandHennessy7] text. In this
examplethe NIC handlescommunicatiorat only half of the wire
speed ; raw communicatioratbandwidthB justsaturateshehost
(= 1), buttheNIC processesommunicatioronly half asfastas
thehost( = 2). Thiscorresponds$o aNIC lagginghosttechnol-
ogy by 18 monthsattachedo a network thatis well-matchedo the
host. We malke the following obserationsgeneralizinghe results
from Section3.1.

ThelaggingNIC reduceshemaximumpotentialbene tfrom
of oad. It is easyto derive thatthemaximumbene tis 1=,
andthatit occursat = in thefull of oad (p = 1) case;
morespeci cally, it occursat =p +p 1.

100
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Figure 3: Potential bene t of full of oad asa function of CPU-
intensity ( ) for varying , with = 2and = 1 (seeSec-
tion 3.3). improvesthe NIC-limited casedy a slopefactor of
1=, offsetting the slower NIC. This shows how enhancements
suchasdir ectdata placementcanimpr ove the economicsof of-
oad.

Of oad hurts performancdor low- applicationsthat satu-
ratetheNIC beforethehostCPU.This effectis evidentin the
shadedegion of Figure2. Shifting overheadaway from the
hostdoesnotimprove throughputbecausehehostis not sat-
urated,andthe saturatedNIC limits the dataratebelov the
level achieved without of oad. In this examplethe mamginal
improvementor declineis ( + 1)=p 1 whenthe sys-
temis NIC-limited after of oad; with full of oad theline is
( 1)=2.

The bene ts of of oad areindependenbf whenthe NIC
doesnot limit throughput. The effects are unchangedrom
theresultsin Section3.1: in the CPU-limited(high ) cases
the systemdeliversimprovement1= , andin the network-
limited caseghebene tis andpeaksat = p.

3.3 Effect of Structural Ratio ()

The previous sectioncharacterizeshe sensitvity of of oad so-
lutionsto NIC technologyandtime-to-marlet. This effect maybe
offsetif transportof oad senes as an enablerfor structuralim-
provementso eliminateoverhead.In particular extensiongto of-
oad NICs may processthe datastreamto placeincoming data
directlyin designatedhostmemorybuffersto avoid copying within
the host. For example,mary iSCSI NICs placedatadirectly for
network storageover TCP/IR and emepging IP standardgor Re-
mote Direct Memory Access(RDMA) cangeneralizedirect data
placemento other network applications. The long history of re-
searchon copy avoidancehasgeneratednary partialsolutionsthat
donotdependnof oad, but NIC-basedsolutionsoffer crucialad-
vantagesrom thestandpoinbf generalityeaseof deployment,and
interoperability[2].

Suchstructuraloptimizationseliminatea portion 1 of the
overheadratherthan merely shifting it to the NIC. This improves
the economicof transporiof oad becausét easegime-to-marlet
pressureo keepNICs currentwith hosttechnology(low ). In
essence, actsasanadjustmento : thebandwidthpointatwhich



communicatioroverheadsaturatesheNIC is 1= timesthehost
saturatiorpointratherthan1= . Figure3 shaws the effect for dif-
ferentvaluesof , holding = 2 asin Section3.2. We male the
following obsenrations:

Decreasing compensatefor aslow NIC by increasinghe
slopeof theimprovementline by a1= factorwhenthesys-
temis NIC-limited afterof oad. In theNIC-limited caseof-
oad improvesor diminisheshroughpuby ( +1)= 1.
When 1 thesystemcannever be NIC-limited afterof-
oad, soof oad cannolongerhurt performanceFor exam-
ple,if of oad enablesstructuralchangeghateliminate50%
of theoverhead| = 0:5) thentheNIC technologymaylag
the hostby 18 monthson the Moore's Law cune ( = 2)
withoutrisk of the NIC becominga bottleneck.

Themaximumpossibldmprovementrom of oad is bounded
by 1=, andit occurswhen =

Like , inuencesperformanceonly whenthe systemis
NIC-limited afterof oad. When the systemis host-
limited afterof oad; it returnstothe 1= improvementcurve

independentf and . When 1 thesystembecomes
net-limitedwhen < 1, andit returnstothe improvement
line.

3.4 Effect of WireRatio ()

Until this pointthe analysishasassumedhe“bestrealisticcase”
in which the hostspeedust matcheghe network bandwidth( =
1). CPUspeedsmprove alonga smoothcurve, while network ad-
vancesfollow a stepfunction. This meanshat network technolo-
giesin themarket atary giventime spantwo ordersof magnitude.
Thusit is importantto explore theimpactof protocolof oad with
relatively fasternetworks (< 1) or slower networks (> 1).
Somehave arguedthatnetwork bandwidthwill continueto adwance
attwice therateof Moore's Law [1], resultingin a long-termshift
towardlower values.Indeed,muchof the currentinterestin of-
oad isarespons¢o 10-GigabitEthernetandotherhigh-speedhet-
work technologieswhich push lower atleasttemporarily

If we hold fundamentabverheadconstantthenthe value of
varieswith theinverseof the network speedB . To exploretheef-
fectof it isthereforesufcient to considefjustthe casein which
the systembecomesetwork-limited afterof oad, sincethisis the
only casein whichB and canimpacttheresultin waysnot cov-
eredby our previous analysis. As previously stated,our analysis
assumeshatthesystemis host-limitedratherthannetwork-limited
before of oad, sincethe benet of of oad is always zero other
wise. ThusB hasno effect if the systemis also host-limitedor
NIC-limited afterof oad.

It is easyto derive thatthebene tof ofoad is ( +1)= 1
whenthesystenis network-limited afterof oad. Thisis analogous
to the NIC-limited casediscussedn the previous two sections,n
whichthepeakbene t for full of oad is givenby ( +1)= 1.
Themamginalbene t of of oad is determinedy thepointsatwhich
theselines intersectthe familiar 1= improvementcurve, which
appliesto thecasein which the systenis host-limitedafterof oad.
Figure 4 illustratesthe combinationof thesefactors,generalizing
theearlier gures. Notethatthe graphdoesnot specifythepointat
whichthesdinesintersecthey-axis;indeed theimpactof of oad
may be negative, asin Figures2 and3. This is why the x-axisin
Figure4 is adottedline.

In general,the impactof of oad for eachvalue of is given
by the minimum of the threefunctionsevaluatedat , depictedby
the bold trackingline in Figure 4. If < (asin Figure4)

s®0
ab <s
NIC-limited
((g+1)yab)-1 host-limited
networ k-limited g
/ ((g+D)/s)-1

Figure4: The interaction of NIC-limited, network-limited, and
host-limited scenarios. The marginal impr ovementis given by
the network-limited (if ) or NIC-limited (if ) sce-
nario until the peak bene t is reachedat the intersection with
the host-limited (1= ) impr ovementcurve.

then the systemcan never becomeNIC-limited after of oad be-
causethe network saturatedeforethe NIC. Similarly, if >
then the systemcan never becomenetwork-limited after of oad
becausehe NIC saturatedeforethe network. Takingthe constant
c=max( ; ),wecanseethatthebene t(orimpact)of of oad
is givenby theinteractionof the 1=x curve andthe ((x + 1)=¢) 1
line, asdepictedin Figure5. It is easyto seethattheline always
intersectghecurwe atx = ¢, andthatthisis the pointof maximum
bene t 1=c = 1=x. Thisis the fundamentabasisfor mary of our
previousresults.

With respecto theimpactof , notethefollowing:

Thebene t of of oad is boundedoy 1= aswell asby 1= .
The peakbene t occurswhenthe systemsaturatedoththe
network andthehostafterofoad ( = and < ).

Themaximumbene tof of oad isunboundeés approaches
zero—afastnetwork anda slow host. However, theselarge
bene tsapplyto avanishinglysmallrangeof gammavalues
representindittle or no applicationprocessingof the data;

in fact, the peakbene t occursas alsoapproachegero.
For applicationsthat spendat leastas much CPU time on
applicationprocessingagscommunicatioroverhead 1),
thebene t of of oad is alwaysboundedy 1= : of oad can
never improve throughputby morethana factor of two for
theseapplicationsvenon fastnetworks.

Of oad haslittle valueonrelatively slower networks( >>
1). For example,a hostthatis powerful enoughto commu-
nicateat 10 timesthe network bandwidthbeforesaturating
(= 10) cannever obtainmorethana 10% bene t (1= )
from of oad. Moreover, this diminishedbene t appliesto
an increasinglynarrav rangeof values: as increases,
the bene ts accrueonly for increasinglycompute-intensie
applicationy = ) andarecorrespondinglysmallerin ac-
cordancewith Amdahl's Law.

More ef cient protocolsandimplementationsncreaseboth
and , underminingthe bene tsof of oad.
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Figure5: An abstraction of the functions governing the bene t
of of oad, wherec=max( ; ). Thepeakbenet 1=coccurs
whenx =c,i.e., =max( ; ).

4. CONCLUSION

The contritution of this paperis to capturemary of the factors
governing the effectivenessof TCP/IP of oad in termsof simple
relationshipsamongthe four LAWS ratios. Point studiesmay be
misleadingf they evaluatesystemsandapplicationghatlie within
narrav regions of the parameteispace. The LAWS analysispro-
vides a comprehense basisfor interpretingexperimentalresults
andframing the debateover of oad technologies.The resultsap-
ply to throughput-limitecapplicationssuchasInternetseners;we
planto addressateng-sensitve applicationsn futurework.

It would bewrongto concludefrom ouranalysighat TCP/IPof-

oad is notworthwhile. Indeed our studysupportghe conclusion
thatof oad is moreworthwhile now thanit hasever been,asare-
sult of fasternetworks anddirectdataplacemenpushing and
downwards.In practiceit is reasonabléo expectbene tsupto 50%
or perhapsas much as a factor of two for ideal communication-
intensve applicationson high-speedhetworks. In thesescenarios
of oad NICs offer a relatively inexpensve opportunityto gain a
few monthsor evenayearor moreonthe Moore's Law curve.

However, the LAWS analysisexposesundamentalimits onthe
bene tsof of oad, andthefragile—eren“elusive”’—natureof those
bene ts. The bene ts of of oad accrueprimarily for low- ap-
plicationssuchastransactiorsenersandnetwork storageseners
with largenumberof diskarms,visualizationenginesandstream-
ing dataprocessing.Fasternetworks and memorysystemlimita-
tions may increasethe bene ts of of oad appreciablyby pushing

down, but the larger bene ts may not extendbeyond a handful
of synthetic(low- ) benchmarksn thelab. Indeed,thetrendsfor
industrial-strengthnternetservicesmay favor higher valuesas
theseservicesareincreasinglybasedon powerful but slow script-
ing languagesuchasPerl,Python,andPHP. We have measured
ratiosashigh as40 for dynamic-contentWeb servicebenchmarks,
limiting thebene t of of oad in thosesettingsto a few percentage
points.

The LAWS analysisis sufciently abstracto applyto ary tech-
nigueto reducel/O overheador shift it to anothercomponenbf
the system. For example, mary in the industry view TCP/IP of-
oad asessentiato enablelP-basedhetworking to competewith
SANs suchasFibreChannelThis maybe so, but the performance
adwantageof today's SANsrelative to IP networksis similarly lim-
ited accordingo the LAWS results.

Acknowledgments

We thankthe anorymousreviewersandour shepherd/ijay Pai for
their help in improving the paper This work alsobene tedfrom
discussionsvith OmerAsad,KostasMagoutis,Alvin Lebeck,Jef
Mogul, Jaider Patwardhan PrasenjitSarkar andDan Sorin.

5. REFERENCES
[1] Of oad White Paper

http://www.national.com/appinfo/netwks/ les/whitepaperl.pdf,

2003.

[2] Jefrey S.ChaseTCPimplementationin High-Performance
TCP/IPNetworking, Mahkub HassarandRaj Jain,editors.
PrenticeHall, Decembef003.I1SBN 0-13-064634-2.
http://issgcs.dulke.edu/publications/tcp.pdf

[3] Jefrey S.ChaseAndrew J. Gallatin,andKennethG.
Yocum.Endsystemoptimizationsfor high-speed CP.IEEE
CommunicationsSpeciallssueon High-Speed CP,
39(4):68—74April 2001.

[4] David D. Clark, VanJacobsonJohnRomkey, andHoward
Salwven.An analysisof TCP processingverheadlEEE
Communication$agazine 27(6):23—29,Junel989.

[5] David E. Culler, RichardM. Karp, David A. Patterson,
Abhijit SahayKlausE. SchausefEuniceSantosRamesh
SubramonianandThorstervon Eicken.LogP: Towardsa
realisticmodelof parallelcomputationln Proceeding€th
ACM SIGPLANSymposiunon Principlesand Practiceof
Parallel Programming 1993.

[6] Matt DeBegalis,PeterCorbett,Steve Kleiman, Arthur Lent,
Dave Noveck, Tom Talpey, andMark Wittle. The Direct
AccessgFile SystemIn USENIXSymposiunon File and
Storage Technolayies(FAST) USENIX, March2003.

[7] JohnL HennessyndDavid PattersonComputer
Architecture:A Quantitatve Approach,2ndEdition. Morgan
KauffmanPublishers1995.

[8] VanJacobsordBSD headeprediction. ACM Computer
CommunicatiorReview, 20(2):13—-15April 1990.

[9] JonatharKay andJoseptPasqualeTheimportanceof
non-dataouchingprocessingverheadsn TCP/IP.In
Proceeding®f the SIGCOMMSymposiunon
Communication#rchitectuesandProtocols pages
259-268ACM, Septembe 993.

[10] KostasMagoutis,SalimahAddetia,AlexandraFedorwa, and
Margo . Seltzer Making the mostout of direct-access
network attachedstorageln 2nd USENIXSymposiunon
File and Storage Technolayies(FAST) March 2003.

[11] Jef Mogul. TCPof oad is adumbideawhosetime has
come.In Workshopon Hot Topicsin Opemating Systems
(HotOS) May 2003.

[12] M.RangarajanA. Bohra,K. BanerjeeE. Carrera,

R. Bianchini,L. Iftode,andW. ZwaenepoelTCP Seners:
Of oading TCP Processingn InternetSeners—Design,
ImplementatiorandPerformanceTechnicalReport,
DCS-TR-481.

[13] PrasenijitSarkar SandeepJttamchandaniandKaladhar
Voruganti.Storageover IP: Whendoeshardwaresupport
help?In 2nd USENIXSymposiunen File and Storage
Tedhnolggies(FAST) March2003.



