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ABSTRACT
Periodic order-of-magnitudejumps in Ethernetbandwidthregu-
larly reawaken interestin TCP/IPtransportprotocolof�oad. This
timethejumpto 10-GigabitEthernetcoincideswith theemergence
of new network storageprotocols(iSCSIandDAFS),andvendors
are combiningthesewith of�oad NICs to position IP as a com-
petitor to FibreChanneland other SAN interconnects.But what
bene�tswill of�oad show for applicationperformance?

Several recentstudieshave presentedcon�icting datato argue
that of�oad eitherdoesor doesnot bene�t applications. But the
evidencefrom empiricalstudiesis oftenlittle betterthananecdotal.
Theprinciplesthatdeterminetheresultsarenotwidely understood,
exceptfor the�rst principle:YourMileageMay Vary.

Thispaperoutlinesfundamentalperformancepropertiesof trans-
port of�oad andothertechniquesfor low-overheadI/O in termsof
four key ratios that capturethe CPU-intensityof the application
andtherelative speedsof thehost,NIC device, andnetwork path.
The studyalsore�ects the role of of�oad asan enablerfor direct
dataplacement,which eliminatessomecommunicationoverheads
ratherthanmerelyshiftingthemto theNIC. Theanalysisappliesto
Internetservices,streamingdata,andotherscenariosin whichend-
to-endthroughputis limited by network bandwidthor processing
overheadratherthanlatency.

Categoriesand SubjectDescriptors
C.4[Performanceof Systems]: ModelingTechniques

GeneralTerms
Measurement,Performance,Design

Keywords
Protocolof�oad, TCP, IP, RDMA, networkperformance,high-speed
networking,network storage
∗Thiswork is supportedin partby theU.S.NationalScienceFoun-
dation (EIA-9972879and ANI-126231) andby Cisco, HP Labs,
Intel, IBM, andNetwork Appliance.

Permissionto make digital or hardcopiesof all or part of this work for
personalor classroomuseis grantedwithout fee provided that copiesare
not madeor distributedfor pro®t or commercialadvantageandthatcopies
bearthisnoticeandthefull citationon the®rst page.To copy otherwise,to
republish,to postonserversor to redistributeto lists,requiresprior speci®c
permissionand/ora fee.
SIGCOMM'03 Workshop on Network­I/O Convergence: Experience,
Lessons,Implications(NICELI) August27,2003,Karlsruhe,Germany.
Copyright 2003ACM 1­58113­735­4/03/0008...$5.00.

1. INTRODUCTION
Advancingnetwork speedsand the rise of IP storagehave re-

newed the debateover TCP/IPprotocolof�oad. Storagesystems
and cluster servicesgeneratehigh data rates,motivating use of
SAN networkssuchasFibreChannelto improve performance.As
the bandwidthgapbetweenEthernetandnon-IPSANs continues
to decline,commodityEthernet/IPnetworks offer a cost-effective
andstandards-basedalternative for network storageandotherde-
mandingapplications.A frequentlyciteddrawbackof IP networks
is that datacopying andTCP/IPprotocoloverheadscanconsume
a signi�cant shareof hostCPU cyclesandmemorysystemband-
width, siphoningoff end-systemresourcesneededfor application
processing. This overheadcan increaselatency and limit appli-
cation throughputrelative to a non-IP SAN with equivalent wire
speed.Protocolof�oad to thenetwork device(NIC) is anattractive
solutionto reducethis communicationoverhead.

IP transportof�oad hasbeenhighly controversialfor morethan
a decade[11, 2]. TCP/IPprotocolprocessingis not itself the fun-
damentalbottleneckthatit is oftenperceivedto be: severalstudies
show that protocolcostsaresmall relative to data-touchingover-
headsandthecostto interfacetheTCP/IPstackto theNIC device
andoperatingsystem[4, 9, 8, 3]. Thepopulartextbookby Patter-
sonandHennessy[7] notesthe“pitf all” thata long time-to-market
for complex of�oad NICs leavesthemat risk of beingoutstripped
by advancesin hostCPUspeeds:of�oad maydo moreharmthan
goodif theNIC becomesabottleneck[13]. A compensatingfactor
is thattransportof�oad is astructuralchangethatexposesinforma-
tion usefulfor directdataplacementfrom theNIC into hostmem-
ory. Thusof�oad maymakeit possibleto eliminatesomeportionof
overheadentirely, ratherthanmerelyshifting it to theNIC. Exam-
plesof TCP/IPof�oad asa basisfor directdataplacementinclude
iSCSI NICs andemerging IP standardsfor RemoteDirect Mem-
ory Access(RDMA). This trendis a key reasonwhy IP transport
of�oad maybe“a dumbideawhosetimehascome”[11].

Several recentempiricalstudieshave presentedcon�icting data
to arguethatof�oad doesor doesnot bene�t applications[13, 12,
6, 10]. While thesestudiesoffer valuablereal-world comparisons,
their resultsdependon the speci�c technologiesandapplications
studied. This paperidenti�es key systemparametersfor protocol
of�oad andlow-overheadcommunication,andusesbasicalgebrato
analyzetheir effectsindependentlyandin combination.Our pur-
poseis to illustrateinteractionsacrossthe entireparameterspace
independentof any speci�c technologypoint or application. An
improvedunderstandingof thefundamentalperformanceprinciples
will helpto guidethedebateaboutof�oad andtheinterpretationof
point studies.

Ourstudycharacterizesthepotentialbene�tsof transportof�oad



Table 1: Four LAWS ratios determine the potential bene�t fr om protocolof�oad. Higher ratio valuesdiminish the bene�t.
Lagratio � Ratioof hostprocessingspeedto NIC processingspeed.
Applicationratio 
 Ratioof normalizedapplicationprocessingto communicationprocessing;CPU-intensityof theapplication.
Wire ratio � Ratioof hostsaturationbandwidthto raw network bandwidth;portionof network bandwidththehostcandeliver

withoutof�oad.
Structuralratio � Ratio of the normalizedprocessingoverheadfor communicationwith of�oad to the overheadwithout of�oad;

portionof normalizedoverheadthatremainsin thesystem(eitherNIC or host)afterof�oad.

for applicationthroughputas a function of four key ratios. The
ratios—Lag(� ), Application (
 ), Wire (� ), andStructural(� ) or
LAWS—capturespeeddifferencesbetweenthe hostand the net-
work, the CPU-intensityof the application,andstructuralfactors
thatmayeliminatework in theof�oad case.We hold constantany
otherfactorsthatmayaffect communicationprocessingwork. Ta-
ble1 summarizestheLAWSratiosandSection2 describesthemin
detail.

Theacronym LAWSsuggeststhattheseratiosexposefundamen-
tal propertiesof transportof�oad andrelatedtechniquesto reduce
I/O overhead. Although other factorsmay further limit the ben-
e�ts in practice,thesepropertiesare“laws” in the samesenseas
Amdahl's Law, ratherthanapproximationsfrom a modelthatone
maychooseto acceptor rejectbasedon empiricalvalidation. The
chief limitation of this studyis that it appliesonly whenapplica-
tions are throughput-limited,i.e., they are fully pipelined. Since
overheadaffectslatency, latency-sensitiveapplicationsmaybene�t
from of�oad in ways that arenot capturedhere. Thusour study
complementsLogP[5] andrelatedanalysesthatfocuson latency.

Ourmetricof merit is marginal improvementin peakapplication
throughput. Thekey conclusionsof ouranalysisareasfollows:

� Of�oad is worthwhileprimarily for applicationswith modest
processingload(low 
 ); thebene�t for moreCPU-intensive
applicationsis boundedby 1=
 anddiminishesto zero.

� Thebene�t of of�oad maybearbitrarily largefor a hostthat
is notfastenoughto communicateatwire speed(� << 1)—
next year's network connectedto last year's computer—but
in this casethe large bene�ts apply to a vanishinglysmall
rangeof low-
 applications.At theotherextreme,slow net-
works (� >> 1) show little or no bene�t from of�oad be-
causethe host handlesthe processingeasilywithout assis-
tance.In all casesthebene�t is boundedby 1=� .

� For “realistic” caseswith � � 1 thebene�tsareboundedby
a factorof two. Of�oad is mostbene�cial whenthehostis
evenly balancedbetweencommunicationoverheadandap-
plicationprocessingbeforeof�oad (
 = � = 1).

� If theNIC technologylagsbehindthehost(� > 1), thenthe
bene�t is boundedby 1=� andof�oad may damageperfor-
manceif (but only if) theNIC saturatesbeforethe network
path(�� > � ). However, structuralimprovements(� < 1)
expandthe rangeof systemsthat bene�t from a given NIC
technology. This quanti�es how direct dataplacementcan
improve the engineeringeconomicsfor TCP/IP of�oad by
easingtime-to-market pressure.

2. LAWS PARAMETERS AND MEASURES
Table2 summarizestheinput parametersfor our analysis.Con-

sideranapplicationexecutingonareferencehostwith asingleCPU

Table 2: Input parametersfor the LAWS ratios.
o CPUoccupancy for communicationoverheadperunit

of bandwidth,normalizedto a referencehost
a CPUoccupancy for applicationprocessingperunit of

bandwidth,normalizedto a referencehost
X Occupancy scalefactorfor hostprocessing
Y Occupancy scalefactorfor NIC processing
p Portion of communicationoverheado of�oaded to

NIC
B Bandwidthof thenetwork path

attachedto anetwork of bandwidthB . Applicationprocessinggen-
eratesCPUwork a perunit of bandwidthonaverageoversomein-
terval; communicationprocessinggeneratesCPU work o perunit
of bandwidth.Theparametero encapsulatesall factorsthatmayaf-
fectcommunicationprocessingwork (e.g.,cyclesperbyte),suchas
packet size,thespeci�c transportprotocolused,packet lossrates,
implementationtricks to streamlineprotocol processing,and the
ratio of transmitsto receives.

Sincetheunitsof bandwidthandtime arearbitrary, we canex-
pressa ando in units of CPU occupancy (utilization) normalized
for the referencehost. We introducea scalingparameterX on
occupancy to capturevariationsin processingpower relative to the
referencehost.If theapplicationmovesdataatnetwork speed,then
theCPUspendsa portionaX B of its time on applicationprocess-
ing anda portionoX B on communicationoverhead.If thesepro-
cessingcostssaturatetheCPU(aX B + oX B > 1), thenthesys-
temis host-limitedandthemaximumthroughputis 1=(aX +oX ).
Thuspeakthroughputdoubles(1=X ) onahostthatis twiceasfast
asthe referencehost(X = 0:5). ChoosingX = 1=P represents
the maximumpotentialbene�t from a multiprocessorwith P ref-
erenceprocessorsundertheassumptionthatany unit of work may
executeonany CPUwith no additionaloverhead.

Supposenow thatthesystemof�oads aportionp of thecommu-
nicationoverheadto theNIC. Thenraw communicationatnetwork
speedB consumesonly (1 � p)oX B of hostprocessingpowerand
thehostcanreachhigherspeedsbeforeit saturates.LAWS holds
o �x ed whetherthe work runson the hostor the NIC, but we in-
troducean occupancy scalingparameterY to representthe NIC
processingpower relative to the referencehost; thuscommunica-
tion at network speedconsumesa sharepoYB of NIC processing
capacity, andtheNIC canmove dataat a rate1=poY beforesatu-
rating.

Wecannow expressthekey ratiosfrom Table1 as:

� Lag ratio (� = Y=X ) is theratio of hostCPUspeedto NIC
processingspeed.Wemayview thelag in termsof NIC time
to market: assumingthat both hostsand NICs advanceat
equivalentratesfollowing Moore's Law—adoublingof pro-
cessingpower every 18 months—then� = 2 corresponds
to a NIC lagginghost technologyby 18 months. Higher �
meanstheNIC lagsfurtherbehindthehost.



Table 3: Someuseful valuesderived fr om the parameters.
(1 � p)oX Hostoccupancy for network processing

1=(1 � p)oX Raw hostthroughput(
 = 0)
1=((1 � p)oX + aX ) Peakthroughputwhenhost-limited

poY� NIC occupancy perunit bandwidth
1=poY� PeakthroughputwhenNIC-limited

B Peakthroughputwhennetwork-limited

� Application ratio (
 = a=o) capturesthe CPU-intensity
or compute/communicationratio of an application: higher

 meanstheapplicationis moreCPU-intensive. For exam-
ple, 
 = 2 meansthat theapplicationprocessingperunit of
bandwidthis doublethe fundamentalcommunicationover-
head,i.e., overheadaccountsfor 1/3 of theprocessingwork
for the application. We may view 
 in termsof Amdahl's
Law, which tells us that the bene�t of of�oad or any other
techniquefor low-overheadI/O declinesas
 increasesand
theapplicationitself becomestheprimarybottleneck.

� Wir eratio(� = 1=oXB ) is theratioof hostsaturationband-
width to peaknetwork bandwidth.Much of our analysisfo-
cuseson thecasewherethehostcanprocessraw communi-
cationat network speedbut saturatesthehostCPUin doing
so(� = 1). This is thebestcasefor transportof�oad that is
still “realistic” in thesensethat thehostis powerful enough
to drive its network fully without of�oad. If � < 1, then
� givesthepeakpercentageof wire speedthat thehostcan
deliver withoutof�oad assist.

� Structural ratio (� ) capturesthe effect of of�oad asanen-
ablerfor directdataplacementandothertechniquesto elim-
inateoverheadratherthanmerelyshifting it to the NIC. �
representsthe portion of overheadthat is unavoidable. For
example,� = 0:6 couldindicatethatanof�oad NIC cande-
multiplex receiveddataearlierandplaceit correctlyin host
memory(e.g.,usingRDMA), saving 40%of theoverheadby
eliminatingacopy. For simplicity, weconsider� only for the
full of�oad case,i.e.,we take � = 1 whenever p < 1. Com-
municationconsumesonly aportionoY� of NIC processing
capacityperunit of bandwidth,ratherthanoY.

Table 3 summarizessomemeasuresderived from the parame-
ters. We canseethatpeakthroughputin all scenariosis given by
min (B , 1=poY� , 1=((1 � p)oX +aX )). Higherthroughputnum-
bersarebetter, sothemarginal improvementin peakthroughputor
“bene�t” is de�ned as(af ter � before)=before. We may mul-
tiply by 100 to expressthe marginal improvementvalueasa per-
centage.Thebase(before) caseusesnoof�oad (p = 0), soits peak
throughputis givenby min (B , 1=(oX + aX )).

Severalunaccountedfactorsmayleadto throughputslower than
theseidealvalues.Contentionwithin thesystemmaycausea or o
to increasewith load,particularlyin multiprocessors.If thesystem
is bursty or suffers from limited concurrency then it may fail to
utilize its resourcesfully, solatency mayaffect throughput.In these
casestheexpressionsin Table3 give upperboundson throughput.
It is possiblethatunaccountedfactors(particularlylatency) could
impactthroughputfor non-of�oad casesmorethanfor theof�oad
cases;if so, the resultscould understatethe bene�t from of�oad.
However, the resultsarereliablefor fully pipelinedsystemswhen
theparametersin Table2 canbegivenaccurately.

LAWS is similar to the LogP [5] modelwith somedifferences
and extensionsre�ecting their complementarygoals. LogP pro-
vides a framework to analyzescalableparallel programs,which
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Figure 1: Bene�t of of�oad as a function of application CPU-
intensity (
 ) for varying degreesof of�oad (p), holding other
ratios at 1 (seeSection3.1). The bene�t is bounded by a fac-
tor of two in this ideal realistic case(� = 1), and is bounded
by 1=
 asapplications becomemore CPU-intensive. Amdahl' s
Law dictatesthat the bene�t approacheszero as
 increases.

tend to be latency-sensitive. Thus LogP focuseson latency asa
primaryparameter, andits o andg (NIC overhead)parametersre-
�ect a �x eddivision of communication-relatedoverheadsbetween
thehostandtheNIC. LAWS,on theotherhand,is a framework to
analyzetheeffect of shifting andvarying theseoverheadsaccord-
ing to thestructureof thecommunicationsystem,andto quantify
their impacton peakapplicationthroughput.This impactis inde-
pendentof the numberof processorsin the system,in contrastto
theper-processorcommunicationbandwidthin LogP.

3. ANALYSIS
This sectionexplorestheparameterspaceoutlinedin theprevi-

oussection. The entireanalysisassumesthat the systemis host-
limited beforeof�oad, sinceof�oad alwaysyieldszerobene�t oth-
erwise. Sections3.1 and3.2 vary the application(
 ) andlag (� )
ratios to illustrate effects on the marginal improvementin peak
throughputfrom varyingdegrees(p) of protocolof�oad. Next, Sec-
tion 3.3 variesthe structural(� ) ratio for the full of�oad (p = 1)
case,to show theeffect of directdataplacementor RDMA on the
rangeof applications(characterizedby 
 ) thatcanbene�t from of-
�oad for a given lag ratio. All of theseresultsassumethat � = 1,
i.e., the host is just powerful enoughto processraw communica-
tion atwire speed—the“bestrealisticcase”for of�oad. Section3.4
showstheeffectof varying� valuesbasedonageneralformulation
of theLAWS analysis.

3.1 Effect of Application Ratio (
 )
Figure1 shows thepeakmarginal bene�t of of�oad for a range

of applicationscharacterizedby their CPU-intensity(the 
 ratio),
holding the otherthreeratiosequalto 1. It assumesthat the NIC
doesnot lag thehost(� = 1), so theof�oad NIC cannever limit
throughput.

Wemake thefollowing observationsfrom Figure1:

� Of�oad canimproveapplicationthroughputby atmostafac-
tor of two (100%). The peakbene�t is obtainedat 
 = 1,
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Figure 2: Effect of of�oad as a function of application CPU-
intensity (
 ) for varying degreesof of�oad (p). This graph
is similar to Figure 1 except that the lag ratio is � = 2:
the NIC technology lags the host by 18 months. The slower
NIC diminishes the bene�t of of�oad when it saturates for
communication-intensive (low-
 ) applications; the maximum
bene�t is reducedto 1=� , and of�oad doesmore harm than
goodin the shadedregion(seeSection3.2).

whenthehostCPUis exactly balancedbetweenapplication
processingandcommunicationoverheadwithoutof�oad.

� The bene�t diminishesrapidly for moreCPU-intensive ap-
plications.It is easyto derive that thebene�t is boundedby
1=
 ; morespeci�cally it is boundedby p=(
 � p+ 1). Thus
of�oad canimprove throughputby atmost33%for asystem
that spendsonly 25% of its CPU time in communication-
relatedoverhead(
 = 3).

� When
 < p thebene�t is equalto 
 independentof thede-
greeof of�oad p. Thisoccursbecausethesystemis network-
limited afterof�oad, soincreasingthedegreeof of�oad pro-
videsno furtherbene�t. Thebene�t reacheszerowhen
 =
0; at � = 1 the the host can handleraw communication
(
 = 0) at wire speedwithout NIC assistance,so of�oad
provideszerobene�t.

3.2 Effect of Lag Ratio (� )
Figure2 showshow thepotentialbene�tsof of�oad declinefor a

NIC thatis slower thanthehost(� > 1). This is awell-known pit-
fall discussedin theclassicPattersonandHennessy[7] text. In this
examplethe NIC handlescommunicationat only half of the wire
speedB ; raw communicationatbandwidthB justsaturatesthehost
(� = 1), but theNIC processescommunicationonly half asfastas
thehost(� = 2). This correspondsto a NIC lagginghosttechnol-
ogyby 18monthsattachedto anetwork thatis well-matchedto the
host. We make the following observationsgeneralizingtheresults
from Section3.1.

� ThelaggingNIC reducesthemaximumpotentialbene�t from
of�oad. It is easyto derive thatthemaximumbene�t is 1=� ,
andthat it occursat 
 = � in thefull of�oad (p = 1) case;
morespeci�cally, it occursat 
 = p� + p � 1.
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Figure 3: Potential bene�t of full of�oad asa function of CPU-
intensity (
 ) for varying � , with � = 2 and � = 1 (seeSec-
tion 3.3). � impr ovesthe NIC-limited casesby a slopefactor of
1=� , offsetting the slower NIC. This shows how enhancements
suchasdir ectdata placementcan impr ove the economicsof of-
�oad.

� Of�oad hurtsperformancefor low-
 applicationsthat satu-
ratetheNIC beforethehostCPU.Thiseffectis evidentin the
shadedregion of Figure2. Shifting overheadaway from the
hostdoesnot improve throughputbecausethehostis notsat-
urated,andthesaturatedNIC limits the dataratebelow the
level achievedwithout of�oad. In this examplethemarginal
improvementor declineis (
 + 1)=p� � 1 when the sys-
temis NIC-limited afterof�oad; with full of�oad the line is
(
 � 1)=2.

� The bene�ts of of�oad areindependentof � whenthe NIC
doesnot limit throughput.The effectsareunchangedfrom
theresultsin Section3.1: in theCPU-limited(high 
 ) cases
the systemdelivers improvement1=
 , and in the network-
limited casesthebene�t is 
 andpeaksat 
 = p.

3.3 Effect of Structural Ratio (� )
Theprevious sectioncharacterizesthe sensitivity of of�oad so-

lutionsto NIC technologyandtime-to-market. This effect maybe
offset if transportof�oad serves as an enablerfor structuralim-
provementsto eliminateoverhead.In particular, extensionsto of-
�oad NICs may processthe datastreamto placeincoming data
directly in designatedhostmemorybuffersto avoid copying within
the host. For example,many iSCSI NICs placedatadirectly for
network storageover TCP/IP, andemerging IP standardsfor Re-
moteDirect Memory Access(RDMA) cangeneralizedirect data
placementto othernetwork applications.The long history of re-
searchoncopy avoidancehasgeneratedmany partialsolutionsthat
donotdependonof�oad, but NIC-basedsolutionsoffer crucialad-
vantagesfrom thestandpointof generality, easeof deployment,and
interoperability[2].

Suchstructuraloptimizationseliminatea portion 1 � � of the
overheadratherthanmerelyshifting it to the NIC. This improves
theeconomicsof transportof�oad becauseit easestime-to-market
pressureto keepNICs currentwith host technology(low � ). In
essence,� actsasanadjustmentto � : thebandwidthpointatwhich



communicationoverheadsaturatestheNIC is 1=�� timesthehost
saturationpoint ratherthan1=� . Figure3 shows theeffect for dif-
ferentvaluesof � , holding� = 2 asin Section3.2. We make the
following observations:

� Decreasing� compensatesfor a slow NIC by increasingthe
slopeof theimprovementline by a1=� factorwhenthesys-
temis NIC-limited afterof�oad. In theNIC-limited case,of-
�oad improvesor diminishesthroughputby (
 +1)=�� � 1.
When�� � 1 thesystemcannever beNIC-limited afterof-
�oad, soof�oad canno longerhurt performance.For exam-
ple, if of�oad enablesstructuralchangesthateliminate50%
of theoverhead(� = 0:5) thentheNIC technologymaylag
the hostby 18 monthson the Moore's Law curve (� = 2)
without risk of theNIC becomingabottleneck.

� Themaximumpossibleimprovementfrom of�oad isbounded
by 1=�� , andit occurswhen
 = �� .

� Like � , � in�uences performanceonly whenthe systemis
NIC-limited afterof�oad. When
 � �� thesystemis host-
limited afterof�oad; it returnsto the1=
 improvementcurve
independentof � and� . When�� � 1 thesystembecomes
net-limitedwhen
 < 1, andit returnsto the
 improvement
line.

3.4 Effect of Wir eRatio (� )
Until thispoint theanalysishasassumedthe“bestrealisticcase”

in which thehostspeedjust matchesthenetwork bandwidth(� =
1). CPUspeedsimprove alonga smoothcurve, while network ad-
vancesfollow a stepfunction. This meansthatnetwork technolo-
giesin themarket at any giventimespantwo ordersof magnitude.
Thusit is importantto exploretheimpactof protocolof�oad with
relatively fasternetworks (� < 1) or slower networks (� > 1).
Somehavearguedthatnetwork bandwidthwill continueto advance
at twice therateof Moore's Law [1], resultingin a long-termshift
toward lower � values.Indeed,muchof thecurrentinterestin of-
�oad is aresponseto 10-GigabitEthernetandotherhigh-speednet-
work technologies,whichpush� lower at leasttemporarily.

If we hold fundamentaloverheadconstant,thenthe valueof �
varieswith theinverseof thenetwork speedB . To exploretheef-
fect of � it is thereforesuf�cient to considerjust thecasein which
thesystembecomesnetwork-limited afterof�oad, sincethis is the
only casein which B and� canimpacttheresultin waysnot cov-
eredby our previous analysis. As previously stated,our analysis
assumesthatthesystemis host-limitedratherthannetwork-limited
beforeof�oad, sincethe bene�t of of�oad is always zero other-
wise. ThusB hasno effect if the systemis alsohost-limitedor
NIC-limited afterof�oad.

It is easyto derive that thebene�t of of�oad is (
 + 1)=� � 1
whenthesystemis network-limitedafterof�oad. This is analogous
to theNIC-limited casediscussedin theprevious two sections,in
which thepeakbene�t for full of�oad is givenby (
 + 1)=�� � 1.
Themarginalbene�t of of�oad is determinedby thepointsatwhich
theselines intersectthe familiar 1=
 improvementcurve, which
appliesto thecasein which thesystemis host-limitedafterof�oad.
Figure4 illustratesthe combinationof thesefactors,generalizing
theearlier�gures. Notethatthegraphdoesnotspecifythepointat
which theselinesintersectthey-axis;indeed,theimpactof of�oad
may benegative, asin Figures2 and3. This is why thex-axis in
Figure4 is a dottedline.

In general,the impact of of�oad for eachvalue of 
 is given
by theminimumof thethreefunctionsevaluatedat 
 , depictedby
the bold tracking line in Figure 4. If �� < � (as in Figure 4)
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Figure4: The interaction of NIC-limited, network-limited, and
host-limited scenarios.The marginal impr ovement is given by
the network-limited (if �� � � ) or NIC-limited (if � � �� ) sce-
nario until the peak bene�t is reachedat the intersection with
the host-limited (1=
 ) impr ovementcurve.

then the systemcan never becomeNIC-limited after of�oad be-
causethenetwork saturatesbeforetheNIC. Similarly, if �� > �
then the systemcan never becomenetwork-limited after of�oad
becausetheNIC saturatesbeforethenetwork. Takingtheconstant
c = max (�� ; � ), wecanseethatthebene�t (or impact)of of�oad
is givenby theinteractionof the1=x curveandthe((x +1)=c) � 1
line, asdepictedin Figure5. It is easyto seethat the line always
intersectsthecurve atx = c, andthatthis is thepointof maximum
bene�t 1=c = 1=x. This is thefundamentalbasisfor many of our
previousresults.

With respectto theimpactof � , notethefollowing:

� Thebene�t of of�oad is boundedby 1=� aswell asby 1=
 .
Thepeakbene�t occurswhenthesystemsaturatesboth the
network andthehostafterof�oad (
 = � and�� < � ).

� Themaximumbene�t of of�oad isunboundedas� approaches
zero—afastnetwork anda slow host. However, theselarge
bene�tsapplyto a vanishinglysmallrangeof gammavalues
representinglittle or no applicationprocessingof the data;
in fact, the peakbene�t occursas 
 also approacheszero.
For applicationsthat spendat leastas much CPU time on
applicationprocessingascommunicationoverhead(
 � 1),
thebene�t of of�oad is alwaysboundedby 1=
 : of�oad can
never improve throughputby morethana factorof two for
theseapplicationsevenon fastnetworks.

� Of�oad haslittle valueon relatively slower networks(� >>
1). For example,a hostthat is powerful enoughto commu-
nicateat 10 timesthe network bandwidthbeforesaturating
(� = 10) cannever obtainmorethana 10% bene�t (1=� )
from of�oad. Moreover, this diminishedbene�t appliesto
an increasinglynarrow rangeof 
 values: as � increases,
the bene�ts accrueonly for increasinglycompute-intensive
applications(
 = � ) andarecorrespondinglysmallerin ac-
cordancewith Amdahl's Law.

� More ef�cient protocolsandimplementationsincreaseboth

 and� , underminingthebene�tsof of�oad.



1/x

�����������
	�����
 �
�������������

((x+1)/c)- 1

c

1/c

Figure5: An abstraction of the functions governing the bene�t
of of�oad, wherec = max (�� ; � ). The peakbene�t 1=coccurs
whenx = c, i.e., 
 = max (�� ; � ).

4. CONCLUSION
Thecontribution of this paperis to capturemany of the factors

governing the effectivenessof TCP/IPof�oad in termsof simple
relationshipsamongthe four LAWS ratios. Point studiesmay be
misleadingif they evaluatesystemsandapplicationsthatlie within
narrow regionsof the parameterspace.The LAWS analysispro-
videsa comprehensive basisfor interpretingexperimentalresults
andframing the debateover of�oad technologies.The resultsap-
ply to throughput-limitedapplicationssuchasInternetservers;we
planto addresslatency-sensitive applicationsin futurework.

It wouldbewrongto concludefrom ouranalysisthatTCP/IPof-
�oad is not worthwhile. Indeed,our studysupportstheconclusion
thatof�oad is moreworthwhilenow thanit hasever been,asa re-
sult of fasternetworksanddirectdataplacementpushing� and�
downwards.In practiceit is reasonableto expectbene�tsupto 50%
or perhapsas much as a factor of two for ideal communication-
intensive applicationson high-speednetworks. In thesescenarios
of�oad NICs offer a relatively inexpensive opportunityto gain a
few monthsor evenayearor moreon theMoore's Law curve.

However, theLAWS analysisexposesfundamentallimits on the
bene�tsof of�oad, andthefragile—even“elusive”—natureof those
bene�ts. The bene�ts of of�oad accrueprimarily for low-
 ap-
plicationssuchastransactionserversandnetwork storageservers
with largenumbersof diskarms,visualizationengines,andstream-
ing dataprocessing.Fasternetworks andmemorysystemlimita-
tions may increasethe bene�ts of of�oad appreciablyby pushing
� down, but the larger bene�ts may not extendbeyond a handful
of synthetic(low-
 ) benchmarksin the lab. Indeed,the trendsfor
industrial-strengthInternetservicesmay favor higher 
 valuesas
theseservicesareincreasinglybasedon powerful but slow script-
ing languagessuchasPerl,Python,andPHP. Wehave measured

ratiosashigh as40 for dynamic-contentWebservicebenchmarks,
limiting thebene�t of of�oad in thosesettingsto a few percentage
points.

TheLAWS analysisis suf�ciently abstractto applyto any tech-
nique to reduceI/O overheador shift it to anothercomponentof
the system. For example,many in the industryview TCP/IPof-
�oad asessentialto enableIP-basednetworking to competewith
SANssuchasFibreChannel.This maybeso,but theperformance
advantageof today'sSANsrelative to IP networksis similarly lim-
ited accordingto theLAWS results.

Acknowledgments
We thanktheanonymousreviewersandour shepherdVijay Pai for
their help in improving the paper. This work alsobene�ted from
discussionswith OmerAsad,KostasMagoutis,Alvin Lebeck,Jeff
Mogul, Jaidev Patwardhan,PrasenjitSarkar, andDanSorin.

5. REFERENCES
[1] Of�oad WhitePaper.

http://www.national.com/appinfo/networks/�les/whitepaper1.pdf,
2003.

[2] Jeffrey S.Chase.TCPimplementation.In High-Performance
TCP/IPNetworking,Mahbub HassanandRajJain,editors.
PrenticeHall, December2003.ISBN 0-13-064634-2.
http://issg.cs.duke.edu/publications/tcp.pdf

[3] Jeffrey S.Chase,Andrew J.Gallatin,andKennethG.
Yocum.Endsystemoptimizationsfor high-speedTCP.IEEE
Communications,SpecialIssueonHigh-SpeedTCP,
39(4):68–74,April 2001.

[4] David D. Clark,VanJacobson,JohnRomkey, andHoward
Salwen.An analysisof TCPprocessingoverhead.IEEE
CommunicationsMagazine, 27(6):23–29,June1989.

[5] David E. Culler, RichardM. Karp,David A. Patterson,
Abhijit Sahay, KlausE. Schauser, EuniceSantos,Ramesh
Subramonian,andThorstenvonEicken.LogP:Towardsa
realisticmodelof parallelcomputation.In Proceedings4th
ACM SIGPLANSymposiumonPrinciplesandPracticeof
Parallel Programming, 1993.

[6] Matt DeBergalis,PeterCorbett,Steve Kleiman,Arthur Lent,
Dave Noveck,TomTalpey, andMark Wittle. TheDirect
AccessFile System.In USENIXSymposiumonFile and
Storage Technologies(FAST). USENIX, March2003.

[7] JohnL HennessyandDavid Patterson.Computer
Architecture:A Quantitative Approach,2ndEdition.Morgan
KauffmanPublishers,1995.

[8] VanJacobson.4BSDheaderprediction.ACM Computer
CommunicationReview, 20(2):13–15,April 1990.

[9] JonathanKay andJosephPasquale.Theimportanceof
non-datatouchingprocessingoverheadsin TCP/IP.In
Proceedingsof theSIGCOMMSymposiumon
CommunicationsArchitecturesandProtocols, pages
259–268.ACM, September1993.

[10] KostasMagoutis,SalimahAddetia,AlexandraFedorova,and
Margo I. Seltzer. Making themostoutof direct-access
network attachedstorage.In 2ndUSENIXSymposiumon
File andStorage Technologies(FAST), March2003.

[11] Jeff Mogul. TCPof�oad is a dumbideawhosetimehas
come.In WorkshoponHot Topicsin Operating Systems
(HotOS). May 2003.

[12] M.Rangarajan,A. Bohra,K. Banerjee,E. Carrera,
R. Bianchini,L. Iftode,andW. Zwaenepoel.TCPServers:
Of�oading TCPProcessingin InternetServers—Design,
ImplementationandPerformance.TechnicalReport,
DCS-TR-481.

[13] PrasenjitSarkar, SandeepUttamchandani,andKaladhar
Voruganti.Storageover IP: Whendoeshardwaresupport
help?In 2ndUSENIXSymposiumonFile andStorage
Technologies(FAST), March2003.


