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Abstract

Although clustersoffer inexpensve computing power,

they aredif cult and expensve to manage particularly
for usercommunitieswith diversesoftware needs. This

paperpresentlusteron-DemandCOD), a clusterop-

eratingsystemframawork for mixed-useclusters. COD

interposeson standardchetwork managemenservices—

DHCP NIS, and DNS — to partition a clusterinto dy-

namic virtual clustes (vclusters)with independentn-

stalled software, namespacesaccessontrols,and net-

work storagevolumes.COD allocatesnodesto vclusters
on-the- y, recon guring them as neededwith PXE net-

work boots.A key elemenbf CODis aprotocolto resize
vclustersdynamicallyin cooperatiorwith pluggablemid-

dlewarecomponentsuchasbatchschedulersThe COD

framawork is akey building block for automatednanage-
mentof computingutilities andgrids.

1 Intr oduction

Clusteringinexpensve computerds an effective way to

obtain reliable, scalablecomputing power for network

servicesand compute-intensie applications.Sinceclus-
tershave ahighinitial costof ownershipjncludingspace,
power conditioning, and cooling equipment,leasingor

sharingaccesgo a commonclusteris an attractive solu-

tionwhendemandwsaryovertime. Sharectlusterssnable
moreeffective useof resourcedy multiplexing, andthey

offer economieof scalein administrationas personnel
costsgrow evenashardwarecostsdecline.

There has beena great deal of researchand progress
in managingclusterssince the early days of the NOW
project[5]. The most successfukystemstoday main-
tain a homogeneousoftware ervironmentfor a speci ¢
classof applications. Thesesystems— including Be-
owulf [1], load-leveling batchschedulerg2, 3], Millen-
nium [10], Rocks[21], andotherelementsof the NPACI
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grid toolset— targetbatchcomputationsvritten for com-
mon OS or middleware APIs. Theseare powerful tools,
but one size doesnot t all: usersof a sharedcluster
shouldbe free to selectthe software ervironmentsthat
bestsupporttheir needswhich mayinvolve multiple op-
eratingsystemsinultiple batchclassesWebapplications,
andmultiple Grid points-of-presencesachservinga dif-
ferentsggmentof the usercommunity Toolsto manage
mixed-uselustersarestill lacking.

This paperdescribeghe architectureandimplementation
of Clusteron-Demand COD), a systemto enablerapid,

automated,on-the- y partitioning of a physical cluster
into multiple independentirtual clustes. A virtual clus-

ter (vcluster)is a subsebf clusternodescon guredfor a

commonpurposewith associatediseraccountandstor

ageresourcesa userspeci ed softwareenvironment,and

aprivatelP addres®lockandDNS namingdomain.COD

vclustersaredynamig their nodeallotmentsmay change
accordingto demandor resourceavailability.

COD wasinspiredby Oceand7], anIBM Labsproject
to automatea Websenerfarm. Like OceanoCOD lever-
agesemote-bootechnologyto recon gureclusternodes
usingdatabase-drivemetworkinstallsfrom a setof user
speci ed con gurationtemplatesunderthedirectionof a
policy-basedesourcemanager Emulab[26] usesa sim-
ilar approachto con gure groupsof nodesfor network
emulationexperimentson a sharedtestbed. Section2.2
setsCOD in contet with theseandotherrelatedsystems.

The primarycontribution of COD is to extendthesetech-
nigquesto ageneraframenork for a clusteroperatingsys-
tem. Like a corventionalOS, COD allocatesresources
to its users, isolates user ervironmentsfrom one an-
other mediatesinteractionswith the external erviron-
ment, and managesharedresourcegslynamicallyasde-
mandschange. Ratherthan allocating slivers of each
nodes memoryand CPU to userprocessesCOD allo-
catescompletemachinego vclusterssharedby a group
of users. Usersassumefull control of their machines
down to the baremetal: COD installsuserspeci ed soft-
warein eachvcluster analogouslyto a corventionalOS
instantiatinga userprogramin a process. Most impor-



tantly, COD enablese xible, decentralizeddynamicre-
sourcemanagemenacrossvclusters; velustersmanage
their own resourcesdnternally, andinteractwith COD to
obtainor releaseesourcemsneeded.Our designlever
ageswidely usedopen-sourceomponentso supportdi-
versehardwareplatformsandto evolve rapidly with new
technology

2 Overview

Figurel illustratesthe COD framawork. A siteadminis-
tratorissuescredentialsauthorizingaccesdo a Web ser
vice interfacefor the COD site. Using this interface,ex-
ternaluseramayde ne usergroupsdelegateaccessights
to the membersof a group, requestvclusterson behalf
of a group, and de ne hardware requirementsand soft-
ware con guration templatesfor thosevclusters. COD
interposeson the Dynamic Host Con guration Protocol
(DHCP) to take control of clusternodesthroughintel's
PrebooteXecutionErvironment(PXE) [13], andinstall
theuserspeci ed softwareunderthe controlof aminimal
trampolineOS.Onceanodeis activein avclustef DHCP
andother standardchetwork managemenservices— the
Network Information Service(NIS) and Domain Name
Service(DNS) — coordinateto assignnode hostnames
andIP addressesjpdatethevisibility of network storage,
andsetuseraccessights. Theseservicedie into a unify-
ing back-enddatabasef nodestatesandcon gurations.

COD enablesuid assignmenbf resourcesccordingto

site policies and resourcedemandswithin the vclusters.
While somevclustersmay maintaina static resenation
for a x edpurposepthersmaybene t from dynamicre-
sizing. For example,a vclusterhostinga pool of network
senersor agrid schedulewill facevaryingdemandover
time. COD resizesdynamicclustersin cooperatiorwith

a middleware componentassociatedvith eachvcluster
In recentyears,a wide rangeof clustermanagershave
emegedfor speci ¢ applicationervironments(seeSec-
tion 2.2). Eachof thesesystemssupportsecon guration
for changingclustersize [15] to allow for nodefailures
andincrementalgrowth. A key premiseof COD is that
eachof thesesystemsmay run as a local manager- a
Virtual ClusterManager or VCM — for avirtual cluster

negotiating vclustersize with the global COD manager
This hierarchicaldivision of resourcemanagemenfunc-

tions betweenthe global COD managerand the VCMs

is a cornerstonef the COD architecture Section5.3 de-
scribegheresourcananagemerftameworkin detail,and
Section6 illustrateswith anexampleof anextendedSGE
batchscheduler

COD maintains surplus nodesin a common enegy-
managedeservepool and deplgys themto vclustersas
needed.A resourcemanagemupdateghe databaseo as-

sign nodesto vclustersaccordingto de ned policy rules
and vclusterresourcedemands. It managegshe resene
pool to improve enegy ef ciency underlight load (see
Section3.4).

The sharedresene pool offers eachvclusterbackupca-
pacity to handlenode failuresor load swings. During
periodsof light load, a high-demandvcluster may ob-
tain morenodesthana privately ownedclusterwould al-
low. Transitioninga nodebetweervclustersmayrequire
a software reinstall whosecostis measuredn minutes
(seeSection3.3). This “context switch” costis accept-
ablein alarge, sharedcluster whensubsetof nodesare
resenedfor speci ¢ purposesverperiodsof hours,days,
or longer

2.1 DesignGoalsand Choices

Five key goalsdrivethe COD design.

Hardware-independenceCODis designedo work with
ary computerthat supportsLinux and remote-bootsis-
ing PXE/DHCP Whena node rst powersup in a COD
cluster COD loadsthe trampoline,which is a minimal,
generic,memory-base®S that bootsquickly on a wide
rangeof seners. Thetrampolineis built with components
from standardLinux distributions, including Red Hat's
kudzuhardware-probingorogramanddriver modulesfor
all Linux-supportedievices.Oncebooted thetrampoline
scansthe hardware and transmitsa recordof the node’s
physicalcon guration for lateruseby the COD resource
manager

OS-independence. Although the trampolineleverages
thecomprehensie platformsupportfrom Linux, COD it-
self is OS-agnostic.For full generality COD con gura-
tions may specifyoperatingsystemimagesasraw bit le
partitionimagespr specifyanalternatanstallerprogram
to interpretOS-speci cimageformats. COD usersmay
selectfrom prede nedpartition images,requesthe sys-
temto cloneimagesfrom a manuallyinstallednode,or
usearbitraryOS-speci ctoolsto preparémagesandup-
loadthemto thecon gurationdatabas¢hroughtheimage
uploadsener. To supportheterogeneouslusterscon g-
urationtemplatesnayincluderulesto selectamongmul-
tiple imagesby matchingon hardwareattributes.

User control. A vclusterowner hasthe samedegreeof
controloverits virtual clusterasit would over a physical
clusterdedicatedor its own use.Ownersmay obtainsu-
peruseraccesn their nodes,control the useraccounts
enabledfor login privileges, or replaceary elementof
the softwareenvironment— includingthe operatingsys-
tem— for thenodesassignedo them.

Automated management. Oncecon gurationsare de-
ned, site administrationoverhead(otherthanhardware
maintenancejs independenbf the numberof hostsand
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Figurel: Clusteron-DemandCOD) partitionsa physicalclusterinto multiple virtual clusters(vclustes). Vclusterownersspecify
the operatingsystemsandsoftwarefor their vclustersthrougha Webinterface. The vclustersin this examplerun abatchscheduler
andaWebsener cluster which canresizedynamicallyto respondo dynamicload changes.

the numberof users.Everydayadministratve taskssuch
asuseraccountmanagemendevolve to vclusterowners
througha PHP/SQLWebinterface.COD fully automates
the stepsto track multiple con gurations,track the allo-
cationstatusof clusternodeschangea nodesrole or re-
assignit to a differentvcluster and/orupgradea nodeto
anew prede nedsoftwarecon guration. To adda PXE-
enabledsenerto a COD cluster simply plug it into the
network andpowerit up.

Isolation and safety. COD mustpreventusersfrom mo-
nopolizing resourcesor interfering with other usersor
the systemitself. A key benet of the vcluster con-
ceptis that node accesss controlledon a vclusterba-
sis. Moreover, COD maintainsa consistenervironment
acrosseachvcluster Nodesjoining a vclusteralwaysin-
stallacleancon gurationof veri able integrity; thishelps
protectagainstcorruptionby previous usersandleakage
of sensitve databetweervclusters.This “wipe it clean”
philosophyderivesfrom Rocks[21]. Finally, IP-enabled
managedower componentsllow COD to seizecontrol
of arny nodeby interruptingits power supply forcing it
to restartandbootontothe trampoline.VLANs enablea
clustermanageto isolateeachvclusteron a virtual pri-
vateEthernetsegment(althoughthe COD prototypedoes
not yet con gure VLANS). Theseexisting mechanisms
are sufcient for basicisolation, but mixed-useclusters
will alsobene t from secureBIOS functionsandcon g-
urableQoSsharedor VLANs andnetwork storage.

2.2 RelatedWork

Manageabilityis increasinglyrecognizedas an impor-
tantchallengefor computersystemsiesignandresearch.
The industryhasrespondedvith key initiativesfor auto-
matedmanagemenincluding PXE remote-bootechnol-
ogy[13], theACPI[11] andWake-on-LAN[12] standards
for sener pawer managementjevice interfacestandards
that promoteinteroperability and componentssuch as
network switchesandIP-enabledower distributors. On
the systemsoftware side, most systemsnow obtain net-
work namespetwork addressesyseridentities,andhost-
speci ¢ informationfrom network-administeregervices
suchasNIS, DNS, LDAP, andDHCR Thesearekey en-
ablersfor the COD approach.

Several companiesare marketing productsto automate
sener managemenfor enterprisesand Internethosting
providers. Prominentplayersin this spaceinclude Ter
raSpring Opsware(Loudcloud),|BM, andHP throughits
Utility DataCenter(UDC) productandrelatedresearch.
While few details of thesesystemsare published,they
re ect the conceptof policy-basedmanagemenbf re-
sourcesandcon gurationsin largesharedsener clusters.
Onecontribution of this paperis to describan detailhow
to addresghesegoalsin a generaland e xible way by
combiningwidely usedopen-sourceomponents.

Many systemausePXE network installsto managenode
con gurations. For example,the popularBpBatchtool
from bpbatd.org usesPXE bootsto install, update,or
selectlocal softwareon eachnode;the BpBatchbootim-



Figure2: Thelifecycle of aCOD node.

ageis aninterpreterfor scriptsthat canexamineor par
tition the disk, fetch a softwaredistribution andinstall it
locally, and/orload a new bootimagefrom a selectedo-
cal partition. COD selectsPXE actionsdynamicallyby
gueryinga con guration databasethis key techniqueof
database-dvennetworkinstallswasdescribegreviously
for Oceanoand Emulab Thesesystemssharethe pri-
mary goalsof automatednanagementjsercontrol, and
safeisolationfor mixed-useclusters.They alsocon gure
VLANS to isolatevirtual clusters.Both of thesesystems
targetspeci ¢ applicationervironments:network emula-
tion for Emulab,andWeb servicehostingfor Oceano.

COD appliesthe ideasin thesesystemsto a general
framawvork for dynamic sharing of cluster resources
acrossarbitrary userde ned software environmentsand
applications.In particulay COD's hierarchicalapproach
incorporatedocal resourcemanagersvithin eachvclus-
ter or vcluster group, with a global resourcemanager
to coordinateresourceusageacrossmultiple dynamic
vclusters. The COD premiseis that the key featuresof
Oceanoand Emulab— Oceanas Web serviceresource
managerand Emulabs rich supportfor con guring em-
ulation experiments— could apply at the vclusterlevel
in the COD framework. Similarly, mary otherapplica-
tion clustermanagersould be adaptedo run asVCMs
within the COD framawork. Examplesnclude Beowulf,
load-leveling batchschedulersgrid managersenterprise
applicationmonitors[25], clusterbasechetwork services
(e.g.,[23, 17, 18, 9]), and clusterbasednetwork stor
age[19, 24, 6, 4].

3 Managing Nodes

Figure 2 depictsthe statesandtransitionsin thelifecycle
of a COD node. Whena node rst powerson, it loads
thetrampoline which takescontrol of the node,scansit,
and preparest to join a virtual clusterselectedby the
COD manager Before assigninga sener to a vcluster
COD must rst prime the nodeby applyinga con gura-
tion template which typically installsone or more parti-
tion imageson alocal disk. Whena nodeis assignedo
avcluster subsequentbootdoadits userspeci ed soft-
ware; a noderunning this usersoftware is active in its
vcluster A nodeleavesits vclusterwhenthe VCM volun-
tarily releaseshe nodeor COD forcibly reclaimsit with
a power reset. In either case,the nodebootsback onto
the COD trampoline which mayidle the nodein awarm
(inactive) or cold (off) resere pool, or acceptcommands
from the COD manageto returnthe nodeto its previous
vclusteror primeit for anew con guration.

This sectionoutlinesCOD's handlingof thesenodestates
andtransitionsin moredetail. Section4 thendiscusses
nodes ervironmentwhile it is active in avcluster

3.1 RemoteBoot

Every COD clusternodehasa PXE-capablenetwork in-

terfaceanda BIOS con guredto bootfrom thenetwork at
power-on or restart.In atypical network boot,thenodes
ethernetNIC broadcasta DHCP requestwith a vendor
tag indicatingthat it is a PXE client; the DHCP sener
respondsvith IP informationaswell asthe nameand|o-

cationof abootloadeimageto downloadvia TFTRP

The COD DHCP sener queriesthe nodestatusdatabase
to determinewhich imagereferenceto returnon a PXE
bootrequest.If the nodeis active, DHCP returnsa com-
mandto bootfrom its primedimage, e.g.,from the pri-
marylocalpartition,or from animagesenerfor adiskless
boot. DHCP commandghe nodeto bootthe trampoline
if thenodewasoff, or if it hasreturnedo thetrampoline
stateafterpreviousmembershipn avcluster Thisoccurs
whenarebootinto a vclusterfails (detectedy atimeout
or arepeated®XE requesfrom a nodein the boot state),
whena vclustervoluntarily relinquishesa node,or when
the COD manageforcibly reclaimsa nodefrom avclus-
ter by interruptingits power supply Thesecorrespond
to thetransitionsinto thetrampoline statefrom the dark
grey statesn Figure2.

To boot the COD trampoline,the DHCP sener rst re-
turns a referenceto a small rst-stage bootloadercalled
PXELinux (from syslinux.og). The PXE cardusesTFTP
to fetch and boot PXELinux from the speci ed image
sener. A PXELinuxscriptthenfetchesa COD-generated
con guration le, alsovia TFTR The con guration le
containshootparameterdncludingthe nameof the com-



pressedtrampolineimage and the network location of
a COD con guration sener (confd. PXELinux then
fetchesthetrampolinekernelitself, andbootsit.

3.2 On the Trampoline

Therole of the COD trampolineis to scanthe hardware,
idle the node on warm resere until it is needed,and
preparethe nodeto join a vclusterselectedby the re-
sourcemanager Thetrampolineis a minimal Linux ker-
nelimagebuilt to run on ary standardntel-basedsener,
andincorporatinga minimal ramdisk— currentlysixteen
megabytesuncompressedsix megabytescompressed—
mountedasits root le system.Thetrampolinecanprobe
and recognizeary attachedhardware device for which
Linux driversareavailable.This generalityallowsa COD
clusterto incorporateary standard®XE-capableeneror
PC supportedby standardLinux. The trampolinedoes
not dependon a local disk, andit doesnot modify local
storageunlessthe nodeentersheprime state.

After booting,thetrampolineexecuteghekudzuprogram
to probethe hardware and load drivers, then initializes
its primary network interfaceusingDHCP. A usermode
programcalledctrampthencontactshe COD con gura-
tion sener (confd indicatedin the trampolineboot pa-
rametersandtransmitsa compactXML summaryof the
nodes physicalcon guration, including partition struc-
tures, memory capacity and CPU speedextractedfrom
proc. Thetrampolinethendisconnectandawaitsfurther
con gurationinstructionsrom confd

3.3 Priming

When the resourcemanagerrecruits a node for a new
vcluster confd connectsto the (ctramp port and trans-
mits imagelayout informationfrom the selectedcon g-
uration templatein the clusterdatabase.In the prime
state,a usermodeprogramcalled cprime con guresthe
nodeaccordingto the imagelayout information, option-
ally partitioningthelocal disk. Theimagelayoutincludes
alist of URLs for compressed;hecksummedon gura-
tion imagesavailablefrom an HTTP sener, andmay in-
cludea separateémagefor eachdisk partition. To prime
the node, cprime fetchesthe imagesand uncompresses,
installs,andveri es themby executinga pipelineof stan-
dard programs(wget, gunzip dd, andmdsun. To com-
plete the priming, cprime installs a masterboot record
(MBR), informs confdthatthe nodeis enteringthe boot
state andinitiatesarebootinto the newly installedOS.

In our current prototype, each vcluster node indepen-
dently fetchesits imagesfrom an HTTP sener. To
distribute imagesef ciently we planto usepcp, which
pipelinesdatain parallelthrougha secure -ary multicast
tree.Emulabsfrisbeedisk loaderusesarelatedmulticast
approacho distributeimagego largevclusters.

BecauseCOD usesbhit-copy partitionimagesby default,
priming is independenof the operatingsystemandother
nodesoftware. In particular the con gured OS may use
le systemformatsunknown to the Linux-basedtram-
poline. However, in its simplestform, the bit-copy ap-
proachmay causethe systemto write unnecessargata
to thedisk, e.g.,to zeroout blocksthat containno useful
dataandwill later be overwritten by the software. One
bene t of payingthis costis thatit helpssecurethe sys-
temagainstataleakagenvhena physicalnodetransitions
from onevclusterto another Writing completebit-copy
imagesalsoallows cprimeto write the datasequentially
at the disk spindlespeed. However, COD con guration
templateanay specifyan alternatve Linux executableo
replacedd astheimageinstaller Theinstallermayinter-
pretthe imageand placeit on the diskin a mannerspe-
cic tothetargetOSor le system.For example,Emu-
lab's frisbeeuses lesystem-speci cimagecompression
to avoid zeroingdisk blocksthat are uninitializedin the
image;this is similar to Partition Image(partimage.org)
andother lesystem-avareimageinstallers.

3.4 The Resewe Pool

Onegoal of COD is to de ne commonfacilities to im-
proveenegy ef ciency for clustersvhenthey arerunning
belon capacity Today's standardlow-end rackmount
seners consumeon the order of 1-2 MWh per yearin
electricity ($100-$200)countingcoolingcosts.Theclus-
ter canreduceits power demandby steppingunallocated
senersdown to low-power statesyeactivating themwith
Wake-on-LAN whenthey areneeded.VCM middleware
for time-varyingworkloadssuchasnetwork servicescan
concentratdoad on a minimal setof seners, releasing
unusedsenersto the enegy-managedesene pool. Our
previouswork hasdemonstratethe bene ts of this tech-
niguefor enegy managemerin Web senerfarms[9].

Surplusnodesidle in an enegy-managedesene pool.
If a nodein the trampoline stateis not needed,confd
commandst to idle in theinactive state. Whena suf-
cientwarmresene existsin this state,it commandsur
plus nodesto stepdown to the cold-resere (off) state.
COD leavespreviously installedsoftware (if any) cached
for future use. If aresere nodeis assignedo reactvate
thesamecon gurationtemplate andthetemplatevasnot
modi ed sincethe nodes last priming, then COD skips
the prime phaseand entersbhoot to rebootthe nodedi-
rectly into its vcluster

4 The Virtual Cluster Environment

This section discussesthe mechanismsto customize
vclusteroperatingenvironments. Whena nodeis active
in a vcluster it runs a userspeci ed operatingsystem;



Sections4.1 and4.2 discusshe meango de ne andini-

tialize the OS. COD interposesn well-establishedchet-
work managemenservices— DHCP, NIS, andDNS —

to shapethe nodes view of its context, including its IP

addresandhostnameauthorizediseraccount@ndpass-
words, and accessto network storagevolumes, as de-
scribedin Section4.3. The COD prototyperequiresthat
theOSunderstan@ndusetheseservicedo con gure; we
have not yet extendedCOD for alternatve servicessuch
asLDAP or Active Directory.

4.1 Constructing Images

Usersconstructpartition imagesfor COD con guration
templatesusing tools outsideof COD. To simplify cre-
ation of new templatesthe COD trampolinecanextract
andsave partitionimagebit les andpartition mapsfrom
a COD clusternode. Thusthe usualway to con gure
a virtual clusteris to instantiatea nodeusing a standard
con guration,usearbitrarytoolsto modify thecon gura-
tion directlyonthenode(e.g.,by loggingin andinstalling
new softwarefrom the network), thencommandCOD to
save theresultingcon gurationinto atemplate.The Mil-
lennium rootstok tool and commercialsystemssuchas
ImageCas{phoenix.comusea similar approach.

Importantly imageextractionis the only way to presere

changedo thelocal le systemacrossnodereallocations
in COD. Nodesarestatelessary long-termdurabledata
are saved on network storagevolumesaccessibleo the

groupandassignedo thevcluster

4.2 Initializing the NodeOS

COD doesnot specify or constrainthe mechanismgo

perform node-speci ¢ con guration in an active node.
Someapplicationsmay require additional con guration
stepswhich arenecessarilyDS-speci candapplication-
speci c. To completethesesteps,the vclusterowner or

installedsoftware may run arbitrary programsor scripts
usingstandardemoteexecutiontoolssuchasssh For ex-

ample,akey componenbf EmulabistheTMCCprogram,
whichcon guresLinux/Unix hostsfor network emulation
experiments RocksandLinux/Beowulf computeclusters
executelLinux-speci ¢ con guration tools suchas kick-

start to initialize nodesand load packagedor specic

roles within the vcluster The VCM may trigger these
stepswhen COD noti es it that a node hasjoined the
vcluster COD vclusterownersmay employ other stan-
dardtools suchasCfenging[8] to updateor modify con-
gurations within a COD vcluster

4.3 Host Con guration

COD interpose®n network managemergervicego con-
trol eachnodes view of its ervironmentaccordingto its
vclustermembership.

COD assignsnodelP addressewithin a subnetfor
eachvcluster Nodesobtaintheir IP androuterad-
dresseshroughthe COD DHCPsenerasthey boot.

COD assignsnodedomainnamesderived from the

vclusters symbolicnameassignedat creationtime.

Eachvclusteroccupiesa private DNS subdomain.
Nodesobtain their hostnameghrough DHCP and
useDNS or NIS to mapbetweerhostnamesndIP

addresses.Our prototypeusesMyDNS, an open-
sourceSQL-enabledNS sener.

Conceptuallyeachvclusterexecuteswithin its own
NIS domain,which enablesaccesdor speci ¢ user
accountsand netgroups. Our currentimplementa-
tion usesa commonNIS domainandan NIS sener
shimthatqueriesthe con guration databas¢o lter
lookupsfor usersandgroups.

COD exports NFS le storagevolumesas groups
and vclustersare de ned. The nodecon guration
templatemay include an NFS mountmap supplied
throughNIS. The mountmapcontainsa list of NFS
le volumesauthorizedoy the site administratorfor

accessy the vclusters group. The mapdirectsthe
nodeto attachthesevolumesat speci ed pointsin

thenodes le namespace.Whena vclusteris cre-
ated,COD issuesxportcommanddo le senersto

export the selectedle volumesto a netgroupcon-
tainingthevclusters completeDNS namespace.

5 Dynamic Virtual Clusters

The COD resource manager assigns nodes to sat-
isfy resource requests from users.  All alloca-
tion requests are lists of 4-tuples of the form

allocate
, selectingfrom nodesmatch-
ing the speci ed , and apply the speci ed
con guration COD satis es or rejectseach
requestasanatomicunit. Notethatdifferentnodesn the
samevclustermay usedifferenttemplatesto allow for
specializedroles within the vcluster As a simple basis
for allocating resourcesunder constraint, all requests
inherit a priority level assignedo the owning group by
the siteadministrator

nodesto

A requesto createavclustertakesasimilarform. If COD
acceptsa vcluster createrequest,it establishesa lease
expirationtime on the vclusteraccordingto the request-
ing group's default leasetime or a requestedeasetime,
whicherveris lower. Vclustersmay returnnodesto COD
voluntarily or in response resourcaeclamatiorrequest
from the COD manager COD reclaimsresourcesrom a
vclusteronly thevclusters currentsizeexceedsts create



size,or if theleaseis nolongervalid, i.e., becausét has
expiredor the siteadministratolhascanceledt.

5.1 NodeSelection

The nodesselectedo satisfya requestuple mustmatch
certainattribute constraints. First, they must capableof
acceptingmagesassociateavith the speci ed con gura-
tion template. Secondthey mustmeetor exceedthespec-
i ed requestttributes,e.g.,to meeta minimummemory
or storagerequirement.The desiredgoal statefor there-
sourcemanagetis to satisfy high-priority noderequests
usinglow-costnodes— preferablyidle nodes— while si-
multaneouslymatchingthe maximumnumberof unique
nodesto highly constrainingrequests.For example,as-
sumewe have a nodewith multiple network cardsanda
one gigahertzprocessar This nodemay be usedto sat-
isfy arequesspecifyinga gigahertzprocessarHowever,
if fastprocessor@re morecommonthanmulti-interface
nodes,the multi-interface requestis more constraining
thanthe requestfor a gigahertzprocessoandwe would
prioritizethisnodeto ful Il amulti-interfacenoderequest
overonefor agigahertzprocessorequest.

Ournodeselectionapproackemplo/s amatchingscheme
similar to Condors classads[22]. Node attributes are
speci ed using XML. XML is a naturalchoicebecause
it allows for atree-like structurefor nodeattributes. XML
standardsspecify methodsfor attribute matching and
transformationdrom one XML objectto anotherbased
on asetof rules. XML librariesallow COD components
to store,parse,andretrieve dataeasilyin a standardor-
matwith cross-platfornsupport.COD usessimpleoper
atorsto determindf two attribute speci cationsareequal
or if onesatis esthe other The attributesof a selected
node— obtainedby hardwareprobingeachtime thenode
bootsthe trampoline— mustsatisfyattributesuploaded
with thetemplateandspeci edin therequesitself.

To simplify requestmatching, COD usesthe equal op-
eratorto group nodesinto equivalenceclassesor node
typesasthey arediscovered.For eachrequestuple, COD
matchesthe requestand templateattributes againstthe
type attributesto determinewhich typesare eligible to
satisfythe request. This is a signi cant savings because
clusterstypically have a small numberof nodetypes,al-
thoughthey may have a large numberof nodesof each
type. The site administratormay group the nodesof a
giventype into blocks basedon network proximity, and
assigneachnodetype a costto re ect their valuein the
system(e.g.,assigninghighercostto specialnodetypes,
suchasmulti-interfacenodes).Currentlytheseblock and
costassignmentaremanual.

The COD resourcamanageisatis espendingrequestsn
orderof their vclusterpriority, highestto lowest. To sat-
isfy arequestuple,it rst identi es theeligible (satisfy-

ing) nodetypeswith blockslargeenougho handlethere-
questthenselectgheleast-costligible type,and nally

allocatesnodesfrom the largestblock of thattype. If no
suitableblocksare available, it repeatghis processwith
the nodesallocatedto eachvclusterpriority level, to nd

asuitableblock of nodesto reclaimfrom alower-priority
vcluster The requestblocking mechanismensureghat
nodesallocatedtogetherare closeto eachother on the
network

5.2 Stability

The natureof resourceallocationin COD leadsto alarge
overheadin transferringa nodefrom onevirtual cluster
to another Reallocationoverheadis measuredn min-

utes. Accordingly, the resourcemanagemusttake care
to avoid thrashingif reportedresourcedemandschange
quickly relativeto thereallocatiortime.

COD usesa sliding time window that grantsa nodeim-

munity from reallocatiorafter COD assignst to avirtual

cluster The size of this window representshe schedul-
ing inertia. A mapperwith alargeinertiaallocatesstable
virtual clusters allowing low-priority customergo retain
new nodesregardlesof short-livedspikesin resourceale-
mands. A mapperwith a smallerinertia respondsetter
to a constanstreamof high-priority requestseachwant-
ing nodesfor arelatively shortperiodof time. However,

too small aninertia could leadto thrashing. Ideally, the
schedulinginertia shouldallow stable,long-termvirtual

clustersand highly dynamic, short-lived virtual clusters
to sharethe samehardwarebase.

5.3 Virtual Cluster Managers(VCMs)

Dynamicresizingrequirescoordinatiorbetweerthe COD
managerand clustermiddlevare. A VCM controlseach
vclusterthatis capableof adaptve resizing. The VCM

is anetwork sener certi ed to acton behalfof the vclus-
ter'sgroup. The VCM mayrun within thevclusteronits
minimalleasedallotment,or outsideof thevcluster COD
doesnot specifythe mechanisnto instantiatethe VCM,

e.g.,asasideeffectvclustercreation.A nodetemplates
post-bootinit sequencenay starta VCM, or thevcluster
creatormay launchthe VCM after COD noti es it (cur-

rently by e-mailto theclustergroup)thatthevclusterwas
created.The prototypeassumeshe VCM runswithin the
vcluster andauthenticateg by IP address.

VCMs negotiate node allocationswith the global COD
resourcemanager In general,we expectthat eachdy-
namicvirtual clusteris underthe control of middlewvare
suchasa batchscheduleor otherclustermanager Note
thatthe middlevare may itself hostapplicationgsuchas
Web servicesor computejobs) thatareunavarethatthis
resizingis taking place; the middleware is responsible
for subcontractingts allotted resourcego speci c tasks
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Figure3: An overview of thedatabasschema

without further involvementfrom COD. The VCM me-
diatesinteractiondetweerthe local clustermanagerand
the COD manageiusing COD's NodeManagementPro-

tocol (NMP), NMP allows either party to requestnodes
from the otheror transfernodecontrol to the other The
NMP usesXML asthedatapayloadovera TCP/IPtrans-
port,with HTTP-like headers.

During periodsof resourcecontentionCOD mayreclaim
nodesfrom a low-priority vcluster NMP reclamatiorre-
guestsncludean descriptionfor therequested
nodes,just asnoderequestdo COD. If the VCM holds
multiple nodesthatsatisfythe requestttributes,it is free
to selectwhich of thesenodesto returnto COD. This al-
lows COD to reallocatenodeswith minimal disruptionto
affectedvirtual clusters.

5.4 Coordination

TheCODresourcenanagerandsenerscommunicatand
synchronizethrough the con guration databasewhich
storesall informationaboutusersphysicalnodesandvir-
tual clusters.Our prototypeusesMySQL.

Figure3 shavs a simpli ed view of the key databasé¢a-
blesandtheirrelationshipsTheprimarykeysarein bold-
type,andthearronsrepresentoreignkeysin othertables
indexed by that primary key. Tablesin white boxesare
persistentables while transitionattables—tablesisedto
coordinatecomponents—ari shadedoxes.

Considera typical Web form requesto createa vcluster
with a single con guration template. The Web interface
validatesthe userthroughthe Group _Permissions
table, inserts a new virtual cluster into the Vir-
tual _Clusters tablewith pending status,and adds
arequesfor nodesnto theNode _Requests table.The
next timeit executestheresourcenanageattemptgo I

therequestrom theresourcesn the Nodes table,using
the policy describedabove. If the allocationsucceedsit
assignsodedo thevclusterin the Nodes table,andup-
datesthevclustersstatusin Virtual _Clusters . The
DHCP daemonand confd examinethis stateto instanti-
atethe trampolineon the nodeanddirectit to apply the
assigneaton gurationtemplate.

Whenthecon gurationtemplateis appliedto anode,the
resourcemanagempdateghe nodes permissiondn the
Node_Permissions tableandinsertsthe nodes In-
stall _Images informationin the pendingstate. Af-
ter the imageis installed,the resourcemanageupdates
thenodeSstatusn Install  _Images andNodes. The
resourceamanageinsertscompletedresenationsinto the
Node_Reservations  table and updatesthe state of
eachnewly-resened nodein the Nodes table. The re-
sourcemanagerclearsresenationswhen a nodeleaves
thevcluster

This simple exampleillustratesthe role of the tablesin
coordinatingnteractionof the COD seners.

Persistent tables are divided into two cateories:
environment-initializedanduserinitialized. The Nodes
tableis an ervironment-initializedtable that dependson
the hardwareresourcesUserspopulatethe remainderof
the persistentables. Throughthe Web interface,autho-
rized userscancreateor modify useraccountsgroups—
and,therefore updategrouppermissionsimagesyvirtual
clustersandcon gurationtemplates.

Componentsaccessthe Group _Permissions and
Node_Permissions tablesto authorizerequests.We
describechfew examplesin theabove scenario. TheWeb
interfacemustvalidateall createrequestsandthe Image
Sener and Web interface use the permissiongablesto
validatechangego con gurationtemplates.

6 Example VCM: SGE Batch Pool

To experimentwith dynamic virtual clusters, we im-

plementeda COD VCM extensionfor Sun GridEngine
(SGE), which is widely usedto run compute-intensie
batchjobs on large clusters. In a typical SGE cluster a
singlemasterostrunsa schedule(sge_schedd thatdis-
patchessubmittedbatchjobs acrossan active setof ex-

ecutionhosts. The VCM extensionallows SGE to run
within a COD vclusterthat grows and shrinkswith de-
mandand resourceavailability. To simplify the experi-
ments,we con gured SGE to scheduleat mostonejob

on eachactive executionhost. Userssubmitjobs by ex-

ecutingthe SGE gsubcommandon ary hostin an SGE
vcluster

Weimplementedhe COD-enablec§GEVCM with about
600linesof C codethatrunsasa sener daemorprocess



on the masterhost. The VCM interactswith the COD
managethrougha network connectionandexecutesse-
guencesof SGE administratve commandgo query the
active setstatusandchangets membershipTo maintaina
uniform ervironmentacrosshe active set,asrequiredby
SGE, the vclustercon guration templatede nes a com-
monspaceof useridentitiesandasharechetwork le vol-
umemountedhroughNFS.TheNFSvolumeincludesthe
SGEdistribution andmasterstatus les (the SGEROOT
directory)andall programanddata les for theuserjobs.

The SGEVCM usessimplepoliciesto sizethe active set.
TheVCM executesaresizefunctionevery seconds
to checkthe statusof the batchpool, usingthe SGEgstat
commandto obtaina list of queuesandthe jobs sched-
uledto them. If thereare queuedobs that have not yet
startedthe VCM requests new executionnodefor every
queuedobs. Theresizealsorecordsary nodeshatare
idle andtimestampshem.If thereareno queuedobs,the
VCM returnseachidle nodeto the COD managemfterit
hasbeenidle for secondsdown to a minimum

idle resereof nodes.

The SGE VCM resizesthe actve set as follows. To
addan executionhost,the VCM executesghe SGE qconf
commandwith a standardemplateto activate the node
by its DNS nameand establisha job queuefor it. Be-
fore enablingthe queue,the VCM remote-&ecutesthe
SGE daemonprocessegsge.commdand sge_execd on
thenode.Toremoveanode theVCM executesSGEcom-
mands(gconfandgmogd to disablethe nodes job queue,
reschedulary jobson the queue destry the queueand
deactvatethenode.

The COD managemay unilaterallyreclaimnodesfrom

the batch pool to meet demandsfrom higherpriority

vclusters.n this casethe VCM negotiateswith the COD

manageto selecteachvictim node. Firstthe VCM uses
gstatto searchfor idle nodes. If all nodesare busy, the
VCM selectghebusynodewith thejob thatstartedmost
recently SGEcurrentlyhasno checkpoinffacility, sothis
policy limits theamountof wastedcomputationwhenthe
VCM is forcedto restarta job.

TheVCM allows SGEbatchpoolsto bene t from COD's
supportfor enegy managemerdandcontrolledclusterre-
sourcesharing.COD isolatesotherclusterusersfrom in-
terferencéy batchjobs,andensures consistenerviron-
mentacrosghebatchpool. OurcurrentVCM policiesare
stableandeffective wheneachbatchpool senesa single
priority classof single-nodecompute-boungbbsthatrun
for longerthanthe recon gurationtimes. We areexplor-
ing more sophisticatedesourcemanagemenpoliciesto
handlemorecomplex caseswithin this framewvork. What
is importantis thatthis exampleillustratesthe feasibility
of dynamicclusterresizingandthe power andgenerality

of the COD framework.

A low-priority batchvclusteris similar to the Condor
resource-sogengingmodel [20]; thatis, COD allocates
only idle nodego thebatchpool. The COD approacten-

suresa consistenervironmentacrossthe batchpool, at

theprice of a highernodeallocationcostto reinstall. The

COD modelalsoprotectsuserswith x edleasesagainst
interferencefrom the batchpool. Finally, COD allows

more e Xible priority schemedor allocatingnodesto the

batchpool andothervclusters.

6.1 Other VCMs

We are currently consideringhow to extend the SGE
VCM to run with the Avaki Grid managerwhich coor
dinatesbatchjob schedulingacrossmultiple batchpools
(including SGE pools). Thesepoolsmay resideat mul-
tiple sitesacrossa wide-areanetwork, with local auton-
omy over resourcemanagement.in the Grid, local site
managerpasdnformationabouttheir availableresources
to a global grid managerwhich makesinformed global
schedulingdecisionsaboutwhereto routejobs [16]. In
the COD framework, the local VCM mustnotify the grid
managernf changesn vclustersize, and may also pass
globalrequestdor additionalresourceshroughto thelo-
cal COD manager Our intentis that this approachwill
allow for multiple Grid points-of-presencée.g.,Globus,
Avaki) to run asseparatevclusterswithin a sharedCOD
physicalcluster tradingresourceacrosghegridsaccord-
ing to site-speci cpolicies.

We have previously demonstratec systemto dynami-
cally resizeclusteredWeb sener allocationsto adaptto
load changeq9]. While this systemran asa standalone
clustermanagerit is naturalto runit asa COD VCM.

7 Experimental Results

TheCOD prototypeis approximatelpthirty thousandines
of code,consistingof a DHCP sener, the con guration
daemon(confd), theresourcanappeythe VCM network
negotiation interface,and a MySQL implementationof
the databasé\PI. OtherservicessuchasNIS andNFS,
obtaincon guration les from scriptsthat pull stateout
of the databaseThe piecesof the COD framework func-
tion asdescribedn this paper Onesimpli cation is that
our testcon gurationsincludeonly two nodetypes,with
oneblock pernodetype. We have obsenedsuccessfutly-
namicnodereassignmentsnderVCM control,but donot
have graphsof completecoordinatedexperimentswith
dynamicallocationatthistime. Thissectiondescribesur
initial resultswith the COD prototype,including perfor
mancemeasuremeniandobsenationson nodepriming.
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Figure4: Cumulatize imagesener bandwidthasa function of time during nodepriming with the DebianLinux 3.0
con gurationtemplate shaving the behavior of parallelnodeinstallations.

Image | Size(MB) | Size(gz) | Time (s)
Duke Linux 2,048 105 122
DukeBSD 2,048 137 129
DebianLinux 1,951 422 127

Tablel: Elapsedriming time for variousimages(sec)

7.1 Experimental Setups

In our rst experiment,all our managemengervicesran
on a singlenode;theseincludethe DHCP sener, confd,
the resourcemappera TFTP sener, andan apacheweb
sener. All hostsin the experimentweresingleprocessor
IBM e-Sener xSeries330 machineseachwith a1 GHz
Pentiumlll processoandan18gigabytelBM Ultra Wide
SCSldrive. The network wasswitched100 Mbps Ether
net, with Intel EtherExpres$ro NICs in all nodes. All
COD senersranunderDebianLinux version3.0.

The rst experimentmeasureghetime it takesto primea
nodewith acon gurationtemplate.Table1 shovsthere-
sultsof usingCOD to install threedifferentimages.The
rst imageis a snapshobf a standard.inux installation
con gured for the Duke ComputerSciencecluster This
imageincludesstandardlusteringsoftwaresuchasmon-
itoring tools,a batchqueue andsoftwaredevelopmenti-

braries. The lesystem is secondextended(ext2). The
secondimageis a FreeBSDinstallation con gured for
the Duke ComputerScienceclusterwith similar software.
The lesystemis anextendedprimarypartitioncontaining
four UFSlogical volumes. The nal imageis anout-of-

10

the-boxinstallationof DebianLinux 3.0[14]. The lesys-
temis ext2 andcontainsa full suiteof developmentools
and utilities. Imagesare storedin compressedormaton
the sener; they aredecompressedient-sidebeforethey
arewritten to disk. Write speedto disk for all imagesis
approximatelyl6 MB/sec, approachinghe limits of the
SCSildrives.

The testbedfor our secondexperimentis a ten-node
testbedconsistingof IBM x330andx335e-Senernodes.
The x335 nodeshave a 2 GHz PentiumlV processara
40 gigabytelDE drive, andtwo Broadcom5703 gigabit
NICs. The network was switched100 Mbps Ethernet.
Two x330 nodeshostedthe managemenservices,with

aneight-nodeclusterof x335s.

Figure 4 shaws total installation progressfor parallel
node priming measuredn megabytesdownloadedfrom
theimagesener. Eight nodeseasilyinstallin parallelin
undersix minutes.As theimagesdnstall,themanagement
servicesupdatestateto re ect the new vclustermember
of the nodes. This allows usersto accessnew nodes
immediately following priming without the need for
post-installcon guration.

Figure 5 examinesthe installation progressas a func-
tion of combinedsener throughputto all nodes. The
bursty natureof install trafc is dueto imagecompres-
sion. Large portionsof emptydisk compressvell, result-
ing in small network utilization, but decompresglient-
side into large blocks. The network trafc stallsasthe
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Figure5: Bandwidthvariationsthroughtime duringtheinstall, shaving compressioreffectsfor a bit-imageinstall.

nodewritestheseblocksto disk, while performingacryp-

tographicchecksumin parallel. This further reinforces
thefactthatwipe-it-cleanbit-imageinstallationtimesare
boundby thewrite speedf theclient disks.

8 Conclusion

Clusteron-Demandshavs how PXE remote-boottech-
nology cansene asthe basisfor a clusteroperatingsys-
tem framework, enabling e xible, automated,dynamic
sharingof aclusterby independengroupsof users.COD
can combinewith virtual machinetechnologyto enable
vclustersto shareindividual physical seners at a ne

grain.

Our work with COD addresse&ey challengeghat op-
pressclusterusergoday: stafng costsfor clusteradmin-
istrators,loss of productvity dueto con guration errors
anddelays prittle softwareernvironmentghatdonotmeet
the full rangeof userdemandg(“should we run Linux
or Windows on our cluster?),and the dif culty of ca-
pacity planningand resourceschedulingin the presence
of bursty and unpredictabledemand. COD is designed
to give clusteruserspowerful “push-tutton” control over
their software ervironments,enableclustermanagerso
specify policies controlling the amountof resourceallo-
catedto eachgroup,andimprove productvity andreturn
oninvestmenfor clusterinfrastructure.

Flexible site managemenusing the COD model will
alsotake a key steptoward dynamic,adaptve, automatic
provisioning of network servicesfrom pools of shared
sener resourceslispersedhroughthe Internetand“out-
sourced”or leasedby third parties. Utility computing
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ervisions servicesand applicationsthat oat freely in a
global pool of raw senersand storage which are auto-
matically provisionedanddistributed (or sold) according
to demandmuchaselectricity is today COD nodesact
asgeneric‘caches”for softwareernvironmentsandappli-
cations;COD con guresnodesautomaticallyto instanti-
atethemwhereresourcesireavailableanddemandexists.
Ourapproachhasthepotentialto useresourcesgffectively
and scaleincrementallyby pluggingin more resources,
while holdinghumanadministratve burdensconstant.

Availability

Weintendto releaseCOD asopensourcenhenit is ready
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