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Abstract

Although clustersoffer inexpensive computing power,
they are dif�cult and expensive to manage,particularly
for usercommunitieswith diversesoftwareneeds.This
paperpresentsCluster-on-Demand(COD), a clusterop-
eratingsystemframework for mixed-useclusters. COD
interposeson standardnetwork managementservices—
DHCP, NIS, and DNS — to partition a clusterinto dy-
namic virtual clusters (vclusters)with independentin-
stalledsoftware,namespaces,accesscontrols,andnet-
work storagevolumes.COD allocatesnodesto vclusters
on-the-�y, recon�guring themasneededwith PXE net-
work boots.A key elementof CODis aprotocolto resize
vclustersdynamicallyin cooperationwith pluggablemid-
dlewarecomponentssuchasbatchschedulers.TheCOD
framework is akey building blockfor automatedmanage-
mentof computingutilities andgrids.

1 Intr oduction

Clusteringinexpensive computersis an effective way to
obtain reliable, scalablecomputingpower for network
servicesandcompute-intensive applications.Sinceclus-
tershaveahighinitial costof ownership,includingspace,
power conditioning, and cooling equipment,leasingor
sharingaccessto a commonclusteris an attractive solu-
tion whendemandsvaryovertime. Sharedclustersenable
moreeffectiveuseof resourcesby multiplexing,andthey
offer economiesof scalein administrationas personnel
costsgrow evenashardwarecostsdecline.

There has been a great deal of researchand progress
in managingclusterssince the early daysof the NOW
project [5]. The most successfulsystemstoday main-
tain a homogeneoussoftwareenvironmentfor a speci�c
classof applications. Thesesystems— including Be-
owulf [1], load-leveling batchschedulers[2, 3], Millen-
nium [10], Rocks[21], andotherelementsof theNPACI
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grid toolset— targetbatchcomputationswrittenfor com-
mon OS or middlewareAPIs. Thesearepowerful tools,
but one size doesnot �t all: usersof a sharedcluster
shouldbe free to selectthe software environmentsthat
bestsupporttheir needs,which mayinvolve multiple op-
eratingsystems,multiplebatchclasses,Webapplications,
andmultiple Grid points-of-presence,eachservinga dif-
ferentsegmentof the usercommunity. Tools to manage
mixed-useclustersarestill lacking.

This paperdescribesthearchitectureandimplementation
of Cluster-on-Demand(COD), a systemto enablerapid,
automated,on-the-�y partitioning of a physical cluster
into multiple independentvirtual clusters. A virtual clus-
ter (vcluster)is a subsetof clusternodescon�gured for a
commonpurpose,with associateduseraccountsandstor-
ageresources,auser-speci�edsoftwareenvironment,and
aprivateIPaddressblockandDNSnamingdomain.COD
vclustersaredynamic; their nodeallotmentsmaychange
accordingto demandor resourceavailability.

COD wasinspiredby Oceano[7], an IBM Labsproject
to automateaWebserver farm.LikeOceano,CODlever-
agesremote-boottechnologyto recon�gureclusternodes
usingdatabase-drivennetworkinstallsfrom asetof user-
speci�edcon�gurationtemplates,underthedirectionof a
policy-basedresourcemanager. Emulab[26] usesa sim-
ilar approachto con�gure groupsof nodesfor network
emulationexperimentson a sharedtestbed.Section2.2
setsCODin context with theseandotherrelatedsystems.

Theprimarycontributionof CODis to extendthesetech-
niquesto ageneralframework for aclusteroperatingsys-
tem. Like a conventionalOS, COD allocatesresources
to its users, isolatesuser environmentsfrom one an-
other, mediatesinteractionswith the external environ-
ment,andmanagessharedresourcesdynamicallyasde-
mandschange. Rather than allocating slivers of each
node's memoryand CPU to userprocesses,COD allo-
catescompletemachinesto vclusterssharedby a group
of users. Usersassumefull control of their machines
down to thebaremetal:COD installsuser-speci�edsoft-
warein eachvcluster, analogouslyto a conventionalOS
instantiatinga userprogramin a process. Most impor-
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tantly, COD enables�e xible, decentralized,dynamicre-
sourcemanagementacrossvclusters;vclustersmanage
their own resourcesinternally, andinteractwith COD to
obtainor releaseresourcesasneeded.Our designlever-
ageswidely usedopen-sourcecomponentsto supportdi-
versehardwareplatformsandto evolve rapidly with new
technology.

2 Overview

Figure1 illustratestheCOD framework. A siteadminis-
trator issuescredentialsauthorizingaccessto a Web ser-
vice interfacefor theCOD site. Using this interface,ex-
ternalusersmayde�ne usergroups,delegateaccessrights
to the membersof a group, requestvclusterson behalf
of a group, and de�ne hardware requirementsand soft-
ware con�guration templatesfor thosevclusters. COD
interposeson the Dynamic Host Con�guration Protocol
(DHCP) to take control of clusternodesthroughIntel's
PrebooteXecutionEnvironment(PXE) [13], and install
theuser-speci�edsoftwareunderthecontrolof aminimal
trampolineOS.Onceanodeis active in avcluster, DHCP
andotherstandardnetwork managementservices— the
Network Information Service(NIS) and Domain Name
Service(DNS) — coordinateto assignnodehostnames
andIP addresses,updatethevisibility of network storage,
andsetuseraccessrights.Theseservicestie into a unify-
ing back-enddatabaseof nodestatesandcon�gurations.

COD enables�uid assignmentof resourcesaccordingto
site policiesand resourcedemandswithin the vclusters.
While somevclustersmay maintaina static reservation
for a �x edpurpose,othersmaybene�t from dynamicre-
sizing. For example,a vclusterhostinga pool of network
serversor agrid schedulerwill facevaryingdemandover
time. COD resizesdynamicclustersin cooperationwith
a middlewarecomponentassociatedwith eachvcluster.
In recentyears,a wide rangeof clustermanagershave
emergedfor speci�c applicationenvironments(seeSec-
tion 2.2). Eachof thesesystemssupportsrecon�guration
for changingclustersize [15] to allow for nodefailures
andincrementalgrowth. A key premiseof COD is that
eachof thesesystemsmay run as a local manager– a
Virtual ClusterManager or VCM — for a virtual cluster,
negotiatingvclustersizewith the global COD manager.
This hierarchicaldivision of resourcemanagementfunc-
tions betweenthe global COD managerand the VCMs
is a cornerstoneof theCOD architecture.Section5.3de-
scribestheresourcemanagementframework in detail,and
Section6 illustrateswith anexampleof anextendedSGE
batchscheduler.

COD maintains surplus nodes in a common energy-
managedreservepool and deploys themto vclustersas
needed.A resourcemanagerupdatesthedatabaseto as-

sign nodesto vclustersaccordingto de�ned policy rules
and vclusterresourcedemands.It managesthe reserve
pool to improve energy ef�ciency under light load (see
Section3.4).

The sharedreserve pool offers eachvclusterbackupca-
pacity to handlenode failuresor load swings. During
periodsof light load, a high-demandvcluster may ob-
tain morenodesthana privatelyownedclusterwould al-
low. Transitioninga nodebetweenvclustersmayrequire
a software reinstall whosecost is measuredin minutes
(seeSection3.3). This “context switch” cost is accept-
ablein a large,sharedcluster, whensubsetsof nodesare
reservedfor speci�c purposesoverperiodsof hours,days,
or longer.

2.1 DesignGoalsand Choices

Fivekey goalsdrive theCODdesign.

Hardware-independence.CODis designedto workwith
any computerthat supportsLinux and remote-bootsus-
ing PXE/DHCP. Whena node�rst powersup in a COD
cluster, COD loadsthe trampoline,which is a minimal,
generic,memory-basedOSthat bootsquickly on a wide
rangeof servers.Thetrampolineis built with components
from standardLinux distributions, including Red Hat's
kudzuhardware-probingprogramanddriver modulesfor
all Linux-supporteddevices.Oncebooted,thetrampoline
scansthe hardwareand transmitsa recordof the node's
physicalcon�guration for lateruseby theCOD resource
manager.

OS-independence. Although the trampolineleverages
thecomprehensiveplatformsupportfrom Linux, CODit-
self is OS-agnostic.For full generality, COD con�gura-
tionsmayspecifyoperatingsystemimagesasraw bit�le
partitionimages,or specifyanalternateinstallerprogram
to interpretOS-speci�c imageformats. COD usersmay
selectfrom prede�nedpartition images,requestthe sys-
tem to cloneimagesfrom a manuallyinstallednode,or
usearbitraryOS-speci�ctoolsto prepareimagesandup-
loadthemto thecon�gurationdatabasethroughtheimage
uploadserver. To supportheterogeneousclusters,con�g-
urationtemplatesmayincluderulesto selectamongmul-
tiple imagesby matchingonhardwareattributes.

User control. A vclusterowner hasthe samedegreeof
controlover its virtual clusterasit would over a physical
clusterdedicatedfor its own use.Ownersmayobtainsu-
peruseraccesson their nodes,control the useraccounts
enabledfor login privileges,or replaceany elementof
thesoftwareenvironment— includingtheoperatingsys-
tem— for thenodesassignedto them.

Automated management. Oncecon�gurationsare de-
�ned, site administrationoverhead(other thanhardware
maintenance)is independentof the numberof hostsand
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Figure1: Cluster-on-Demand(COD)partitionsaphysicalclusterinto multiplevirtual clusters(vclusters). Vclusterownersspecify
theoperatingsystemsandsoftwarefor their vclustersthrougha Webinterface.Thevclustersin this examplerun a batchscheduler
andaWebserver cluster, whichcanresizedynamicallyto respondto dynamicloadchanges.

thenumberof users.Everydayadministrative taskssuch
asuseraccountmanagementdevolve to vclusterowners
throughaPHP/SQLWebinterface.CODfully automates
the stepsto track multiple con�gurations,track the allo-
cationstatusof clusternodes,changea node's role or re-
assignit to a differentvcluster, and/orupgradea nodeto
a new prede�nedsoftwarecon�guration. To adda PXE-
enabledserver to a COD cluster, simply plug it into the
network andpower it up.

Isolation and safety. COD mustpreventusersfrom mo-
nopolizing resourcesor interfering with other usersor
the systemitself. A key bene�t of the vcluster con-
cept is that nodeaccessis controlledon a vclusterba-
sis. Moreover, COD maintainsa consistentenvironment
acrosseachvcluster. Nodesjoining a vclusteralwaysin-
stallacleancon�gurationof veri�able integrity; thishelps
protectagainstcorruptionby previoususersandleakage
of sensitive databetweenvclusters.This “wipe it clean”
philosophyderivesfrom Rocks[21]. Finally, IP-enabled
managedpower componentsallow COD to seizecontrol
of any nodeby interruptingits power supply, forcing it
to restartandbootontothetrampoline.VLANs enablea
clustermanagerto isolateeachvclusteron a virtual pri-
vateEthernetsegment(althoughtheCOD prototypedoes
not yet con�gure VLANs). Theseexisting mechanisms
are suf�cient for basicisolation, but mixed-useclusters
will alsobene�t from secureBIOS functionsandcon�g-
urableQoSsharesfor VLANs andnetwork storage.

2.2 RelatedWork

Manageabilityis increasinglyrecognizedas an impor-
tantchallengefor computersystemsdesignandresearch.
The industryhasrespondedwith key initiativesfor auto-
matedmanagement,includingPXE remote-boottechnol-
ogy[13], theACPI[11] andWake-on-LAN[12] standards
for server power management,device interfacestandards
that promote interoperability, and componentssuch as
network switchesandIP-enabledpower distributors. On
the systemsoftwareside,mostsystemsnow obtainnet-
work names,network addresses,useridentities,andhost-
speci�c informationfrom network-administeredservices
suchasNIS, DNS, LDAP, andDHCP. Thesearekey en-
ablersfor theCODapproach.

Several companiesare marketing productsto automate
server managementfor enterprisesand Internethosting
providers. Prominentplayersin this spaceinclude Ter-
raSpring,Opsware(Loudcloud),IBM, andHPthroughits
Utility DataCenter(UDC) productandrelatedresearch.
While few detailsof thesesystemsare published,they
re�ect the conceptof policy-basedmanagementof re-
sourcesandcon�gurationsin largesharedserverclusters.
Onecontributionof this paperis to describein detailhow
to addressthesegoalsin a generaland �e xible way by
combiningwidely usedopen-sourcecomponents.

Many systemsusePXE network installsto managenode
con�gurations. For example,the popularBpBatchtool
from bpbatch.org usesPXE bootsto install, update,or
selectlocal softwareon eachnode;theBpBatchboot im-
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Figure2: Thelifecycleof a CODnode.

ageis an interpreterfor scriptsthat canexamineor par-
tition thedisk, fetcha softwaredistribution andinstall it
locally, and/orloada new boot imagefrom a selectedlo-
cal partition. COD selectsPXE actionsdynamicallyby
queryinga con�guration database;this key techniqueof
database-drivennetwork installswasdescribedpreviously
for Oceanoand Emulab. Thesesystemssharethe pri-
mary goalsof automatedmanagement,usercontrol,and
safeisolationfor mixed-useclusters.They alsocon�gure
VLANs to isolatevirtual clusters.Both of thesesystems
targetspeci�c applicationenvironments:network emula-
tion for Emulab,andWebservicehostingfor Oceano.

COD applies the ideas in thesesystemsto a general
framework for dynamic sharing of cluster resources
acrossarbitraryuser-de�ned softwareenvironmentsand
applications.In particular, COD's hierarchicalapproach
incorporateslocal resourcemanagerswithin eachvclus-
ter or vcluster group, with a global resourcemanager
to coordinateresourceusageacrossmultiple dynamic
vclusters. The COD premiseis that the key featuresof
Oceanoand Emulab— Oceano's Web serviceresource
managerandEmulab's rich supportfor con�guring em-
ulation experiments— could apply at the vclusterlevel
in the COD framework. Similarly, many other applica-
tion clustermanagerscould be adaptedto run asVCMs
within theCOD framework. ExamplesincludeBeowulf,
load-levelingbatchschedulers,grid managers,enterprise
applicationmonitors[25], cluster-basednetwork services
(e.g., [23, 17, 18, 9]), and cluster-basednetwork stor-
age[19, 24, 6, 4].

3 Managing Nodes

Figure2 depictsthestatesandtransitionsin thelifecycle
of a COD node. Whena node�rst powerson, it loads
thetrampoline,which takescontrolof thenode,scansit,
and preparesit to join a virtual clusterselectedby the
COD manager. Beforeassigninga server to a vcluster,
COD must�rst prime thenodeby applyinga con�gura-
tion template,which typically installsoneor moreparti-
tion imageson a local disk. Whena nodeis assignedto
avcluster, subsequentrebootsloadits user-speci�edsoft-
ware; a noderunning this usersoftware is active in its
vcluster. A nodeleavesits vclusterwhentheVCM volun-
tarily releasesthenodeor COD forcibly reclaimsit with
a power reset. In eithercase,the nodebootsbackonto
theCOD trampoline,which mayidle thenodein a warm
(inactive) or cold (off) reservepool,or acceptcommands
from theCOD managerto returnthenodeto its previous
vclusteror primeit for a new con�guration.

ThissectionoutlinesCOD'shandlingof thesenodestates
andtransitionsin moredetail. Section4 thendiscussesa
node'senvironmentwhile it is active in a vcluster.

3.1 RemoteBoot

Every COD clusternodehasa PXE-capablenetwork in-
terfaceandaBIOScon�guredto bootfrom thenetworkat
power-onor restart.In a typical network boot,thenode's
ethernetNIC broadcastsa DHCP requestwith a vendor
tag indicating that it is a PXE client; the DHCP server
respondswith IP informationaswell asthenameandlo-
cationof abootloaderimageto downloadvia TFTP.

TheCOD DHCP server queriesthenodestatusdatabase
to determinewhich imagereferenceto returnon a PXE
bootrequest.If thenodeis active, DHCPreturnsa com-
mandto boot from its primedimage,e.g., from the pri-
marylocalpartition,or from animageserverfor adiskless
boot. DHCP commandsthenodeto boot the trampoline
if thenodewasoff, or if it hasreturnedto thetrampoline
stateafterpreviousmembershipin avcluster. Thisoccurs
whena rebootinto a vclusterfails (detectedby a timeout
or a repeatedPXE requestfrom a nodein theboot state),
whena vclustervoluntarily relinquishesa node,or when
theCOD managerforcibly reclaimsa nodefrom a vclus-
ter by interrupting its power supply. Thesecorrespond
to thetransitionsinto thetrampoline statefrom thedark
grey statesin Figure2.

To boot the COD trampoline,the DHCP server �rst re-
turnsa referenceto a small �rst-stage bootloadercalled
PXELinux(from syslinux.org). ThePXEcardusesTFTP
to fetch and boot PXELinux from the speci�ed image
server. A PXELinuxscriptthenfetchesaCOD-generated
con�guration �le, also via TFTP. The con�guration �le
containsbootparameters,includingthenameof thecom-
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pressedtrampoline image and the network location of
a COD con�guration server (confd). PXELinux then
fetchesthetrampolinekernelitself, andbootsit.

3.2 On the Trampoline

Therole of theCOD trampolineis to scanthehardware,
idle the node on warm reserve until it is needed,and
preparethe node to join a vcluster selectedby the re-
sourcemanager. Thetrampolineis a minimal Linux ker-
nel imagebuilt to run on any standardIntel-basedserver,
andincorporatingaminimal ramdisk— currentlysixteen
megabytesuncompressed,six megabytescompressed—
mountedasits root �le system.Thetrampolinecanprobe
and recognizeany attachedhardware device for which
Linux driversareavailable.ThisgeneralityallowsaCOD
clusterto incorporateany standardPXE-capableserveror
PC supportedby standardLinux. The trampolinedoes
not dependon a local disk, andit doesnot modify local
storageunlessthenodeenterstheprime state.

After booting,thetrampolineexecutesthekudzuprogram
to probethe hardware and load drivers, then initializes
its primary network interfaceusingDHCP. A user-mode
programcalledctrampthencontactstheCOD con�gura-
tion server (confd) indicatedin the trampolineboot pa-
rameters,andtransmitsa compactXML summaryof the
node's physicalcon�guration, including partition struc-
tures,memorycapacity, andCPU speedextractedfrom
proc. Thetrampolinethendisconnectsandawaitsfurther
con�gurationinstructionsfrom confd.

3.3 Priming

When the resourcemanagerrecruits a node for a new
vcluster, confd connectsto the (ctramp) port and trans-
mits imagelayout informationfrom the selectedcon�g-
uration templatein the clusterdatabase. In the prime
state,a user-modeprogramcalledcprimecon�gures the
nodeaccordingto the imagelayout information,option-
ally partitioningthelocaldisk. Theimagelayoutincludes
a list of URLs for compressed,checksummedcon�gura-
tion imagesavailablefrom anHTTP server, andmay in-
cludea separateimagefor eachdisk partition. To prime
the node,cprime fetchesthe imagesanduncompresses,
installs,andveri�es themby executingapipelineof stan-
dardprograms(wget, gunzip, dd, andmdsum). To com-
plete the priming, cprime installs a masterboot record
(MBR), informs confdthat thenodeis enteringtheboot
state,andinitiatesa rebootinto thenewly installedOS.

In our current prototype, each vcluster node indepen-
dently fetches its images from an HTTP server. To
distribute imagesef�ciently we plan to usepcp, which
pipelinesdatain parallelthroughasecuré -arymulticast
tree.Emulab'sfrisbeedisk loaderusesarelatedmulticast
approachto distributeimagesto largevclusters.

BecauseCOD usesbit-copy partition imagesby default,
priming is independentof theoperatingsystemandother
nodesoftware. In particular, thecon�gured OSmayuse
�le systemformats unknown to the Linux-basedtram-
poline. However, in its simplestform, the bit-copy ap-
proachmay causethe systemto write unnecessarydata
to thedisk, e.g.,to zeroout blocksthatcontainno useful
dataandwill later be overwrittenby the software. One
bene�t of payingthis costis that it helpssecurethesys-
temagainstdataleakagewhenaphysicalnodetransitions
from onevclusterto another. Writing completebit-copy
imagesalsoallows cprimeto write the datasequentially
at the disk spindlespeed.However, COD con�guration
templatesmayspecifyanalternative Linux executableto
replacedd astheimageinstaller. Theinstallermayinter-
pret the imageandplaceit on the disk in a mannerspe-
ci�c to the targetOS or �le system.For example,Emu-
lab's frisbeeuses�lesystem-speci�c imagecompression
to avoid zeroingdisk blocksthat areuninitializedin the
image;this is similar to Partition Image(partimage.org)
andother�lesystem-awareimageinstallers.

3.4 The Reserve Pool

Onegoal of COD is to de�ne commonfacilities to im-
proveenergyef�ciency for clusterswhenthey arerunning
below capacity. Today's standardlow-end rackmount
servers consumeon the order of 1-2 MWh per year in
electricity($100-$200),countingcoolingcosts.Theclus-
ter canreduceits power demandby steppingunallocated
serversdown to low-power states,reactivatingthemwith
Wake-on-LAN whenthey areneeded.VCM middleware
for time-varyingworkloadssuchasnetwork servicescan
concentrateload on a minimal set of servers, releasing
unusedserversto theenergy-managedreserve pool. Our
previouswork hasdemonstratedthebene�tsof this tech-
niquefor energy managementin Webserver farms[9].

Surplusnodesidle in an energy-managedreserve pool.
If a node in the trampoline stateis not needed,confd
commandsit to idle in the inactive state. Whena suf�-
cient warm reserve exists in this state,it commandssur-
plus nodesto stepdown to the cold-reserve (off) state.
COD leavespreviously installedsoftware(if any) cached
for futureuse. If a reserve nodeis assignedto reactivate
thesamecon�gurationtemplate,andthetemplatewasnot
modi�ed sincethe node's last priming, thenCOD skips
the prime phaseandentersboot to rebootthe nodedi-
rectly into its vcluster.

4 The Virtual Cluster Envir onment

This section discussesthe mechanismsto customize
vclusteroperatingenvironments.Whena nodeis active
in a vcluster, it runs a user-speci�ed operatingsystem;
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Sections4.1 and4.2 discussthemeansto de�ne andini-
tialize the OS. COD interposeson well-establishednet-
work managementservices— DHCP, NIS, andDNS —
to shapethe node's view of its context, including its IP
addressandhostname,authorizeduseraccountsandpass-
words, and accessto network storagevolumes,as de-
scribedin Section4.3. TheCOD prototyperequiresthat
theOSunderstandandusetheseservicesto con�gure; we
have not yet extendedCOD for alternative servicessuch
asLDAP or ActiveDirectory.

4.1 Constructing Images

Usersconstructpartition imagesfor COD con�guration
templatesusing tools outsideof COD. To simplify cre-
ation of new templates,the COD trampolinecanextract
andsave partition imagebit�les andpartitionmapsfrom
a COD clusternode. Thus the usualway to con�gure
a virtual clusteris to instantiatea nodeusinga standard
con�guration,usearbitrarytoolsto modify thecon�gura-
tion directlyonthenode(e.g.,by loggingin andinstalling
new softwarefrom thenetwork), thencommandCOD to
save theresultingcon�gurationinto a template.TheMil-
lenniumrootstock tool andcommercialsystemssuchas
ImageCast(phoenix.com) usea similarapproach.

Importantly, imageextractionis theonly way to preserve
changesto thelocal �le systemacrossnodereallocations
in COD. Nodesarestateless:any long-termdurabledata
are saved on network storagevolumesaccessibleto the
groupandassignedto thevcluster.

4.2 Initializing the NodeOS

COD doesnot specify or constrainthe mechanismsto
perform node-speci�c con�guration in an active node.
Someapplicationsmay requireadditionalcon�guration
steps,which arenecessarilyOS-speci�candapplication-
speci�c. To completethesesteps,the vclusterowner or
installedsoftwaremay run arbitraryprogramsor scripts
usingstandardremoteexecutiontoolssuchasssh. For ex-
ample,akey componentof Emulabis theTMCCprogram,
whichcon�guresLinux/Unix hostsfor networkemulation
experiments.RocksandLinux/Beowulf computeclusters
executeLinux-speci�c con�guration tools suchas kick-
start to initialize nodesand load packagesfor speci�c
roles within the vcluster. The VCM may trigger these
stepswhen COD noti�es it that a nodehas joined the
vcluster. COD vclusterownersmay employ otherstan-
dardtoolssuchasCfengine[8] to updateor modify con-
�gurations within aCOD vcluster.

4.3 Host Con�guration

CODinterposesonnetwork managementservicesto con-
trol eachnode's view of its environmentaccordingto its
vclustermembership.

µ COD assignsnodeIP addresseswithin a subnetfor
eachvcluster. Nodesobtaintheir IP androuterad-
dressesthroughtheCODDHCPserverasthey boot.

µ COD assignsnodedomainnamesderived from the
vcluster's symbolicnameassignedat creationtime.
Eachvclusteroccupiesa private DNS subdomain.
Nodesobtain their hostnamesthrough DHCP and
useDNS or NIS to mapbetweenhostnamesandIP
addresses.Our prototypeusesMyDNS, an open-
sourceSQL-enabledDNS server.

µ Conceptually, eachvclusterexecuteswithin its own
NIS domain,which enablesaccessfor speci�c user
accountsand netgroups. Our current implementa-
tion usesa commonNIS domainandanNIS server
shimthatqueriesthecon�gurationdatabaseto �lter
lookupsfor usersandgroups.

µ COD exports NFS �le storagevolumesas groups
and vclustersare de�ned. The nodecon�guration
templatemay includean NFS mountmapsupplied
throughNIS. Themountmapcontainsa list of NFS
�le volumesauthorizedby thesiteadministratorfor
accessby thevcluster's group. Themapdirectsthe
nodeto attachthesevolumesat speci�ed points in
thenode's �le namespace.Whena vclusteris cre-
ated,CODissuesexport commandsto �le serversto
export the selected�le volumesto a netgroupcon-
tainingthevcluster'scompleteDNS namespace.

5 Dynamic Virtual Clusters

The COD resource manager assigns nodes to sat-
isfy resource requests from users. All alloca-
tion requests are lists of 4-tuples of the form

¶Š·�¸�¹žº�»'¼a½�¾�¿D¼a½�ÀNÁ�¹žÂ�¼a½�¿^¸*Ã�º

´
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¸�Ã�º

´

¼
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, selectingfrom nodesmatch-
ing the speci�ed

Â�¼}¼}¾�ÄaÅ.º�¼a½�»

, and apply the speci�ed
con�guration

¼a½�ÀÇÁ�¹žÂ�¼a½

. COD satis�es or rejectseach
requestasanatomicunit. Notethatdifferentnodesin the
samevclustermay usedifferent templates,to allow for
specializedroles within the vcluster. As a simple basis
for allocating resourcesunder constraint, all requests
inherit a priority level assignedto the owning groupby
thesiteadministrator.

A requestto createavclustertakesasimilarform. If COD
acceptsa vcluster createrequest,it establishesa lease
expiration time on the vclusteraccordingto the request-
ing group's default leasetime or a requestedleasetime,
whichever is lower. Vclustersmay returnnodesto COD
voluntarily or in responsea resourcereclamationrequest
from theCOD manager. COD reclaimsresourcesfrom a
vclusteronly thevcluster'scurrentsizeexceedsits create
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size,or if the leaseis no longervalid, i.e., becauseit has
expiredor thesiteadministratorhascanceledit.

5.1 NodeSelection

Thenodesselectedto satisfya requesttuplemustmatch
certainattribute constraints.First, they mustcapableof
acceptingimagesassociatedwith thespeci�edcon�gura-
tion template.Second,they mustmeetor exceedthespec-
i�ed requestattributes,e.g.,to meeta minimummemory
or storagerequirement.Thedesiredgoalstatefor there-
sourcemanageris to satisfyhigh-priority noderequests
usinglow-costnodes— preferablyidle nodes— while si-
multaneouslymatchingthe maximumnumberof unique
nodesto highly constrainingrequests.For example,as-
sumewe have a nodewith multiple network cardsanda
onegigahertzprocessor. This nodemay be usedto sat-
isfy a requestspecifyinga gigahertzprocessor. However,
if fastprocessorsaremorecommonthanmulti-interface
nodes,the multi-interface requestis more constraining
thanthe requestfor a gigahertzprocessorandwe would
prioritizethisnodeto ful�ll amulti-interfacenoderequest
overonefor a gigahertzprocessorrequest.

Ournodeselectionapproachemploysamatchingscheme
similar to Condor's classads[22]. Node attributesare
speci�ed usingXML. XML is a naturalchoicebecause
it allowsfor a tree-likestructurefor nodeattributes.XML
standardsspecify methodsfor attribute matching and
transformationsfrom one XML object to anotherbased
on a setof rules. XML librariesallow COD components
to store,parse,andretrieve dataeasilyin a standardfor-
matwith cross-platformsupport.COD usessimpleoper-
atorsto determineif two attributespeci�cationsareequal
or if onesatis�es the other. The attributesof a selected
node— obtainedby hardwareprobingeachtimethenode
bootsthe trampoline— mustsatisfyattributesuploaded
with thetemplateandspeci�edin therequestitself.

To simplify requestmatching,COD usesthe equal op-
erator to group nodesinto equivalenceclassesor node
typesasthey arediscovered.For eachrequesttuple,COD
matchesthe requestand templateattributesagainstthe
type attributes to determinewhich typesare eligible to
satisfythe request.This is a signi�cant savings because
clusterstypically have a small numberof nodetypes,al-
thoughthey may have a large numberof nodesof each
type. The site administratormay group the nodesof a
given type into blocks basedon network proximity, and
assigneachnodetype a cost to re�ect their valuein the
system(e.g.,assigninghighercostto specialnodetypes,
suchasmulti-interfacenodes).Currentlytheseblock and
costassignmentsaremanual.

TheCOD resourcemanagersatis�espendingrequestsin
orderof their vclusterpriority, highestto lowest. To sat-
isfy a requesttuple, it �rst identi�es theeligible (satisfy-

ing) nodetypeswith blockslargeenoughto handlethere-
quest,thenselectstheleast-costeligible type,and�nally
allocatesnodesfrom the largestblock of that type. If no
suitableblocksareavailable,it repeatsthis processwith
thenodesallocatedto eachvclusterpriority level, to �nd
a suitableblock of nodesto reclaimfrom a lower-priority
vcluster. The requestblocking mechanismensuresthat
nodesallocatedtogetherare close to eachother on the
network

5.2 Stability

Thenatureof resourceallocationin CODleadsto a large
overheadin transferringa nodefrom onevirtual cluster
to another. Reallocationoverheadis measuredin min-
utes. Accordingly, the resourcemanagermust take care
to avoid thrashingif reportedresourcedemandschange
quickly relative to thereallocationtime.

COD usesa sliding time window that grantsa nodeim-
munity from reallocationafterCODassignsit to avirtual
cluster. The sizeof this window representsthe schedul-
ing inertia. A mapperwith a largeinertiaallocatesstable
virtual clusters,allowing low-priority customersto retain
new nodesregardlessof short-livedspikesin resourcede-
mands.A mapperwith a smallerinertia respondsbetter
to a constantstreamof high-priority requests,eachwant-
ing nodesfor a relatively shortperiodof time. However,
too small an inertia could leadto thrashing. Ideally, the
schedulinginertia shouldallow stable,long-termvirtual
clustersand highly dynamic,short-lived virtual clusters
to sharethesamehardwarebase.

5.3 Virtual Cluster Managers(VCMs)

DynamicresizingrequirescoordinationbetweentheCOD
managerandclustermiddleware. A VCM controlseach
vclusterthat is capableof adaptive resizing. The VCM
is a network servercerti�ed to acton behalfof thevclus-
ter's group.TheVCM mayrun within thevclusteron its
minimal leasedallotment,or outsideof thevcluster. COD
doesnot specifythe mechanismto instantiatethe VCM,
e.g.,asa sideeffect vclustercreation.A nodetemplate's
post-bootinit sequencemaystarta VCM, or thevcluster
creatormay launchthe VCM after COD noti�es it (cur-
rentlyby e-mailto theclustergroup)thatthevclusterwas
created.TheprototypeassumestheVCM runswithin the
vcluster, andauthenticatesit by IP address.

VCMs negotiatenodeallocationswith the global COD
resourcemanager. In general,we expect that eachdy-
namicvirtual clusteris underthe control of middleware
suchasa batchscheduleror otherclustermanager. Note
that themiddlewaremay itself hostapplications(suchas
Webservicesor computejobs) thatareunawarethat this
resizing is taking place; the middleware is responsible
for subcontractingits allottedresourcesto speci�c tasks
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Figure3: An overview of thedatabaseschema

without further involvementfrom COD. The VCM me-
diatesinteractionsbetweenthelocal clustermanagerand
theCOD managerusingCOD's NodeManagementPro-
tocol (NMP), NMP allows eitherparty to requestnodes
from theotheror transfernodecontrol to theother. The
NMP usesXML asthedatapayloadoveraTCP/IPtrans-
port,with HTTP-likeheaders.

Duringperiodsof resourcecontention,CODmayreclaim
nodesfrom a low-priority vcluster. NMP reclamationre-
questsincludean

Â�¼}¼}¾�ÄaÅ.º�¼a½

descriptionfor therequested
nodes,just asnoderequeststo COD. If the VCM holds
multiple nodesthatsatisfytherequestattributes,it is free
to selectwhich of thesenodesto returnto COD.This al-
lowsCODto reallocatenodeswith minimal disruptionto
affectedvirtual clusters.

5.4 Coordination

TheCODresourcemanagerandserverscommunicateand
synchronizethrough the con�guration database,which
storesall informationaboutusers,physicalnodes,andvir-
tual clusters.OurprototypeusesMySQL.

Figure3 shows a simpli�ed view of thekey databaseta-
blesandtheir relationships.Theprimarykeysarein bold-
type,andthearrowsrepresentforeignkeys in othertables
indexed by that primary key. Tablesin white boxesare
persistenttables,while transitionaltables—tablesusedto
coordinatecomponents—arein shadedboxes.

Considera typical Web form requestto createa vcluster
with a singlecon�guration template.The Web interface
validatesthe user through the Group Permissions
table, inserts a new virtual cluster into the Vir-
tual Clusters table with pending status,and adds
arequestfor nodesinto theNode Requests table.The
next timeit executes,theresourcemanagerattemptsto �ll

therequestfrom theresourcesin theNodes table,using
thepolicy describedabove. If theallocationsucceeds,it
assignsnodesto thevclusterin theNodes table,andup-
datesthevcluster'sstatusin Virtual Clusters . The
DHCP daemonandconfdexaminethis stateto instanti-
atethe trampolineon the nodeanddirect it to apply the
assignedcon�gurationtemplate.

Whenthecon�gurationtemplateis appliedto a node,the
resourcemanagerupdatesthe node's permissionsin the
Node Permissions tableandinsertsthe node's In-
stall Images information in the pendingstate. Af-
ter the imageis installed,the resourcemanagerupdates
thenode'sstatusin Install Images andNodes. The
resourcemanagerinsertscompletedreservationsinto the
Node Reservations table and updatesthe stateof
eachnewly-reserved nodein the Nodes table. The re-
sourcemanagerclearsreservationswhen a nodeleaves
thevcluster.

This simple exampleillustratesthe role of the tablesin
coordinatinginteractionsof theCODservers.

Persistent tables are divided into two categories:
environment-initializedanduser-initialized. TheNodes
table is an environment-initializedtablethat dependson
thehardwareresources.Userspopulatetheremainderof
the persistenttables. Throughthe Web interface,autho-
rizeduserscancreateor modify useraccounts,groups—
and,therefore,updategrouppermissions,images,virtual
clusters,andcon�gurationtemplates.

Componentsaccessthe Group Permissions and
Node Permissions tablesto authorizerequests.We
describedafew examplesin theabovescenario.TheWeb
interfacemustvalidateall createrequests,andthe Image
Server and Web interfaceusethe permissionstablesto
validatechangesto con�gurationtemplates.

6 Example VCM: SGEBatch Pool

To experiment with dynamic virtual clusters, we im-
plementeda COD VCM extensionfor Sun GridEngine
(SGE), which is widely usedto run compute-intensive
batchjobs on large clusters. In a typical SGEcluster, a
singlemasterhostrunsa scheduler(sge schedd) thatdis-
patchessubmittedbatchjobs acrossan activesetof ex-
ecutionhosts. The VCM extensionallows SGE to run
within a COD vclusterthat grows andshrinkswith de-
mandand resourceavailability. To simplify the experi-
ments,we con�gured SGE to scheduleat most one job
on eachactive executionhost. Userssubmit jobs by ex-
ecutingthe SGEqsubcommandon any host in an SGE
vcluster.

WeimplementedtheCOD-enabledSGEVCM with about
600linesof C codethat runsasa server daemonprocess
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on the masterhost. The VCM interactswith the COD
managerthrougha network connection,andexecutesse-
quencesof SGE administrative commandsto query the
activesetstatusandchangeitsmembership.To maintaina
uniform environmentacrosstheactive set,asrequiredby
SGE,the vclustercon�guration templatede�nes a com-
monspaceof useridentitiesandasharednetwork �le vol-
umemountedthroughNFS.TheNFSvolumeincludesthe
SGEdistribution andmasterstatus�les (theSGE ROOT
directory)andall programanddata�les for theuserjobs.

TheSGEVCM usessimplepoliciesto sizetheactiveset.
TheVCM executesaresizefunctionevery

½2Á�Ã�¸*È

seconds
to checkthestatusof thebatchpool,usingtheSGEqstat
commandto obtaina list of queuesandthe jobs sched-
uled to them. If therearequeuedjobs that have not yet
started,theVCM requestsanew executionnodefor every

´ queuedjobs.Theresizealsorecordsany nodesthatare
idle andtimestampsthem.If therearenoqueuedjobs,the
VCM returnseachidle nodeto theCOD managerafter it
hasbeenidle for

ÀÉÂ�Ê�ÄšË�¹ž½

seconds,down to a minimum
idle reserveof Ì nodes.

The SGE VCM resizesthe active set as follows. To
addanexecutionhost,theVCM executestheSGEqconf
commandwith a standardtemplateto activate the node
by its DNS nameand establisha job queuefor it. Be-
fore enablingthe queue,the VCM remote-executesthe
SGE daemonprocesses(sge commdand sge execd) on
thenode.Toremoveanode,theVCM executesSGEcom-
mands(qconfandqmod) to disablethenode's job queue,
rescheduleany jobson thequeue,destroy thequeue,and
deactivatethenode.

The COD managermay unilaterallyreclaimnodesfrom
the batch pool to meet demandsfrom higher-priority
vclusters.In thiscase,theVCM negotiateswith theCOD
managerto selecteachvictim node. First theVCM uses
qstat to searchfor idle nodes. If all nodesarebusy, the
VCM selectsthebusynodewith thejob thatstartedmost
recently. SGEcurrentlyhasnocheckpointfacility, sothis
policy limits theamountof wastedcomputationwhenthe
VCM is forcedto restarta job.

TheVCM allowsSGEbatchpoolsto bene�t from COD's
supportfor energy managementandcontrolledclusterre-
sourcesharing.COD isolatesotherclusterusersfrom in-
terferenceby batchjobs,andensuresaconsistentenviron-
mentacrossthebatchpool. OurcurrentVCM policiesare
stableandeffective wheneachbatchpool servesa single
priority classof single-nodecompute-boundjobsthatrun
for longerthantherecon�gurationtimes. We areexplor-
ing moresophisticatedresourcemanagementpoliciesto
handlemorecomplex caseswithin this framework. What
is importantis that this exampleillustratesthefeasibility
of dynamicclusterresizingandthepower andgenerality

of theCODframework.

A low-priority batch vcluster is similar to the Condor
resource-scavengingmodel [20]; that is, COD allocates
only idle nodesto thebatchpool. TheCODapproachen-
suresa consistentenvironmentacrossthe batchpool, at
thepriceof a highernodeallocationcostto reinstall.The
COD modelalsoprotectsuserswith �x ed leasesagainst
interferencefrom the batchpool. Finally, COD allows
more�e xible priority schemesfor allocatingnodesto the
batchpoolandothervclusters.

6.1 Other VCMs

We are currently consideringhow to extend the SGE
VCM to run with the Avaki Grid manager, which coor-
dinatesbatchjob schedulingacrossmultiple batchpools
(including SGEpools). Thesepoolsmay resideat mul-
tiple sitesacrossa wide-areanetwork, with local auton-
omy over resourcemanagement.In the Grid, local site
managerspassinformationabouttheiravailableresources
to a global grid manager, which makesinformedglobal
schedulingdecisionsaboutwhereto route jobs [16]. In
theCOD framework, thelocal VCM mustnotify thegrid
managerof changesin vclustersize,andmay alsopass
globalrequestsfor additionalresourcesthroughto thelo-
cal COD manager. Our intent is that this approachwill
allow for multiple Grid points-of-presence(e.g.,Globus,
Avaki) to run asseparatevclusterswithin a sharedCOD
physicalcluster, tradingresourcesacrossthegridsaccord-
ing to site-speci�cpolicies.

We have previously demonstrateda systemto dynami-
cally resizeclusteredWeb server allocationsto adaptto
load changes[9]. While this systemran asa standalone
clustermanager, it is naturalto run it asa CODVCM.

7 Experimental Results

TheCODprototypeisapproximatelythirty thousandlines
of code,consistingof a DHCP server, the con�guration
daemon(confd), theresourcemapper, theVCM network
negotiation interface,and a MySQL implementationof
the databaseAPI. Otherservices,suchasNIS andNFS,
obtaincon�guration �les from scriptsthat pull stateout
of thedatabase.Thepiecesof theCOD framework func-
tion asdescribedin this paper. Onesimpli�cation is that
our testcon�gurationsincludeonly two nodetypes,with
oneblockpernodetype.Wehaveobservedsuccessfuldy-
namicnodereassignmentsunderVCM control,but donot
have graphsof completecoordinatedexperimentswith
dynamicallocationatthistime. Thissectiondescribesour
initial resultswith the COD prototype,including perfor-
mancemeasurementsandobservationsonnodepriming.
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Figure4: Cumulative imageserver bandwidthasa functionof time during nodepriming with theDebianLinux 3.0
con�gurationtemplate,showing thebehavior of parallelnodeinstallations.

Image Size(MB) Size(gz) Time (s)
DukeLinux 2,048 105 122
DukeBSD 2,048 137 129

DebianLinux 1,951 422 127

Table1: Elapsedpriming time for variousimages(sec)

7.1 Experimental Setups

In our �rst experiment,all our managementservicesran
on a singlenode;theseincludetheDHCP server, confd,
the resourcemapper, a TFTP server, andan apacheweb
server. All hostsin theexperimentweresingleprocessor
IBM e-Server xSeries330machines,eachwith a 1 GHz
PentiumIII processorandan18gigabyteIBM Ultra Wide
SCSIdrive. Thenetwork wasswitched100MbpsEther-
net, with Intel EtherExpressPro NICs in all nodes. All
CODserversranunderDebianLinux version3.0.

The�rst experimentmeasuresthetime it takesto primea
nodewith acon�gurationtemplate.Table1 showsthere-
sultsof usingCOD to install threedifferentimages.The
�rst imageis a snapshotof a standardLinux installation
con�gured for theDuke ComputerSciencecluster. This
imageincludesstandardclusteringsoftwaresuchasmon-
itoring tools,abatchqueue,andsoftwaredevelopmentli-
braries. The �lesystem is secondextended(ext2). The
secondimage is a FreeBSDinstallationcon�gured for
theDukeComputerScienceclusterwith similarsoftware.
The�lesystemisanextendedprimarypartitioncontaining
four UFS logical volumes.The �nal imageis anout-of-

the-boxinstallationof DebianLinux 3.0[14]. The�lesys-
temis ext2 andcontainsa full suiteof developmenttools
andutilities. Imagesarestoredin compressedformaton
theserver; they aredecompressedclient-sidebeforethey
arewritten to disk. Write speedto disk for all imagesis
approximately16 MB/sec,approachingthe limits of the
SCSIdrives.

The testbedfor our secondexperiment is a ten-node
testbedconsistingof IBM x330andx335e-Servernodes.
The x335 nodeshave a 2 GHz PentiumIV processor, a
40 gigabyteIDE drive, andtwo Broadcom5703gigabit
NICs. The network was switched100 Mbps Ethernet.
Two x330 nodeshostedthe managementservices,with
aneight-nodeclusterof x335s.

Figure 4 shows total installation progressfor parallel
nodepriming measuredin megabytesdownloadedfrom
the imageserver. Eight nodeseasilyinstall in parallelin
undersix minutes.As theimagesinstall, themanagement
servicesupdatestateto re�ect the new vclustermember
of the nodes. This allows usersto accessnew nodes
immediately following priming without the need for
post-installcon�guration.

Figure 5 examinesthe installation progressas a func-
tion of combinedserver throughputto all nodes. The
bursty natureof install traf�c is due to imagecompres-
sion.Largeportionsof emptydisk compresswell, result-
ing in small network utilization, but decompressclient-
side into large blocks. The network traf�c stalls as the
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Figure5: Bandwidthvariationsthroughtimeduringtheinstall,showing compressioneffectsfor a bit-imageinstall.

nodewritestheseblocksto disk,while performingacryp-
tographicchecksumin parallel. This further reinforces
thefactthatwipe-it-cleanbit-imageinstallationtimesare
boundby thewrite speedof theclientdisks.

8 Conclusion

Cluster-on-Demandshows how PXE remote-boottech-
nologycanserve asthebasisfor a clusteroperatingsys-
tem framework, enabling�e xible, automated,dynamic
sharingof aclusterby independentgroupsof users.COD
cancombinewith virtual machinetechnologyto enable
vclustersto shareindividual physical servers at a �ne
grain.

Our work with COD addresseskey challengesthat op-
pressclusteruserstoday:staf�ng costsfor clusteradmin-
istrators,lossof productivity dueto con�guration errors
anddelays,brittle softwareenvironmentsthatdonotmeet
the full rangeof userdemands(“should we run Linux
or Windows on our cluster”?),and the dif�culty of ca-
pacity planningandresourceschedulingin the presence
of bursty and unpredictabledemand. COD is designed
to give clusteruserspowerful “push-button” controlover
their softwareenvironments,enableclustermanagersto
specifypoliciescontrolling the amountof resourceallo-
catedto eachgroup,andimproveproductivity andreturn
on investmentfor clusterinfrastructure.

Flexible site managementusing the COD model will
alsotake a key steptowarddynamic,adaptive,automatic
provisioning of network servicesfrom pools of shared
server resourcesdispersedthroughtheInternetand“out-
sourced”or leasedby third parties. Utility computing

envisionsservicesandapplicationsthat �oat freely in a
global pool of raw serversandstorage,which areauto-
maticallyprovisionedanddistributed(or sold)according
to demand,muchaselectricity is today. COD nodesact
asgeneric“caches”for softwareenvironmentsandappli-
cations;COD con�guresnodesautomaticallyto instanti-
atethemwhereresourcesareavailableanddemandexists.
Ourapproachhasthepotentialto useresourceseffectively
and scaleincrementallyby plugging in more resources,
while holdinghumanadministrativeburdensconstant.

Availability

Weintendto releaseCODasopensourcewhenit is ready.
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